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Introduction

Ruckus ICX switches running Fastlron software support Network Access Control features, including IEEE 802.1X, MAC
authentication, and Web authentication. These authentication methods can be used to address various use cases in granting
network access to users and devices.

The Flexible Authentication feature, or Flex Auth, provides the flexibility to use authentication methods such as 802.1X and MAC
authentication. Both mechanisms can be used in a configurable sequence for additional flexibility, depending on the use case of
authenticating a user or a device or a combination of both. This flexibility also helps to provide a common configuration set that
can be used across all ports on a switch regardless of the clients connecting to it.

Flexible Authentication allows the network administrator to set the sequence of authentication methods to be attempted on a
switch port. The Ruckus Flexible Authentication implementation allows each client connected to the same switch port to have a
different network policy (such as a dynamic VLAN or ingress IPv4 ACL). This implementation is achieved by using MAC-based
VLANSs that allow the creation of VLANs based on MAC addresses instead of the traditional method of port membership.

Web authentication is a sought-after authentication method opted for by various market segments, such as hospitality,
enterprises, higher education, and so on. Web authentication can be used in conjunction with Flexible Authentication (a
combination of IEEE 802.1X authentication and MAC authentication) or as a standalone authentication mechanism. When a guest
user attempts to access a web page for the first time, the user is redirected to a web login page to enter credentials and confirm
identity. Upon successful authentication, the user is directed to the requested web page.

With the growing market trend toward Bring Your Own Devices (BYOD) such as mobile devices, laptops, and so on, it is essential
for companies to address client onboarding in as seamless a way as possible. Ruckus Cloudpath provides best-in-class service for
client onboarding in conjunction with Ruckus ICX switches.

Purpose of This Document

The purpose of this deployment guide is to provide an understanding of Flexible Authentication and the steps required to
successfully configure and deploy a strong set of authentication schemes suitable for your network. This guide describes the
following use cases:

*  Basic MAC authentication of headless and unknown devices

* Onboarding an 802.1X wired client using certificate-based authentication

*  @Quest Internet access using the external captive portal

* Authentication of an IP phone and a PC on the same port using Flexible Authentication

Ruckus ICX Flexible Authentication with Cloudpath ES 5.2 Deployment Guide
Part Number: 53-1005026-04 5
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802.1X Authentication

The 802.1X-based authentication is a standards-based implementation, and it defines three types of device roles in a network:
*  Client/Supplicant
*  Authenticator

¢  Authentication Server

Client/Supplicant: The devices (for example, desktop, laptop, and IP phone) that seek to gain access to the network. Clients must
be running software that supports the 802.1X standard. Clients can be directly connected to a port on the authenticator, or they
can be connected by way of a hub.

Authenticator: The device that controls access to the network. In an 802.1X configuration, the Ruckus device serves as the
authenticator. The authenticator passes messages between the client and the authentication server. Based on the identity
information supplied by the client and the authentication information supplied by the authentication server, the authenticator
either grants or restricts network access to the client.

Authentication Server: The device that validates the client and specifies whether the client may access services on the device.
Ruckus supports authentication servers that run RADIUS.

Message Exchange During Authentication

For communication between devices, 802.1X port security uses the Extensible Authentication Protocol (EAP), defined in RFC 2284.
The 802.1X standard specifies a method for encapsulating EAP messages so that they can be carried over a LAN. This
encapsulated form of EAP is known as EAP over LAN (EAPOL). During authentication, EAPOL messages are exchanged between
the client/supplicant and the authenticator, and RADIUS messages are exchanged between the authenticator and the
authentication server.

Ruckus ICX Flexible Authentication with Cloudpath ES 5.2 Deployment Guide
Part Number: 53-1005026-04 7
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802.1X Authentication

FIGURE 1 Message Exchange Between the Client, Authenticator, and Authentication Server

Client Fastlron Switch (Authenticator) o
RADIUS Server (Authentication Server)

Client MAC unauthorized
EAP-Request/Identify

e
Ty,
EAP-Response/Identify RADIUS Access-Request
e S
- i
EAP-Request/MD5-Challenge RADIUS Access-Challenge
< <€
EAP-Response/Identify - RADIUS Access-Request
> >
EAP-Success RADIUS Access-Accept
= =
Ty Ty

Client MAC authorized
EAP-Logoff I

b
-

Client MAC unauthorized

In this example, the authenticator (the ICX switch) initiates communication with an 802.1X-enabled client. When the client
responds, it is prompted for a username (255 characters maximum) and a password. The authenticator passes this information
to the authentication server, which determines whether the client can access services provided by the authenticator. If
authentication succeeds, the MAC address of the client is authorized. In addition, the RADIUS server may include a network
access policy, such as a dynamic VLAN or an ingress IPv4 ACL, in the Access-Accept message for this client. When the client logs
off, the MAC address of the client becomes unauthorized again.

A client may fail to be authenticated in various scenarios. The following scenarios and options are available to place the clientin
various VLANSs due to authentication failure:

e Guest VLAN
e (Critical VLAN
e Restricted VLAN

Guest VLAN: The client is moved to a guest VLAN when it does not respond to the 802.1X requests for authentication. It is
possible that the client does not have the 802.1X authenticator loaded and thus needs some way to access the network to

Ruckus ICX Flexible Authentication with Cloudpath ES 5.2 Deployment Guide
8 Part Number: 53-1005026-04
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How Flexible Authentication Works

download the authenticator. The administrator can configure the guest VLAN with such access and other access methods, as
required.

Critical VLAN: There may be scenarios in which the RADIUS server is not available and authentication fails. This can happen the
first time the client is authenticating or when the client re-authenticates. In this situation, the administrator can decide to grant
some or the same access as the original instead of blocking the access. This VLAN should be configured with the desired access
levels.

Restricted VLAN: When authentication fails, the client can be moved into a restricted VLAN instead of failing completely. The
administrator may decide to grant some access in this scenario instead of blocking the access. This VLAN should be configured
with the desired access levels.

For more information about 802.1X authentication, refer to the Ruckus Fastiron Security Configuration Guide.

MAC Authentication

MAC authentication is a mechanism by which incoming traffic originating from a specific MAC address is forwarded by the
Ruckus switch only if a RADIUS server successfully authenticates the source MAC address. The MAC address itself is used as the
username and password for RADIUS authentication; the user does not provide a specific username and password to gain access
to the network. If RADIUS authentication for that MAC address succeeds, traffic from that MAC address is forwarded.

If the RADIUS server cannot validate the device's MAC address, it is considered an authentication failure, and a specified
authentication-failure action can be taken. The format of the MAC address sent to the RADIUS server is configurable by way of
the CLI. MAC authentication supports the use of a critical VLAN and a restricted VLAN, as described in 802.1X Authentication on
page 7.

For more information about MAC authentication, refer to the Ruckus Fastiron Security Configuration Guide.

Flexible Authentication

Flexible Authentication allows the network administrator to set the sequence of the authentication methods to be attempted on
a switch port. Flexible Authentication supports two methods: 802.1X authentication and MAC authentication. By default the
sequence is set to 802.1X followed by MAC authentication.

How Flexible Authentication Works

The following flowchart explains how Flexible Authentication is implemented in Fastlron. 802.1X is attempted first. If the client is
not 802.1X-capable, MAC authentication is attempted.

Ruckus ICX Flexible Authentication with Cloudpath ES 5.2 Deployment Guide
Part Number: 53-1005026-04 9
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FIGURE 2 Default Sequence: 802.1X Followed by MAC Authentication
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Platform Support for Flexible Authentication

Fastlron 08.0.80 supports Cloudpath with the following platforms:

e ICX7150

*« ICX7250

e ICX7450

* ICX7650

* ICX 7750
ATTENTION

This guide is written based on the Layer 2 switch image. It is the responsibility of the network administrator to ensure
the Layer 3 uplink port connectivity to reach the Cloudpath server. Administrators using the Layer 3 router image for
their deployments must configure the respective "interface ve" configuration and IP address.

Ruckus ICX Flexible Authentication with Cloudpath ES 5.2 Deployment Guide
10 Part Number: 53-1005026-04
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Platform Support for Flexible Authentication

Web Authentication Configuration Considerations

Web authentication is modeled after other RADIUS-based authentication methods currently available on Ruckus edge switches.
However, Web authentication requires a Layer 3 protocol (TCP/IP) between the host and the authenticator. Therefore, to
implement Web authentication, you must consider the following configuration and topology configuration requirements:

*  Web authentication works only when both the HTTP and HTTPS servers are enabled on the device.
*  Web authentication works only on the default HTTP or HTTPS port.

*  The host must have an IP address prior to Web authentication. This IP address can be configured statically on the host;
however, DHCP addressing is also supported.

* Ifyou are using DHCP addressing, a DHCP server must be in the same broadcast domain as the host. This DHCP server
does not have to be physically connected to the switch. Also, DHCP assist from a router may be used.

*  Web authentication is not supported on a reserved VLAN.
The following consideration applies to Web authentication in the Layer 2 switch image:

* If the management VLAN and the Web authentication VLAN are in different IP networks, make sure there is at least one
routing element in the network topology that can route between these IP networks.

The following considerations are required for Web authentication in the base Layer 3 and full Layer 3 images:
¢ Each Web authentication VLAN must have a virtual interface (VE).

* The VE must have at least one assigned IPv4 address.

When Web authentication is enabled on a VLAN, that VLAN becomes a Web authentication VLAN that acts in the following ways:
*  Forwards traffic from authenticated hosts, just like a regular VLAN.

*  Blocks traffic from unauthenticated hosts except from ARP, DHCP, DNS, HTTP, and HTTPS that are required to perform
Web authentication.

Ruckus ICX Flexible Authentication with Cloudpath ES 5.2 Deployment Guide
Part Number: 53-1005026-04 I
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Configuring Cloudpath for RADIUS, HTTP, and Clients

Configuring Cloudpath for RADIUS, HTTP, and
Clients

1. Login to the Cloudpath server.

I Cloudpath - Login X |

&« (& Q [OF 1 cloudpathsgawwievideoS4local/admindogin e @ *

“Cloud

path

Sign In

Jjagadeesh.chandraiah@arris.com

After login, the welcome page is displayed.

(C-m;a'hw e

ARuckus Brand

Welcome to the Cloudpath ES

Cloudpath ES provides a single point-of-entry for devices entering the network environment. The Automated Device Enablement (ADE) approach gives network
administrators control by blending traditional employee-centric capabilities (Active Directory, LDAP, RADIUS, and Integration with Microsoft CA) with guest-centric capabilities
(sponsorship, email, SMS, Facebook, and more).

Getting Started

Use the left menu tabs to begin setting up your workflow configuration.

The Dashboard tab displays reporting information about the enroliments, users, devices, certificates, |_;-;
and more.

The Configuration tab allows you to configure and deploy the enrollment workflow, including the look oo~
& feel and the device configuration.

From the Sponsorship tab, you can manage vouchers and voucher lists, and customize the look &

feel of the sponsorship portal_ m:k“q

From the Certificate Authority tab, you can manually generate certificates, view certificate details,
revoke certificates, manage the characteristics of certificates to be issued, and manage certificate
authorities (CAs).

The Administration tab allows you to manage administrator accounts, system services, diagnostics
and logs, and system updates.

The Support tab provides access to the Quick Start Guide and several Setup Guides to help with common configurations along with licensing information.

Ruckus ICX Flexible Authentication with Cloudpath ES 5.2 Deployment Guide
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Configuring Cloudpath for RADIUS, HTTP, and Clients

2. Navigate to System Services and check for the web server configuration. In this deployment guide, for testing purposes,
HTTP is used. It is recommended to use HTTPS in a production environment.

Cloudpath”

A Ruckus Brand

Service:

System Services

Web Server

Web Server Status:

URL:

Using HTTPS:

Actions:

Web Server Certificate

System Services

Public Key:
Private Key:

Chain:

Actions:

Code Signing Certificate:
Restrict Admin Ul Te:

Enroll Session Timeout:
SSL Cipher:

SSL Protocol:

strict Transport Security:

Ruckus ICX Flexible Authentication with Cloudpath ES 5.2 Deployment Guide
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Ports: 8

Version: §

@ Running (19224)

cloudpathsga wwie video54 local-80

No | Enable

Missing

Missing

The web server ceriificate will be used. Alternately, a code signing ceriificate may be uploaded
[Unrestricted]
1800 seconds

HIGH A aNULL: @STRENGTH:+DH

all -SSLv2 -38Lv3

Disabled

Upload



Overview
Configuring Cloudpath for RADIUS, HTTP, and Clients

3. Navigate to Configuration > RADIUS Server > Status and note the configuration of IP Address:
cloudpathsqa.wwie.video54.local (Domain/IP address defined), Authentication Port 1812, Accounting Port 1813, and
Shared Secret "Foundry1" (viewable by clicking the magnifying glass symbol) because these will be used in the switch
configuration. The user should confirm that Connection Tracking and COA are enabled.

TClowdpath”

A Ruckus Brand

RADIUS Server

Status Policies Clients eduroam Attributes External Open Access Accounting

RADIUS Server

The built-in RADIUS server is designed to handle RADIUS authentication for certificate-based (EAP-TLS) and MAC-based authentication (CHAP)
status: (@) Running (18204) Restart | | Stop
Connection Tracking: . Active Disable

coa: (@ Actve | Disable

This system will need to be configured, using the IP, ports, and shared secret below, as the RADIUS server within your WLAN infrastructure or wired switches

IP Address: cloudpathsga.wwie.video54.local
Authentication Port: 1812
Accounting Port: 1813

Shared Secret: New Random Set

Ruckus ICX Flexible Authentication with Cloudpath ES 5.2 Deployment Guide
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Overview
Configuring Cloudpath for RADIUS, HTTP, and Clients

4. Navigate to Configuration > RADIUS Server > Clients and edit the default client, add a secret key, and enable the COA
option "flip-port" if required with the necessary attributes.

Cloudpath™

ARuckus Brand

o 2 0O
Modify Client

RADIUS Client Configuration

Reference Name: Defauit
RADIUS Server

i) Enabled: v

IP Address:

Shared Secret: Foundry1

Advanced COA Settings
i) Enable COA:

COA Attributes

The following attributes will be sent to the switch or controller for a COA Disconnect
COA Disconnect Attributes: The following attributes will be included in COA Disconnect packets sent to the switch or AP.

Galling-Station-Id (string)

¥ Add (Mult || | S(MACL | X
NAS-IP-Address (ipaddr) v Add (Mult || | SINAS_I | X
Foundry-RADIUS-COA-Gommand (VSA, string) ~ | Add (Muit |~ | fipport | X

+

1) COAMAC Address Format Golon Delimited (XXXXXXXX XX XX)

Refer to "Creating a Workflow From a Blank Slate" in the Cloudpath Deployment Guide (Supporting Software Release 5.2) at
https://support.ruckuswireless.com/documents/2006-cp_es-5-2-ga-deployment-guide.
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Use Case 1: Basic MAC Authentication

of Headless and Unknown Devices

MAC authentication can be used to authenticate “headless” devices such as printers, wireless access points, and IP phones. This

CloUAPATN CONFIGUIATION....couiiitiiitieteeteet ettt ettt ettt eb e s bkt s b e s e s be st st e s et e s e sbesesbeneebenesbeneas 19
SWITCN CONTIGUIATION L.viiiitiieiiie ettt ettt sttt ettt et b et b e st b e st et e st et et ebeneebe st ebeneebenene 26
Switch Show Commands and SysIog INfOrMAtiON.......cuveiriireiriere et et 27
CloUAPATN INFOIrMIATION. ... ettt ettt ettt b ettt b et e bt sbe st s be st b e st st e e st e e ebeneebeneebeneen 28

is achieved by manually adding the MAC addresses of the headless devices into the Cloudpath database. After successful
authentication, the client is assigned to the predefined VLAN for the device type and any relevant ACLs are applied.

MAC authentication can also be used to authenticate user devices such as PCs, but for this application Ruckus Networks
recommends the use of 802.1X as described in Use Case 2: Onboarding an 802.1X Wired Client Using Certificate-based
Authentication on page 31.

The following example uses MAC authentication to authenticate an IP phone, but the same process can be used for any device.

FIGURE 3 Use Case 1 Workflow

To authenticate Printers, FaX machines or IP
phones connected to 1CX Swicth, Use hasic

\ J

mac-authentication

Canfigure the mac-address in the Cloudpath | after the successful authentication, device will
database "1 be assigned with RADIUS VLAN and ACL

IP Phone
The MAC address is 0024.c442.bb24.

After authentication:

The IP phone should be placed in VLAN 3000.
Incoming traffic from the client should be filtered by ACL "acl1".

NOTE
The administrator can apply a policy such as a VLAN, an ACL, or both from the RADIUS server depending on the network

design and its implementation.

Ruckus ICX Flexible Authentication with Cloudpath ES 5.2 Deployment Guide
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Use Case 1: Basic MAC Authentication of Headless and Unknown Devices

FIGURE 4 Example of Assigning a Dynamic VLAN and ACL with MAC Authentication

- Coudpath Server : 10.176.166.60
| Success Reply Attributes:

LA 3000
ACL: ip.acl.in

ICK-Switch
10.176.166.142

IP Phaone
rA&C Address 0024.c442.bbh24

The basic topology shows the basic components of a network topology. You will need:
* A Ruckus Fastlron switch
* A DHCP server, if dynamic IP addressing is to be used
* AnIP phone, printer, or FAX machine
*  ARADIUS server with some Trusted Source such as LDAP or Active Directory

NOTE
The Web server, RADIUS server, and DHCP server can all be the same server.

Ruckus ICX Flexible Authentication with Cloudpath ES 5.2 Deployment Guide
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Use Case 1: Basic MAC Authentication of Headless and Unknown Devices
Cloudpath Configuration

Cloudpath Configuration

1. Navigate to Configuration > Workflows. On the right side of the Workflows page, select Add New Workflow.
* Onthe Create Workflow page, enter a name and description. Leave the Include Demo Data? check box
unselected, and click Save.
*  On the blank workflow page, click Get Started to add your first workflow step.

Cloudpath”

A Ruckus Brand

Create

i/ Display Name:

I Description:

i Include Demo Data?

Enrollment Portal URL Options

i URL Name:

I Enable DNS Shortcut:

i Enforce Required Parameters:

Ruckus ICX Flexible Authentication with Cloudpath ES 5.2 Deployment Guide
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Use Case 1: Basic MAC Authentication of Headless and Unknown Devices
Cloudpath Configuration

A selection page opens that allows you to choose which type of step (workflow plug-in) to add to the enroliment
workflow. Every time you add a step, the Step Selection page appears.

Configuration > Workflows > Insert Step m

Which Type Of Step Should Be Added?

Display an Acceptable Use Policy (AUP).
Displays a message to the user and requires that they signal their acceptance. This is normally used for an acceptabl2 use policy (AUP) or enc-user license agreement (EULA]

icate toa traditional ication server.

Prompts the userto authenticate to an Active Directory server, and LDAP server, RADIUS or a SANL server

Ask the user to name their device.

Prompts the userto provide 2 name forthe device, with the option toreuse or delete previous y enrolled devices. This may suggest that old devices be removed of may Iimitthe maximum number of concurrent devices

Ask the user about concurrent certificates.
Prompts the userwith information about praiously issted certiicates that are stillval d. This may suggest that old cerificates be removed or may limit the maximum number of cancurrent certificates
©  Split users into different branches.
Creates a branch or fork in the enrollment process. This can occur (1) visually by having the user make a selection or (2) it can oceur automatically based on criteria associated with each option. For example, a us er that selects "Guest’ may be szntthrough a different orocess

than a user that selects to enroll as an "Employee”. Likewise, an Android device may be presented a different enrollment sequence than a Wincows device.

©  Authenticate toa third-party.

Prompts the userto authenticate via a variety of third-paty sources. This includes intemal OAuth servers as well as sublic OAuth servers, such as Facebook, Linkedin, ad Google.

©  Authenticate using a voucher from a sponsor.

Prompts the userto entel a voucher previously receivedfrom a sponsor. The sponsorgenerates the voucher via the Sponsor Fortal, ypically be‘ors the user arfives onsi'e

@  Perform out-of-band verification

Sends the user a code via email or SHS to validate their identity

©  Request access from a sponsor.
Prompts the userfor a sponsors email address and then nofifies the sponsor. The sponsor can accept of reject the requestvia the Sponsor Portal
©  Register device for MAC-based authentication.
Registers the MAG address of the device for MAG authenticaton by RADIUS. This is used for two primary use cases: (1) to authenticate the device on the current SSID viathe WLAN captive portal or (2)to register a device, such as a gaming device, for a PSK-based SSID. In

both cases, the MAC address will be captured and the cevice will be permitted access for a configurable period of time.

©  Display a message.

Displays a message o tre user along with a single buton to continue.

©  Redirect the user.

Redirects the user to a specified external URL. This may be used to authenticate the user to e captive portal of the orboarding SSID.

©  Prompt the user for information.

Displays a prompt screen with customizable data entry Telds.

©  Authenticate via a shared passphrase.

Prompts the userfora passphrase and veriies itis conect. A shared passphrase is useful fcr controlling access toan enrallment process separate from, orin addition to, user credentials.

©  Generate a Ruckus DPSK.

Generates a DPS<via a Ruckus WLAN controller.

©  Senda notification

Generates a notification zbout the enrollment. Notification types include email, SMS, REST API, syslog and more. Tis step is invisible to the end-user.

2. After creating the new workflow, click the Get Started button to select the steps for the workflow.

Properties Enroliment Process Look & Feel Snapshot(s) Advanced

Enrollment Process

This is where we define the workflow the user goes through to get on the network. Typically, the first step is to acd an Acceplable Use Policy. followed by an authentication to Active Directory, LDAP, or AAA. The last step is normally to
configure and connect the user fo the secure network.

Ruckus ICX Flexible Authentication with Cloudpath ES 5.2 Deployment Guide
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Use Case 1: Basic MAC Authentication of Headless and Unknown Devices
Cloudpath Configuration

3. Select the appropriate steps required to configure the workflow.

Clowdpath™ @ 2 O

‘A Ruckus Brand

Q  Display an Acceptable Use Policy (AUP).

iy (AUP) or EuLA

ihat they signal heir acceptance. Thi an acceptabl

O Authenticate to atraditional authentication server.

Prompts to authenticate to an Activ

er, RADIUS or a SANL server.

Ask the user to name their device

 may mi the maximum number of concurrent devi

Prompts to provide:a name for the devics, with the option to reu

Ask the user about concurrent certificates.

Prompts th with information about

O splitusers into different branches.

s “Guest” may be sent hrough 3 different process than a user that sel

O Authenticate to a third-party.

Prompts to authenticate via a variety of third-party sources. This includes

ernal OAUh servers as welas public OAuth

O Authenticate using a voucher from a sponsor.

Prompts oucher previously rex & voucher via the S

O  Perform out-of-band verification

ia email or SWS to valdate their dentiy

O Reauestaccess from a sponsor.

Prompts email address and then nofifies

@  Register device for MAC-based authentication.

Registers the WAC a
captured and the dev

of the device for MAC authenticaton by RADIUS. This is used for two primary use cases: (1) to authenticate the device on the current SSID via the WLAN captive portal o (2) o register a device, such as a gaming device, for a PSK based SSID. In both cases, the MAC ad
e permitted access for a configurable period of time.

©  Displayamessage.

D to the user along with a single butto

The workflow for registering the MAC address is displayed.

((jﬁj;ulhm () ® 0

ARuckus Brand

Workflow Status Enroliment Portal URL Last Publish Time
"+ Production @ Fubished 5] JenrollRuckusWireless/Production/ 20190115 1310 PST
Properties | EnrollmentProcess | Look&Feel | Snapshot(s) | Advanced
»
Step1:  Allmatchesin: | X ,* MacAuthfor(p.. | | AlOptons] [ /7 X
»
Step 2. Register the MAC address for IP Phone /’ X
»
Result Assign a device configuration and/or certificate Va

Ruckus ICX Flexible Authentication with Cloudpath ES 5.2 Deployment Guide
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Use Case 1: Basic MAC Authentication of Headless and Unknown Devices
Cloudpath Configuration

22

4. Modify the MAC registration by configuring the authentication success and failure reply attributes.

mulhm

‘ARuckus Brand

Display Name

Description

Registration Informatiol

SSID Regex

Expiration Date Basis:

Offset:

Behavior:

Web Page Information

Ifthe system has not received a MAC address for the device, the userwill be prompted to enter the MA C address

Title

Prompt Text:

MAC Address Label:

Help Link Caption:

Help Link URL:

Continue Button Label:

Invalid MAC Error.

Succe ss Reply Attributes

Failure Reply Attributes:

Modify Step

IP Phone

Years After 9

1

Prompt user when MAC is undetermined

When the RADILS

Tunnel-Type (integer)

TunnekMedium-Type (integer)
Tunnel-Private-Group-Id (stringy

Foundry-Voice-Phone-Config (VSA. string)

Filter-Id (string)

+

When the RADIUS athentication is unsuccessful, an Access-Reject will be retumed to the WLAN or wirec

al atiributes current

s successful, an

exist

Add (Mult
Add (Mult
Add (Mult
Add (Mult

Add (Mult

retumed to the

WLAN orwired infrastructure. If addtional attribtes are specified here, they

13

6
T.3000
dscp:46;

ip.ach.ir

X

X X X X

e =2 o

cencel “

will also be included in the reply

infrastructure. If additional attributes are specified here, he reply will be an Access-Accept

Ruckus ICX Flexible Authentication with Cloudpath ES 5.2 Deployment Guide
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Use Case 1: Basic MAC Authentication of Headless and Unknown Devices
Cloudpath Configuration

5. Navigate to Configuration > MAC Registrations to view the configured success and failure attributes.

TCloudpath”

A Ruckus Brand

MAC Registrations

List 1 MAC registrations via IP Phone

Name: IP Phone

Status: . Used In workflow & RADIUS

Success Reply Attributes: Access-Accept
Tunnel-Type: 13
Tunnel-Medium-Type: ‘6
Tunnel-Private-Group-ld: T:3000
Foundry-Voice-Phone-Config: ‘dscp:46;priority-4

Filter-ld: ‘ip.acl1.in

Failure Reply Attributes: Access-Reject

Options: | Download Template Import

6. For printers, FAX machines, and IP phones, register the MAC address manually. Navigate to Configuration > MAC
Registrations > Options, click Download Template, and add the MAC addresses of the clients and the expiration dates
for those clients.

A B C D E F
MAC Address Expiration Date Username Email Device Mame Location
0024c442bb24 4/4/2020 0024c442bb24 jagadeesh.chandraiah@arris.com IP-Phone-G06 Sunnyvale

Ruckus ICX Flexible Authentication with Cloudpath ES 5.2 Deployment Guide
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Use Case 1: Basic MAC Authentication of Headless and Unknown Devices
Cloudpath Configuration

7. Import the updated template.

Upload MAC Registrations ®

Selectthe file of MAC addresses to import.

Browse... Mo file selected.

Cancel Continue

8. Click Continue Import to perform the import.

Configuration > MAC Registrations

¥ MAC Registration Import

File contains 1 MAC Address rows that will be imported. Press 'Continue Import' to perform the import.

Cancel Import Continue Import

After uploading the imported template, the MAC addresses are registered.

Configuration > MAC Registrations

@ 1 vAC addresses were registered via the uploaded fie.

Ruckus ICX Flexible Authentication with Cloudpath ES 5.2 Deployment Guide
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Use Case 1: Basic MAC Authentication of Headless and Unknown Devices
Cloudpath Configuration

9. Navigate to Dashboard > Users & Devices > MAC Registrations to verify the manually registered MAC address.

Tlowdpath™ @ 2 O

ARuckus Brand

Show: Users Device Types FormFactors [UXHENECITTEY

Filters: [ show active. [1] Show revol ked. [] Show expired.

Status. MAC Address Usemname Registration Date: Expiration Date Registration List
Q Active 00:24:C4:42:BB8:24 Jagadeesh Chandraiah 20180611 1048 PDT | 20200404 0000 PDT | Wired MAC-AUTH
Users & Devices
Results 1-10f 1 5 & [E Y 8

10. After allowing any changes in Cloudpath to take effect, navigate to Configuration > Workflows and click the cloud
symbol to publish.

Workflow Status Enroliment Portal URL Last Publish Time

E Production . Published E fenroll/RuckusWireless/Production/ 20180613 1246 POT

Ruckus ICX Flexible Authentication with Cloudpath ES 5.2 Deployment Guide
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Use Case 1: Basic MAC Authentication of Headless and Unknown Devices

Switch Configuration

11. Create a new snapshot.

Create New Snapshot?

A Are you sure that you want to create and activate a new snapshot?

Wizard Version: 5.0.604 (Newest) E|

The URL below will be used by end-users during enrollment. It is important that this URL is correct for
communication from the end-user to the system. Also, if HTTPS, it is important that the web server
cerificate and DNS are properly configured. Incorrect setup of this URL may lead to 404 NOT FOUND
errors during enroliment. If the end-user is accessing the system through a load balancer, this most
likely should be the DNS handled by the load balancer.

URL: hitp:/icloudpathsga wwie videoSd local/enroll/RuckusWireless/Production/

Remove oldest inactive snapshot if 5 exist.

Switch Configuration

|
vlan 2 name AUTH-DEFAULT by port
tagged ethe 1/1/10
spanning-tree
|
vlan 100 name Management-NW by port
tagged ethe 1/1/10
untagged ethe 1/1/20
spanning-tree
management-vlan
default-gateway 10.176.166.1 1
|
vlan 3000 by port
tagged ethe 1/1/10
|

authentication

auth-default-vlan 2
mac-authentication enable

26

Cancel Create
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Use Case 1: Basic MAC Authentication of Headless and Unknown Devices
Switch Show Commands and Syslog Information

mac-authentication enable ethe 1/1/1

|

aaa authentication dotlx default radius

aaa authorization coa enable

aaa accounting dotlx default start-stop radius
aaa accounting mac-auth default start-stop radius
|

ip address 10.176.166.142/24

ip dns domain-list wwie.video54.local

ip dns server-address 10.176.4.10 10.176.4.11
|

radius-client coa host 10.176.166.60 key Foundryl

radius-server host 10.176.166.60 auth-port 1812 acct-port 1813 default key Foundryl dotlx mac-auth web-auth
radius-server accounting interim-updates

radius-server accounting interim-interval 5

|

web-management https

|

ip access-list extended acll
permit ip any any
|

Switch Show Commands and Syslog Information

ICX-Switch#

SYSLOG: <14> Jan 16 16:43:01 ICX-Switch System: Interface ethernet 1/1/1, state up

SYSLOG: <14> Jan 16 16:43:01 ICX-Switch STP: VLAN 4094 Port 1/1/1 STP State -> BLOCKING (DOTlwTransition)
SYSLOG: <14> Jan 16 16:43:05 ICX-Switch STP: VLAN 4094 Port 1/1/1 STP State -> LEARNING (DOTlwTransition)
SYSLOG: <14> Jan 16 16:43:05 ICX-Switch STP: VLAN 4094 Port 1/1/1 STP State -> FORWARDING (DOTlwTransition)
SYSLOG: <13> Jan 16 16:43:06 ICX-Switch MACAUTH: port 1/1/1 mac 0024.c442.bb24 vlan 2: Session is created
Warning: port 1/1/1 does not belong to vlan 3000

SYSLOG: <10> Jan 16 16:43:06 ICX-Switch MACAUTH: RADIUS server 10.176.166.60 Accepted for 0024.c442.bb24 with
(ST:3020399 V4I:acll V40: V6I:V6O: T:3000 )

SYSLOG: <13> Jan 16 16:43:06 ICX-Switch MACAUTH: Port 1/1/1 Mac 0024.c442.bb24 - received AAA-ACCEPT

SYSLOG: <13> Jan 16 16:43:06 ICX-Switch FLEXAUTH: Port 1/1/1 is added into Dynamic Vlan 3000 as tagged member
SYSLOG: <13> Jan 16 16:43:06 ICX-Switch MACAUTH: port 1/1/1 mac 0024.c442.bb24 vlan 3000: Session is created
ICX-Switch#

ICX-Switch# show authentication sessions all

Port MAC IP(v4/v6) User VLAN Auth Auth ACL Session Age PAE
Addr Addr Name Method State Time State
1/1/1 0024.c442.pbb24 10.176.167.237 Jagadeesh Chandra 3000 MAUTH Permit Yes 32 Ena N/A

ICX-Switch#

ICX-Switch# show vlan 3000
Total PORT-VLAN entries: 12
Maximum PORT-VLAN entries: 1024

Legend: [Stk=Stack-Id, S=Slot]

PORT-VLAN 3000, Name VOICE VLAN, Priority level0O, in single spanning tree domain
Untagged Ports: None
Tagged Ports: (Ul/M1) 1 10
Mac-Vlan Ports: None
Monitoring: Disabled
ICX-Switch#
ICX-Switch# show authentication acls all

1/1/1 0024 .c442.bb24 acll = = =
ICX-Switch#
ICX-Switch# show 1ldp neighbors detail ports e 1/1/1
Local port: 1/1/1
Neighbor: 0024.c442.bb24, TTL 174 seconds
+ Chassis ID (network address): 10.176.167.237
+ Port ID (locally assigned): 808464948
+ Time to live: 180 seconds

Ruckus ICX Flexible Authentication with Cloudpath ES 5.2 Deployment Guide
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Use Case 1: Basic MAC Authentication of Headless and Unknown Devices
Cloudpath Information

+ Port description : "SW PORT"

+ System name : "SEP0024C442BB24.wwie.videob54.local"

+ System description : "Cisco IP Phone 7965G,V5, SCCP45.9-1-1SRI1S"

+ System capabilities : bridge, telephone
Enabled capabilities: bridge, telephone

+ Management address (IPv4): 10.176.167.237

+ 802.3 MAC/PHY : auto-negotiation enabled
Advertised capabilities: fdxSPause, fdxBPause, 1000BaseX-FD, 1000BaseT-HD
Operational MAU type : 1000BaseT-FD

+ MED capabilities: capabilities, networkPolicy, extendedPD, inventory
MED device type : Endpoint Class III
+ MED Network Policy

Application Type : Voice
Policy Flags : Known Policy, Tagged
VLAN ID : 3000
L2 Priority : 5
DSCP Value : 46
+ MED Network Policy
Application Type : Voice Signaling
Policy Flags : Known Policy, Tagged
VLAN ID : 3000
L2 Priority s
DSCP Value : 32
+ MED Extended Power via MDI
Power Type : PD device
Power Source : Unknown Power Source
Power Priority : Unknown
Power Value : 12.0 watts (PSE equivalent: 13190 mWatts)
+ MED Hardware revision : "5"
+ MED Firmware revision : "tnp65.8-3-1-2la.bin"
+ MED Software revision : "SCCP45.9-1-1SR1S"
+ MED Serial number : "FCH13078LY5"
+ MED Manufacturer : "Cisco Systems, Inc."
+ MED Model name : "CP-7965G"
+ MED Asset ID HE

Cloudpath Information

1. Navigate to Dashboard and click Connections to verify the MAC authentication.

Gt °

‘A Ruckus Brand

e
@

Connections 1P Address MAC Address Usemame Duration

Jagadeesh Chandraiah Ethernet 28 hours ago

X | @ connected 10.176.167.237

Resutts 1-1 of 1 s o] [E Y %

Ruckus ICX Flexible Authentication with Cloudpath ES 5.2 Deployment Guide
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Use Case 1: Basic MAC Authentication of Headless and Unknown Devices

2. Click the magnifying glass symbol to get more information about the connection.

Cloudpath Information

Connection Information

Status:

Username:

IP Address:

MAC Address:
SSID:

Session Start Time:
NAS ldentifier:
NAS IP:

NAS Port ID:

NAS Port:

NAS Port Type:
Session ID:

Last Accounting Update:
Input Traffic:

Output Traffic:

Accumulated Session Time:

Additional Information:

. Connected

Jagadeesh Chandraiah
10.176.167.237
00:24:C4:42:BB:24
Ethernet

27 minutes ago
|CK-Switch
10.176.166.142

111

Ethernet

17

19189 millis

30 MB (148071 packets)
76 MB (665022 packets)
1489 seconds

Enrollment Record

Ruckus ICX Flexible Authentication with Cloudpath ES 5.2 Deployment Guide
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Use Case 2: Onboarding an 802.1X
Wired Client Using Certificate-based
Authentication
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« Switch Show Commands and Syslog INfOrMatioN.......cccciviiirieirieireeee e 36
¢ CloUdPath INfOrMATION...ccuiieieiieeie ettt sttt st b ettt s et s et e st st e st s b ese b e st st e st ebe st ebeneebenes 37

The following example uses 802.1X authentication for authenticating a client using a certificate. When the device is connected to

a switch, authentication fails because the valid device certificate does not exist. The client is moved to a restricted VLAN where
captive portal is enabled. The user must download the certificate and install it. After the successful authentication, the client is
assigned a RADIUS VLAN and an ACL.

FIGURE 5 Use Case 2 Workflow

Onboarding a 802 1X clientusing
Certificate - enable dot1x
authentication on 1Cx

Client PC1

Asthe dot-1x client does not have
the valid certificate, client is
moved to restricted YLAN where
captve-portal is enabled

User downloads the Netwarlk
Wizard Loader to install the
certificate

After the successful
authentication, device will be
assigned with RADIUS WLAMN and
AL

* Username: jagadeesh.chandraiah@arris.com

*  Password: Foundry1#

*  After authentication:

- Theclient should be placed in VLAN 300.
- Incoming traffic from client should be filtered by ACL "acl1".

NOTE

after the successful certificate
installation, dot1x part is flipped
by using CoA and cient re-initiate
the dot1x authentication process

The administrator can apply a policy such as a VLAN, an ACL, or both from the RADIUS server depending on the network
design and its implementation. It is recommended to use "virtual-port 443" for captive portal and "secure-login" under a
Web authentication configuration in a production environment.
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Use Case 2: Onboarding an 802.1X Wired Client Using Certificate-based Authentication

FIGURE 6 Example of Assigning a Dynamic VLAN and ACL with 802.1X Authentication

Cloudpath Server : 10.176.166.60
Success Reply Attributes:
VLAN @ 200
ACL: ip.acll.in

E 1/1/10
IC¥-Switch
10.176.166.142
E141/1
1
F-
PC1

MAC Address: a036.9foe.2d5f

Ruckus ICX Flexible Authentication with Cloudpath ES 5.2 Deployment Guide
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Use Case 2: Onboarding an 802.1X Wired Client Using Certificate-based Authentication
Cloudpath Configuration

Cloudpath Configuration

1. Configure the following steps to authenticate the client using 802.1X certificate-based authentication.

The following screenshots demonstrate steps for configuring the 802.1X authentication workflow.

Configuration > Workflows

Workflow Status Enroliment Portal URL Last Publish Time
C+Y Production . Published 5] renrol/RuckusWireless/Production/ 20180611 1227 PDT
Properties Enrollment Process Look & Feel Snapshot(s) Advanced
»
Step 1: All matches in; | Guest Mac Auth X /. 802.1X ‘WEEAUTH | + ,‘ = X El
»
Step2:  Allmatchesin: | X, Employee | | SUeSt| + S = X E
»
Step 3. Prompt the user for credentials from Onboard DB s X =
»
Result: Move user to 802.1X Wired and assign certificate using username@testwired.r.... Va

Configuration > Device Configurations

v Config: 802.1X Wired

Summary Network(s) Trust 0OS Settings

Summary Information

Name: 802.1XWired %
Network(s) To Install: Wired Connection 5

Conflicting $SID(s): <Nonex

Certificates: Only talk to RADIUS servers with a common name matching 'cloudpathsqa wwie video54 local-80'.
Install client certificate (if applicable).

Install & trust root CA 'Ruckus Wireless Root CA |'.  0B1FCE...SDET48 5

Operating Systems: Windows, Mac OS X, Linux, Android, Apple iOS, Windows Mobile, Other, Chrome: E

Ruckus ICX Flexible Authentication with Cloudpath ES 5.2 Deployment Guide
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Use Case 2: Onboarding an 802.1X Wired Client Using Certificate-based Authentication
Cloudpath Configuration

Configuration > Device Configurations

v Config: 802.1X Wired

Add Device Col uration

Summary Network(s) Trust 0S Settings

WLAN & Wired Network Information

I Network(s) Te Install: Network Protocol Roaming
Add o\ Wired Connection 802.1X
5 X
Certificate-based

i conflicting SSID(s): <None> *

i) post-Transition URL: <None> ,‘

Configuration > Device Configurations

v Config: 802.1X Wired

Behavior

Configure and move to network. (Onsite)

Add Device Configuration

Summary Network(s) Trust OS Settings

Wi-Fi Trust

Trusted RADIUS Server(s): Onbeard RADIUS Server Change

When connecting to the network, the end-user's device will compare the server certificate presented by the RADIUS server to the information specified here, including both

the common name of the RADIUS server ceriificate and the chain of the issuing CA. On some operating systems, including Mac OS X. this value is case-sensitive.

1) Trusted Common Name: cloudpathsqa.wwie.video54.local-80

i .
T R S e ¥ RoOl CA.  Ruckus Wireless Root CA | 0B1FC6...9DE748

! Server Certificate: cloudpathsqa.wwie.video54 local:80 33F32E...8433FF

Web Browser Trust

1 Install Additicnal CAs: No additional CAs have been specified. | Upload

20380208

20210328 Ruckus Wireless Root CA |

Ruckus ICX Flexible Authentication with Cloudpath ES 5.2 Deployment Guide
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Use Case 2: Onboarding an 802.1X Wired Client Using Certificate-based Authentication

2. Nauvigate to Certificate Authority > Manage Templates to edit the certificates.

Certificate Authority > Manage Templates

>  Template: Onboard template Server Template

>  Template: Onboard template username@defaultcert.ruckuswireless.com

> Template: Onboard template username@guest.ruckuswireless.com

v Template: Onboard template username@employee.ruckuswireless.com

Switch Configuration

Add Template P

s @ 0O =
s @ 0O =
s @ 0O =
s @0 =

Common Name:

CA Type:
CA Reference Name:

CA Common Name:

Chain:

Notifications:

RADIUS Policies:

${USERNAME}@employee. ruckuswireless.com
Onboard
Ruckus Wireless Intermediate CA |

Ruckus Wireless Intermediate CA |

Name
Q Ruckus Wireless Intermediate CA |

Q Ruckus Wireless Root CA |

No nofifications currently exist. Add

VLAN: ‘300"

Filter ID: 'ip.acl1.in'

SCEP Keys: Mo SCEP keys currently exist Add

3. Create a snapshot to save the changes.

Configuration > Workflows

Workflow Status

@ Production . Published

Switch Configuration

|
captive-portal cp-sga
virtual-ip cloudpathsga.wwie.video54.local
virtual-port 80
login-page /enroll/RuckusWireless/Production/
|

vlan 2 name AUTH-DEFAULT by port
tagged ethe 1/1/10
spanning-tree
|
vlan 3 name RESTRICTED/GUEST by port
tagged ethe 1/1/10
spanning-tree
webauth
captive-portal profile cp-sqga
auth-mode captive-portal
no secure-login
trust-port ethernet 1/1/10

Ruckus ICX Flexible Authentication with Cloudpath ES 5.2 Deployment Guide
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Enrollment Portal URL

5 Jenroll/RuckusWireless/Production/

Expires
20380208

20380208

Add Workflow

Last Publish Time

20180611 1240 PDT
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Use Case 2: Onboarding an 802.1X Wired Client Using Certificate-based Authentication

Switch Show Commands and Syslog Information

enable
|
vlan 100 name Management-NW by port
tagged ethe 1/1/10
untagged ethe 1/1/20
spanning-tree
management-vlan
default-gateway 10.176.166.1 1
|
vlan 300 by port
tagged ethe 1/1/10
I

authentication

auth-default-vlan 2

restricted-vlan 3

auth-fail-action restricted-vlan

dotlx enable

dotlx enable ethe 1/1/1

dotlx port-control auto ethe 1/1/1

dotlx guest-vlan 3

dotlx timeout tx-period 5

|

1

aaa authentication dotlx default radius

aaa authorization coa enable

aaa accounting dotlx default start-stop radius
aaa accounting mac-auth default start-stop radius
|

ip address 10.176.166.142/24

ip dns domain-list wwie.video54.local

ip dns server-address 10.176.4.10 10.176.4.11
|

radius-client coa host 10.176.166.60 key Foundryl

radius-server host 10.176.166.60 auth-port 1812 acct-port 1813 default key Foundryl dotlx mac-auth web-auth

radius-server accounting interim-updates
radius-server accounting interim-interval 5
|

web-management https

|

ip access-list extended acll

permit ip any any
|

Switch Show Commands and Syslog Information

ICX-Switch#

SYSLOG: <14> Jun 12 13:46:19 ICX-Switch System: Interface ethernet 1/1/1, state up
SYSLOG: <14> Jun 12 13:46:19 ICX-Switch STP: VLAN 4094 Port 1/1/1 STP State -> BLOCKING (DOTlwTransition)

SYSLOG: <14> Jun 12 13:46:20 ICX-Switch System: PoE:

PD. PD detection will be disabled on port.

Power disabled on port 1/1/1 because of detection of non-

SYSLOG: <14> Jun 12 13:46:24 ICX-Switch STP: VLAN 4094 Port 1/1/1 STP State -> LEARNING (DOTlwTransition)
SYSLOG: <14> Jun 12 13:46:24 ICX-Switch STP: VLAN 4094 Port 1/1/1 STP State -> FORWARDING (DOTlwTransition)
SYSLOG: <14> Jun 12 13:46:24 ICX-Switch DOT1X: Port 1/1/1 - mac a036.9f6e.2d9f AuthControlledPortStatus change:

unauthorized
SYSLOG: <13> Jun 12 13:46:42 ICX-Switch FLEXAUTH:
member

SYSLOG: <13> Jun 12 13:46:42 ICX-Switch FLEXAUTH:
member

Port 1/1/1 is added into Limited-Access Vlan 3 as mac-vlan

Port 1/1/1 is deleted from Auth-Default Vlan 2 as mac-vlan

SYSLOG: <13> Jun 12 13:46:42 ICX-Switch DOT1X: Port 1/1/1 Mac a036.9f6e.2d9f Vlan 3 - AuthControlledPortStatus

change: guest

SYSLOG: <13> Jun 12 13:52:10 ICX-Switch DOT1X: Port 1/1/1 mac a036.9f6e.2d9f vlan 3: Session is cleared

[Termination-cause: Recv-802.1x-BPDU]

SYSLOG: <13> Jun 12 13:52:10 ICX-Switch FLEXAUTH:
member

SYSLOG: <13> Jun 12 13:52:10 ICX-Switch FLEXAUTH:
member

Port 1/1/1 is added into Auth-Default Vlan 2 as mac-vlan

Port 1/1/1 is deleted from Limited-Access Vlan 3 as mac-vlan

SYSLOG: <14> Jun 12 13:52:12 ICX-Switch DOT1X: Port 1/1/1 - mac a036.9f6e.2d9f AuthControlledPortStatus change:

unauthorized
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Use Case 2: Onboarding an 802.1X Wired Client Using Certificate-based Authentication
Cloudpath Information

SYSLOG: <10> Jun 12 13:52:12 ICX-Switch DOT1X: RADIUS server 10.176.166.60 Accepted for a036.9f6e.2d9f with
(V4I:acll V40: V6I:V6O: U:300 )

SYSLOG: <13> Jun 12 13:52:12 ICX-Switch DOT1X: Port 1/1/1 Mac a036.9f6e.2d9f - received AAA-ACCEPT

SYSLOG: <13> Jun 12 13:52:12 ICX-Switch FLEXAUTH: Port 1/1/1 is added into Dynamic Vlan 300 as mac-vlan member
SYSLOG: <13> Jun 12 13:52:12 ICX-Switch FLEXAUTH: Port 1/1/1 is deleted from Auth-Default Vlan 2 as mac-vlan
member

SYSLOG: <14> Jun 12 13:52:12 ICX-Switch DOT1X: Port 1/1/1 - mac a036.9f6e.2d9f, AuthControlledPortStatus
change: authorized

ICX-Switch#

ICX-Switch# show authentication sessions all

Port MAC IP(v4/v6) User VLAN Auth Auth ACL Session Age PAE

Addr Addr Name Method State Time State
1/1/1 a036.9f6e.2d9f 10.176.167.171 jagadeesh.chandra 300 802.1X Permit Yes 52 Ena
AUTHENTICATED

ICX-Switch#
ICX-Switch# show authentication acls all

1/1/1 a036.9f6e.2d9f acll - - -
ICX-Switch#

ICX-Switch# show vlan 300

Total PORT-VLAN entries: 10

Maximum PORT-VLAN entries: 1024

Legend: [Stk=Stack-Id, S=Slot]

PORT-VLAN 300, Name [None], Priority levelO, in single spanning tree domain
Untagged Ports: None

Tagged Ports: (Ul/M1) 10

Mac-Vlan Ports: (U1l/M1) 1

Monitoring: Disabled

Cloudpath Information

1. On the client PC, open a browser and enter any website. You will be redirected to the captive-portal page. Click the
802.1X tab.

(]
il Cloudpath by Ruckus Wireless X o D e |

(&= Q@ @ @ doudpathsqa.wwievideo54.lacal/enroll/RuckusWire .. & | | Q Search I @ =

Start Over Powered by Ruckus

le

Ruckus

Simply Better Wireless.

Guest Mac Auth
Guest Mac Auth

802.1X
802.1X

WEBAUTH
WEBAUTH

Ruckus ICX Flexible Authentication with Cloudpath ES 5.2 Deployment Guide
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Use Case 2: Onboarding an 802.1X Wired Client Using Certificate-based Authentication
Cloudpath Information

2. Click the Employee tab.

il Cloudpath by Ruckus Wireless X

:' - ¢ Q ‘ 6] cloudpathsqga.wwie.video54.local/enroll/RuckusWire! v ﬁ‘ |O\ Search

Start Over

Employee
Employee
Guest
Guest
1D #D244 loudpath deo54.loczl (3761.5.0.804)

3. Enter the login credentials to access the network.

(eevarl
B Cloudpath by Ruckus Wireless X

| [OF 1 cloudpathsqa.wwie.video54.local/enroll /Ruckusi) v ﬁ| | Q Search

“ e

Powered by

A

Ruckus

- Simply Better Wireless.

Welcome to Ruckus 1!

“Your username and password are required to access the network.

Username: hagadeesh.chandralah @arris.com |

Password . [eessssses |

Assistance 1D D244 cloudpathsqawwisvideaS4.local (3761,5.0.804)

I o =

Ruckus ICX Flexible Authentication with Cloudpath ES 5.2 Deployment Guide
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Use Case 2: Onboarding an 802.1X Wired Client Using Certificate-based Authentication
Cloudpath Information

4. Download the network loader and follow the instructions based on your operating system.

|
[l Cloudpath by Ruckus Wireless X ™ (= =5

(—‘ - & @ @ doudpathsga.wwievideo54.local/enroll/RuckusWire es | | Q Search N @ =

Start Over Powered by Ruckus

Ruckus

- Simply Better Wireless.

To access the secure network, follow the instructions below based
on your computer's operating system.

Microsoft Windows

Download for Windows
NetworkWizardLoader-C4c18264.exe

After downloading, go to your desktop or downloads folder and open
the file "NetworkWizardloader-C4c18264 exe”

Show all operating systems.

Assistance ID *D244 cloudpathsgaamievideoS4.local (3761,5.0.804)

Ruckus ICX Flexible Authentication with Cloudpath ES 5.2 Deployment Guide
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Use Case 2: Onboarding an 802.1X Wired Client Using Certificate-based Authentication
Cloudpath Information

5. When prompted, install the root certificate.

Security Warning

] You are about to install a certificate from a certification autherity (CA)

claiming to represent:

Ruckus Wireless Root CA T

Windows cannot validate that the certificate is actually from "Ruckus
Wireless Root CAT". You should confirm its origin by contacting
"Ruckus Wireless Root CA T, The following number will assist you in

this process:

Thumbprint (shal): 0BIFC63B AFD3230A 0E392198 22244893 280DE743

Warning:

If you install this root certificate, Windows will automatically trust any
certificate issued by this CA. Installing a certificate with an uncenfirmed
thumbprint is a security risk. If you click "Yes" you acknowledge this

risk.

Do you want to install this certificate?

The network loader configures the device and attempts to connect to the network. After the successful connection, the

client PC is connected to the network.

", Cloudpath ==
faﬁ'd'?,.‘mh

%%

Congratulations! You are now connected to the network.

Your device has been assigned an IP address of
10.176.167.171.

You may now dose this app and continue to use the
network.

Ruckus ICX Flexible Authentication with Cloudpath ES 5.2 Deployment Guide

40

Part Number: 53-1005026-04



Use Case 2: Onboarding an 802.1X Wired Client Using Certificate-based Authentication
Cloudpath Information

6. On the Cloudpath server, navigate to Dashboard > Connections to verify the username of the certificate issued to the
user.

show e (0

IP Address

Connections

Status MAC Address Username:

Duration

@ connected

10.176.167.171 A0:36:9F:6E:2D:9F Ethernet

aiah@ar yee.r m 22 minutes ago

7. Click the magnifying glass symbol to get more information about the connection.

Connection Information

Session Start Time:

NAS Identifier:

NAS IP:

NAS Port ID:

NAS Port:

NAS Port Type:

Session ID:

Last Accounting Update:
Input Traffic:

Output Traffic:

Accumulated Session Time:

Additional Information:

23 minutes ago
ICX-Switch
10.176.166.142

111

Ethernet

168237 millis

10 MB (215950 packets)

100 MB (270075 packets)

1208 seconds

Enrollment Record

i) Status: . Connected
Username: jagadeesh.chandraiah@arris.com@employee_ruckuswireless.com
IP Address: 10.176.167.171
MAC Address: AD36:9F:6E:2D:9F
SsiD: Ethernet

8. Navigate to Dashboard > Enrollments and click Issued Certificates to view the enrollment status details.

Show: In-Progress  Completed Revoked Expired All  Paths

Range: | 20 Minute [=]

Assistance ID Enroliment Status | Name

Timestamp

Selections | Operating System | MAC Address Device Name | Location | Common Name

802.1X -
802.1X -
Employee

Y Certificate

Toeued Jagadeesh.chandraiah @arris.com

20180612 0851 PDT Wwindows 7 A0:36:9F:6E:2D:9F | Windows 7 Jagadeesh.chandraiah@arris.ct

Ruckus ICX Flexible Authentication with Cloudpath ES 5.2 Deployment Guide
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Use Case 2: Onboarding an 802.1X Wired Client Using Certificate-based Authentication
Cloudpath Information

a2

9.

Click the magnifying glass symbol for the issued certificate to view more information about the enroliment.

Enroliments

Enroliment Information

Enroliment Status:
Name:

Email Address:
Selections:
Operating System:
Browser:

Form Factor:

MAC Address:
Language:

Notes:

Connection Information

Connection State:
Session Start Time:
Session Last Update:
WLAN Username:
Session ID:

IP Address:

View

. Certificate Issued

Jagadeesh Chandraiah

Block

jagadeesh.chandraiah@arris.com
802.1X - 802.1X - Employee
Windows 7

Computer

AD-369F 6E-2D-9F

en-Us.en:q=0.5

-

/

Connected
18 minutes ago

149 seconds ago

jagadeesh.chandraiah@arris.com@employee.ruckuswir

-
£

10.176.167.171

=

e

S

5.com
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Use Case 3: Guest Internet Access
Using External Captive Portal

+  Cloudpath Configuration
«  Switch Configuration
«  Switch Show Commands and Syslog Information
+  Cloudpath Information

The following example uses the captive portal (Web authentication) for authenticating a client and then dynamically assigns an

ACL after a successful authentication. In a typical scenario, a visitor enters the lobby and receives a visitor username and

password to access the Internet. In the following use case, VLAN 3 is an Internet-only-enabled VLAN. Upon connecting a PC to the
Ethernet port, the user will be redirected to the captive portal. Once valid credentials have been authenticated, the user will be

provided access to the Internet.

FIGURE 7 Use Case 3 Workflow

Wisitar enters the labby and
receives a wisitar username and
password to access the Internet

——>

Upon connecting a PCto the
Ethernet port, the user will be
redirected to the captive portal

Client PC1

Oncevalid credentials have been
authenticated, the user will be
provided access ta the Internet

e The MAC address is a036.9f6e.2d9f.

* After authentication, incoming traffic from client should be filtered by ACL "acl1".

NOTE

The administrator can apply a policy such as an ACL from the RADIUS server depending on the network design and its

implementation. It is recommended to use "virtual-port 443" for captive portal and "secure-login" under a Web
authentication configuration in a production environment.
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Use Case 3: Guest Internet Access Using External Captive Portal

FIGURE 8 Example of Web Authentication (Captive Portal) with a Guest VLAN

Cloudpath Server : 10.176.166.60

1CH-Switch
10.176.166.142

PC1
MAC Address: a036.9f6e.2d9f
Username: jagadeesh.chandraiah@arris.com
Voucher Code: 1

Ruckus ICX Flexible Authentication with Cloudpath ES 5.2 Deployment Guide
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Use Case 3: Guest Internet Access Using External Captive Portal

Cloudpath Configuration

1. Navigate to Configuration > Workflows and create steps for Web authentication.

Tlowdpath”

ARuckus Brand

[+

Properties

-

Workflows
Workflow Status
Production @ Pubiished
Enroliment Process | Look&Feel | Snapshot(s) = Advanced

Step 1

Step 2

Step 3

Step 4

Step 5

Allmatches in: | X, wesautn | | (loptions]  [¥

Send a verification code from Guest Voucher List
Prompt user for information using Login page.
Register the MAC address for Wired Guest Webauth MAC Registrations

Redirect the user based on cpsqa.

Ruckus ICX Flexible Authentication with Cloudpath ES 5.2 Deployment Guide
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Cloudpath Configuration

[ ] I
@ 2 O
Add Workflow >
Enroliment Portal URL Last Publish Time
a [enroll/RuckusWireles s/Production/ 20190204 1215 PST
/s = X B
N =
s x =
s x =
P =
. =
s X B
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Use Case 3: Guest Internet Access Using External Captive Portal
Cloudpath Configuration

2. Modify the data prompt by clicking "Login page" for input field 1.

Modify Step
Modify Data Prompt
i) Display Name: Login page :
i/ Description:
Webpage Display Information
i) Title: Welcome to Ruckus Il
i/ Message HTML:
i Bottom Label:
i) Continue Button Label:
nput Field 1
i Label: username
i/ Regex:
i/ Variable Name: USERMNAME

Ruckus ICX Flexible Authentication with Cloudpath ES 5.2 Deployment Guide
46 Part Number: 53-1005026-04



Use Case 3: Guest Internet Access Using External Captive Portal
Cloudpath Configuration

3. Create the Redirect URL ${switch_ip} and enter the following POST parameters:
¢ webauth_user_id=${USERNAME}
* webauth_password=${PASSWORD}
e hidden_URL_str=${url}

Based on administrator preference, the "hidden_URL_str" parameter can be configured, which will be used to redirect to
the specific website after authentication.

Modify Step
i/ Display Name: cpsga )
i | Description:
i | Redirect URL: ${switch_ip}
1) Use POST: v
I/ POST Parameters: webauth_user_id=${USERNAME}

webauth_password=%{PASSWORD}
hidden_URL_str=%{url}

1) Allow Continuation:

1) Kill Session: v

4. Create a snapshot to save the changes.

Workflow Status Enroliment Portal URL Last Publish Time

o Production @ Fubiished 55 /enrollRuckus\Wireless/Production/ 20180613 1246 PDT

Ruckus ICX Flexible Authentication with Cloudpath ES 5.2 Deployment Guide
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Use Case 3: Guest Internet Access Using External Captive Portal
Switch Configuration

Switch Configuration

|
captive-portal cp-sga
virtual-ip cloudpathsga.wwie.video54.local
virtual-port 80
login-page /enroll/RuckusWireless/Production/
|

vlan 3 name INTERNET by port

tagged ethe 1/1/10

untagged ethe 1/1/1

spanning-tree

webauth

captive-portal profile cp-sqga

auth-mode captive-portal

no secure-login

trust-port ethernet 1/1/10

enable
|
vlan 100 name Management-NW by port

tagged ethe 1/1/10

untagged ethe 1/1/20

spanning-tree

management-vlan

default-gateway 10.176.166.1 1
|
aaa authentication dotlx default radius
aaa authorization coa enable
aaa accounting dotlx default start-stop radius
aaa accounting mac-auth default start-stop radius
|
ip address 10.176.166.142/24
ip dns domain-list wwie.video54.local
ip dns server-address 10.176.4.10 10.176.4.11
|

radius-client coa host 10.176.166.60 key Foundryl

radius-server host 10.176.166.60 auth-port 1812 acct-port 1813 default key Foundryl dotlx mac-auth web-auth
radius-server accounting interim-updates

radius-server accounting interim-interval 5

|

web-management https

|

Switch Show Commands and Syslog Information

ICX-Switch#

SYSLOG: <14> Jun 12 17:09:09 ICX-Switch System: Interface ethernet 1/1/1, state up

SYSLOG: <14> Jun 12 17:09:09 ICX-Switch STP: VLAN 4094 Port 1/1/1 STP State -> BLOCKING (DOTlwTransition)
SYSLOG: <14> Jun 12 17:09:10 ICX-Switch System: PoE: Power disabled on port 1/1/1 because of detection of non-
PD. PD detection will be disabled on port.

SYSLOG: <14> Jun 12 17:09:13 ICX-Switch STP: VLAN 4094 Port 1/1/1 STP State -> LEARNING (DOTlwTransition)
SYSLOG: <14> Jun 12 17:09:13 ICX-Switch STP: VLAN 4094 Port 1/1/1 STP State -> FORWARDING (DOTlwTransition)
SYSLOG: <10> Jun 12 17:10:32 ICX-Switch WEBAUTH: RADIUS server 10.176.166.60 Accepted for a036.9f6e.2d9f with
(ST:86400 )

SYSLOG: <14> Jun 12 17:10:32 ICX-Switch Web Auth in Vlan 3: Authentication succeeded for user
jagadeesh.chandraiah@arris.com using mac: a036.9f6e.2d9f on port 1/1/1 for a duration 86400 seconds
ICX-Switch#

ICX-Switch# show webauth allowed-list

VLAN 3: Web Authentication, Mode: I = Internal E = External

Web Authenticated List Configuration Auth Duration Dynamic
Port MAC Address User Name Mode Static/Dynamic HH:MM:SS ACL
1/1/1 a036.9f6e.2d9f Jjagadeesh.chandraiahfa E D 23:59:52 No

ICX-Switch#

Ruckus ICX Flexible Authentication with Cloudpath ES 5.2 Deployment Guide
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Use Case 3: Guest Internet Access Using External Captive Portal
Cloudpath Information

ICX-Switch# show vlan 3

Total PORT-VLAN entries: 10

Maximum PORT-VLAN entries: 1024

Legend: [Stk=Stack-Id, S=Slot]

PORT-VLAN 3, Name INTERNET, Priority levelO, in single spanning tree domain
Untagged Ports: (Ul/M1) 1

Tagged Ports: (Ul/M1) 10

Mac-Vlan Ports: None

Monitoring: Disabled

Cloudpath Information

1. Open a web browser on the client PC and enter any website address or https://www.ruckuswireless.com/.

Because captive-portal authentication is configured on Webauth VLAN 3 and the captive-portal profile points to "cp-sqa”,
the browser will redirect to http://cloudpathsga.wwie.video54.local/enroll/RuckusWireless/Production/process.

2. Click WEBAUTH.

Start Over Powered by Ruckus

“ Ruckus

- Simply Better Wireless.

Guest Mac Auth
Guest Mac Auth
802.4X
802.1X
WEBAUTH
WEBAUTH
Ruckus ICX Flexible Authentication with Cloudpath ES 5.2 Deployment Guide
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http://www.brocade.com/
http://cloudpathsqa.englab.brocade.com/enroll/Brocade/Production/redirect

Use Case 3: Guest Internet Access Using External Captive Portal
Cloudpath Information

3. Enter the verification code.

Start Over Powered by Ruckus

Ruckus

- Simply Batter Wireless.

To access the network, you must pass a verification process. After entering your
email address or phone number and clicking Send, a verification code wil be sent
to you. ¥ou must enter the verification code on the next screen.

© Send To Email: |

© Send TXT Message:

Country:  United States (+1) -

Phone Humber: | |

* Service provider charges may apphy.

@ | already have a verification code:

<o =

Assistance ID #4B58 cloudpathsqa.wwie.videoS4.local (2761.5.0.804)

4. Enter the username and click Continue.

Start Owver Powered by Ruckus

Ruckus

- Simply Better Wireless.

Welcome to Ruckus I

username: Ijagadeesh.chandraiah@arris.con'll |

oo

Assistance [D #652C cloudpathsgawwiewvideoS4.local (3761.5.0.804)

You will be redirected to https://www.ruckuswireless.com/.

Ruckus ICX Flexible Authentication with Cloudpath ES 5.2 Deployment Guide
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Use Case 4: Authentication of an IP
Phone and a PC on the Same Port
Using Flexible Authentication

o CloUdPath CONFIGUIATION......ciiteiiteirieeteee ettt sttt ettt b st s be stk e et e et et ebe st eb et sbeneebenens 52
¢ SWILCN CONFIGUIATION .ottt ettt b e e bbbtk et et st e bt st e se st ene et eneebenesbenesbeneas 57
« Switch Show Commands and Syslog INfOrMatioN.......c.cciviiiririneireeee et 58
¢ CloUdPath INfOrMATION...ccuiieieiieee ettt sttt sttt s et e bbbt st eae st e st be st et e st e beneebeneebenes 60

The following example demonstrates the use for Flexible Authentication in a setup where a PC is daisy-chained to an IP phone
connected to a switch port. When Flexible Authentication is enabled on a port with an IP phone and a PC, both clients go through
802.1X and MAC authentication. A typical scenario uses MAC authentication for the IP phone and 802.1X for the PC connecting to
the phone.

Note that if the IP phone is not capable of participating in the 802.1X process, it will time out, and then MAC authentication will
be tried. If the IP phone is capable of 802.1X, 802.1X authentication is used first by default. If 802.1X succeeds, MAC
authentication is not performed.

FIGURE 9 Use Case 4 Workflow

Flexible Authentication with an IP o
MaC authentication is used for IP

phone and a PC, both clients go
through 802 1x and MAC
authentication

phone and 802.1X for the PC
conneding to the phone.

Manually import the MAC address
for IP Phone

after the successful
authentication, PCwill he
assigned with RaDIUS wLaM and
ACL

IP phone gets authenticated in
RADIJS assigned Voice YLAM and
PCis moved to Restricted WLARN
where captive-portal is enabled

If LLDP is not configured by way of the RADIUS server, the following LLDP configuration must be added to enable LLDP MED on

the port connecting to the IP phone:

11dp med network-policy application voice tagged vlan 3000 priority 4 dscp 46 ports ethernet 1/1/2

IP Phone: The IP phone MAC address is 0024.c442.bb24.

Client PC2

* 802.1X username: jagadeesh.chandraiah@arris.com

*  Password: Foundry1#

¢ Before authentication:

- Onthe Client PC2, 802.1X authentication is not enabled.

Ruckus ICX Flexible Authentication with Cloudpath ES 5.2 Deployment Guide
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Use Case 4: Authentication of an IP Phone and a PC on the Same Port Using Flexible Authentication
Cloudpath Configuration

*  After authentication:

- Theclient should be placed in VLAN 300.
- Incoming traffic from the client should be filtered by ACL "acl1".

NOTE

The administrator can apply a policy such as a VLAN, an ACL, or both from the RADIUS server depending on the network
design and its implementation. It is recommended to use "virtual-port 443" for captive portal and "secure-login" under a
Web authentication configuration in a production environment.

FIGURE 10 Example of Authenticating an IP Phone and a PC on the Same Port Using Flexible Authentication

Cloudpath Server: 10.176.166.60
- Success Reply Attributes:
For PC2 : WVLAN =300
ACL: ip.acll.in
For Phone:: VLAN= T:3000
Foundry-\Voice-Phone-Config:

dscp:d6;priority:4
ICX-Switch
10.176.166.142

Eyyz

(' ® | o

1:: L_-J pC2
FPhone MAC Address: MAC Address: a036.9f6e.1fdD
0024.0442 hb24 Username: jagadeesh.chandraiah@arris.com

Password: Foundryl#

Cloudpath Configuration

Configure the workflow for 802.1X authentication for PC2 and MAC authentication for an IP phone.

Ruckus ICX Flexible Authentication with Cloudpath ES 5.2 Deployment Guide
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Use Case 4: Authentication of an IP Phone and a PC on the Same Port Using Flexible Authentication
Cloudpath Configuration

Refer to Use Case 2: Onboarding an 802.1X Wired Client Using Certificate-based Authentication on page 31 for configuring the
802.1X workflow.

Configuration > Workflows

Workflow Status Enroliment Portal URL Last Publish Time
(1Y Production . Published E Jenroll/RuckusWireless/Production/ 20180613 1246 PDT
Properties Enrollment Process Look & Feel Snapshot(s) Advanced
»
Step1:  Allmatches in | GuestMacAuth | | »  ggg qx |WEEL\UTH ‘ Mac Auth for IP... | + S = X =
»
Step 2: All matches in: | X 4* Employee | |OUest| + VA S|
-
Step3  Prompt the user for credentials from Onboard DB s X B
»
Result: Move user to 802.1X Wired and assign certificate using username@employee.ru.... ,‘

Ruckus ICX Flexible Authentication with Cloudpath ES 5.2 Deployment Guide
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Use Case 4: Authentication of an IP Phone and a PC on the Same Port Using Flexible Authentication

Cloudpath Configuration

The following screenshots demonstrate steps for configuring the workflow for MAC authentication for an IP phone.

Configuration > Workflows Add Workflow
‘Workflow Status Enroliment Portal URL Last Publish Time
"+ Production . Published 5] /enrollRuckusWireless/Production/ 20180613 1246 PDT
Properties. Enroliment Process Look & Feel Snapshot(s) Advanced
-»
Step 1 All matches in: | Guest Mac Auth | 802.1X | WEBAUTH | X/ Mac Auth for IP... ,~ = x El
»
Step 2 Register the MAC address for IP Phone s X =
»
Result Assign a device configuration and/or certificate. /‘
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Use Case 4: Authentication of an IP Phone and a PC on the Same Port Using Flexible Authentication

Configuration = MAC Registrations

Cloudpath Configuration

> List 1: MAC registrations via Wired MAC-AUTH
> List 2: MAC registrations via Wired Guest Webauth MAC Registrations
v List 3: MAC registrations via IP Phone

Name:

Status

Success Reply Attributes:

IP Phone

: . Used In workflow & RADIUS.

Access-Accept
Tunnel-Type: 13
Tunnel-Medium-Type: "6

Tunnel-Private-Group-Id: T:3000°

Foundry-Voice-Phone-Config: "dscp:46; priority:4’

Failure Reply Attributes:

Access-Reject

Options: | Download Template Import
| - | L | - | = | E I
MAC Address Expiration Date Username Email Device Name Location
0024c442bb24 4/4/2020 0024c442bb24 jagadeesh.chandraiah@arris.com IP-Phone-G06 Sunnyvale

Ruckus ICX Flexible Authentication with Cloudpath ES 5.2 Deployment Guide
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Use Case 4: Authentication of an IP Phone and a PC on the Same Port Using Flexible Authentication
Cloudpath Configuration

56

Upload MAC Registrations ®x

Select the file of MAC addresses to import.

Browse... | mac_template._xlsx

Cancel Continue

Configuration > MAC Registrations

¥ MAC Registration Import

File contains 1 MAC Address rows that will be imported. Press 'Continue Import' to perform the import.

Cancel Import Continue Import

Ruckus ICX Flexible Authentication with Cloudpath ES 5.2 Deployment Guide
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Use Case 4: Authentication of an IP Phone and a PC on the Same Port Using Flexible Authentication
Switch Configuration

Configuration > MAC Registrations

o 1 MAC addresses were registered via the uploaded file.

Show: Users Device Types Form Factors LRGN EULLES

Filters: [¥] show active. [ show revased. (] show expired.

Usemname

Registration List

Q Active 00:24:C4:42:B8:24 Jagadeesh Chandraiah

20180613 1209 PDT

IP Phone

Results 1-1 0f 1.

Configuration > Workflows

Workflow Status

E Production ‘ Published

Switch Configuration

|
captive-portal cp-sga
virtual-ip cloudpathsga.wwie.video54.local
virtual-port 80
login-page /enroll/RuckusWireless/Production/
1
vlan 2 name AUTH-DEFAULT by port
tagged ethe 1/1/10
spanning-tree
|
vlan 3 name RESTRICTED/GUEST by port
tagged ethe 1/1/10
spanning-tree
webauth
captive-portal profile cp-sqga
auth-mode captive-portal
no secure-login
trust-port ethernet 1/1/10
enable
|
vlan 100 name Management-NW by port
tagged ethe 1/1/10
untagged ethe 1/1/20
spanning-tree
management-vlan
default-gateway 10.176.166.1 1
1
vlan 300 by port
tagged ethe 1/1/10
1
vlan 3000 name VOICE_VLAN by port

Ruckus ICX Flexible Authentication with Cloudpath ES 5.2 Deployment Guide
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Enroliment Portal URL

5 fenroll/RuckusWireless/Production/

Add Workflow

Last Publish Time

20180613 1246 PDT
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Use Case 4: Authentication of an IP Phone and a PC on the Same Port Using Flexible Authentication
Switch Show Commands and Syslog Information

tagged ethe 1/1/10

spanning-tree

|
authentication

auth-mode multiple-untagged
auth-default-vlan 2

restricted-vlan 3

auth-fail-action restricted-vlan

dotlx enable

dotlx enable ethe 1/1/2

dotlx port-control auto ethe 1/1/2

dotlx guest-vlan 3

dotlx timeout tx-period 5

mac-authentication enable

mac-authentication enable ethe 1/1/2

|

1

aaa authentication dotlx default radius

aaa authorization coa enable

aaa accounting dotlx default start-stop radius
aaa accounting mac-auth default start-stop radius
|

ip address 10.176.166.142/24

ip dns domain-list wwie.video54.local

ip dns server-address 10.176.4.10 10.176.4.11
|

radius-client coa host 10.176.166.60 key Foundryl

radius-server host 10.176.166.60 auth-port 1812 acct-port 1813 default key Foundryl dotlx mac-auth web-auth
radius-server accounting interim-updates

radius-server accounting interim-interval 5

|

web-management https

|

ip access-list extended acll

permit ip any any

|

!'11dp run
I

Switch Show Commands and Syslog Information

ICX-Switch#

SYSLOG: <14> Jun 15 14:02:58 ICX-Switch System: Interface ethernet 1/1/2, state up

SYSLOG: <14> Jun 15 14:02:58 ICX-Switch STP: VLAN 4094 Port 1/1/2 STP State -> BLOCKING (DOTlwTransition)
SYSLOG: <14> Jun 15 14:03:02 ICX-Switch STP: VLAN 4094 Port 1/1/2 STP State -> LEARNING (DOTlwTransition)
SYSLOG: <14> Jun 15 14:03:02 ICX-Switch STP: VLAN 4094 Port 1/1/2 STP State -> FORWARDING (DOTlwTransition)
SYSLOG: <14> Jun 15 14:03:03 ICX-Switch DOT1X: Port 1/1/2 - mac a036.9f6e.1fd0 AuthControlledPortStatus change:
unauthorized

SYSLOG: <14> Jun 15 14:03:03 ICX-Switch DOT1X: Port 1/1/2 - mac 0024.c442.bb24 AuthControlledPortStatus change:
unauthorized

SYSLOG: <13> Jun 15 14:03:21 ICX-Switch MACAUTH: port 1/1/2 mac 0024.c442.bb24 vlan 2: Session is created
SYSLOG: <13> Jun 15 14:03:21 ICX-Switch MACAUTH: port 1/1/2 mac a036.9f6e.1fd0 vlan 2: Session is created
SYSLOG: <10> Jun 15 14:03:21 ICX-Switch MACAUTH: RADIUS server 10.176.166.60 Rejected for a036.9f6e.1£d0
SYSLOG: <13> Jun 15 14:03:21 ICX-Switch MACAUTH: Port 1/1/2 Mac a036.9f6e.1fd0 - received AAA-REJECT

SYSLOG: <13> Jun 15 14:03:21 ICX-Switch FLEXAUTH: Port 1/1/2 is added into Limited-Access Vlan 3 as mac-vlan
memberWarning: port 1/1/2 does not belong to vlan 3000

SYSLOG: <10> Jun 15 14:03:21 ICX-Switch MACAUTH: RADIUS server 10.176.166.60 Accepted for 0024.c442.bb24 with
(ST:3020399 T:3000 )

SYSLOG: <13> Jun 15 14:03:21 ICX-Switch MACAUTH: Port 1/1/2 Mac 0024.c442.bb24 - received AAA-ACCEPT

SYSLOG: <13> Jun 15 14:03:21 ICX-Switch FLEXAUTH: Port 1/1/2 is added into Dynamic Vlan 3000 as tagged member
SYSLOG: <13> Jun 15 14:03:23 ICX-Switch MACAUTH: port 1/1/2 mac 0024.c442.bb24 vlan 3000: Session is created
ICX-Switch#

ICX-Switch# show authentication sessions all

Port MAC IP(v4/v6) User VLAN Auth Auth ACL Session Age PAE
Addr Addr Name Method State Time State
1/1/2 0024.c442.bb24 N/A Jagadeesh Chandra 3000 MAUTH Permit None 36 Ena N/A
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Use Case 4: Authentication of an IP Phone and a PC on the Same Port Using Flexible Authentication
Switch Show Commands and Syslog Information

1/1/2 a036.9f6e.1£d0 N/A a0369f6elfd0 3 MAUTH Restrict None 38 S2
ICX-Switch#

SYSLOG: <13> Jun 15 14:06:18 ICX-Switch DOT1X: Port 1/1/2 mac a036.9f6e.1fd0 vlan 4092: Session is cleared

[Termination-cause: Recv-802.1x-BPDU]

N/A

SYSLOG: <13> Jun 15 14:06:18 ICX-Switch MACAUTH: port 1/1/2 mac a036.9f6e.1fd0 vlan 3: restricted Session is

Cleared[Termination-Cause: Recv-802.1x-BPDU]

SYSLOG: <13> Jun 15 14:06:18 ICX-Switch FLEXAUTH: Port 1/1/2 is deleted from Limited-Access Vlan 3 as mac-vlan

member

SYSLOG: <14> Jun 15 14:06:19 ICX-Switch DOT1X: Port 1/1/2 - mac a036.9f6e.1fd0 AuthControlledPortStatus change:

unauthorized

SYSLOG: <10> Jun 15 14:06:35 ICX-Switch DOT1X: RADIUS server 10.176.166.60 Accepted for a036.9f6e.1fd0 with

(V4I:acll V40: V6I:V60: U:300 )
SYSLOG: <13> Jun 15 14:06:35 ICX-Switch DOT1X: Port 1/1/2 Mac a036.9f6e.1fd0 - received AAA-ACCEPT

SYSLOG: <13> Jun 15 14:06:35 ICX-Switch FLEXAUTH: Port 1/1/2 is added into Dynamic Vlan 300 as mac-vlan member

SYSLOG: <14> Jun 15 14:06:35 ICX-Switch DOT1X: Port 1/1/2 - mac a036.9f6e.1fd0, AuthControlledPortStatus
change: authorized

ICX-Switch#

ICX-Switch# show authentication sessions all

Port MAC IP(v4/v6) User VLAN Auth Auth ACL Session Age
Addr Addr Name Method State Time

1/1/2 0024.c442.bb24 10.176.167.235 Jagadeesh Chandra 3000 MAUTH Permit None 243 Ena

1/1/2 a036.9f6e.1£d0 10.176.167.171 jagadeesh.chandra 300 802.1X Permit Yes 67 Ena

AUTHENTICATED

ICX-Switch#
ICX-Switch# show authentication acls all

Port MAC Address V4 Ingress V4 Egress V6 Ingress V6 Egress
1/1/2 0024.c442.bb24 - - - -
1/1/2 a036.9f6e.1£d0 acll - - -

ICX-Switch#

ICX-Switch# show vlan 300

Total PORT-VLAN entries: 10

Maximum PORT-VLAN entries: 1024

Legend: [Stk=Stack-Id, S=Slot]

PORT-VLAN 300, Name [None], Priority levelO, in single spanning tree domain
Untagged Ports: None

Tagged Ports: (Ul/M1) 10

Mac-Vlan Ports: (U1l/M1) 2

Monitoring: Disabled

ICX-Switchi#

ICX-Switch# show vlan 3000

Total PORT-VLAN entries: 10

Maximum PORT-VLAN entries: 1024

Legend: [Stk=Stack-Id, S=Slot]

PORT-VLAN 3000, Name VOICE VLAN, Priority level0O, in single spanning tree domain
Untagged Ports: None

Tagged Ports: (Ul/M1) 2 10

Mac-Vlan Ports: None

Monitoring: Disabled

ICX-Switch#

ICX-Switch# show 1ldp neighbors detail ports e 1/1/2
Local port: 1/1/2

Neighbor: 0024.c442.bb24, TTL 156 seconds

+ Chassis ID (network address): 10.176.167.235

+ Port ID (locally assigned): 808464948

+ Time to live: 180 seconds

+ Port description : "SW PORT"

+ System name : "SEP0024C442BB24.wwie.videob54.local"

+ System description : "Cisco IP Phone 7965G,V5, SCCP45.9-1-1SR13"
+

System capabilities : bridge, telephone
Enabled capabilities: bridge, telephone
+ Management address (IPv4): 10.176.167.235

+ 802.3 MAC/PHY : auto-negotiation enabled
Advertised capabilities: fdxSPause, fdxBPause, 1000BaseX-FD, 1000BaseT-HD
Operational MAU type : 1000BaseT-FD

+ MED capabilities: capabilities, networkPolicy, extendedPD, inventory
MED device type : Endpoint Class III

+ MED Network Policy

Application Type : Voice

Ruckus ICX Flexible Authentication with Cloudpath ES 5.2 Deployment Guide
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Use Case 4: Authentication of an IP Phone and a PC on the Same Port Using Flexible Authentication
Cloudpath Information

Policy Flags : Known Policy, Tagged

VLAN ID : 3000

L2 Priority : 5

DSCP Value : 46

+ MED Network Policy

Application Type : Voice Signaling

Policy Flags : Known Policy, Tagged

VLAN ID : 3000

L2 Priority : 4

DSCP Value : 32

+ MED Extended Power via MDI

Power Type : PD device

Power Source : Unknown Power Source

Power Priority : Unknown

Power Value : 12.0 watts (PSE equivalent: 13190 mWatts)
+ MED Hardware revision : "5"

+ MED Firmware revision : "tnp65.8-3-1-2la.bin"
+ MED Software revision : "SCCP45.9-1-1SR1S"

+ MED Serial number : "FCH13078LY5"

+ MED Manufacturer : "Cisco Systems, Inc."
+ MED Model name : "CP-7965G"

+ MED Asset ID HER

Cloudpath Information

After the successful connection, the client PC is connected to the network.
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Use Case 4: Authentication of an IP Phone and a PC on the Same Port Using Flexible Authentication
Cloudpath Information

Y Cloudpath - O =

Congratulations! You are now connected to the nebwork.

Your device has been assigned an IP address of
10.176.167.171.

You may now dose this app and continue to use the
network.

1. On the Cloudpath server, navigate to Dashboard > Connections and click the magnifying glass symbol to view the
connection details for both 802.1X authentication for the PC and MAC authentication for an IP phone.

Qo Ix @ connec ted 10.176.167.171 AD:36:9F:6E: 1F:D0 deesh aiah@arri eless.com Ethernet 9 minutes ago
Q [Ix @ connected 10.176.167.235 00:24:C4:42:88:24 Jagadeesh Chandraiah Ethernet 16 minutes ago
Resutis 12012 s E B Y %
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Use Case 4: Authentication of an IP Phone and a PC on the Same Port Using Flexible Authentication
Cloudpath Information
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Connection Information

Status:

Username:

IP Address:

MAC Address:
SSID:

Session Start Time:
NAS Identifier:
NAS IP:

NAS Port I1D:

NAS Port:

NAS Port Type:
Session 1D:

Last Accounting Update:
Input Traffic:

Output Traffic:

Accumulated Session Time:

Additional Information:

FIGURE 11 Connection Information for an IP Phone

. Connected

Jagadeesh Chandraiah

10.176.167.235
00:24:C4:42:BB:24
Ethernet

16 minutes ago
ICX-Switch
10.176.166.142
1112

2

Ethernet

125763 millis

1265 KB (13766 packets)

22 MB (19008 packets)

807 seconds

Enrollment Record
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Use Case 4: Authentication of an IP Phone and a PC on the Same Port Using Flexible Authentication
Cloudpath Information

2. Click the enrollment record button to view more information.

View
Enroliment Information
i/ Enrollment Status: Completed
i MName: Jagadeesh Chandraiah
i) Email Address: jagadeesh.chandraiah@arris.com
i) Location: Sunnyvale
i) MAC Address: 00:24:C442:BB:24
i Last Seen by MAC Auth: 20180508 0809 PDT
i| MNotes: ,"
Connection Information
i/ Connection State: Connected
i Session Start Time: 17 minutes ago
i Session Last Update; 145 seconds ago
i WLAN Username: Jagadeesh Chandraiah
Session 1D: 2
i) IPAddress: 10.176.167.235
i SSiD: Ethernet
i/ MNAS ldentifier: ICH-Switch (10.176.166.142)
i) MNAS PortID: 1102
MAS Port Type: Ethernet
Input Traffic: 1265 KB (13765 packets)
Output Traffic: 22 MB (19008 packets)
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Use Case 4: Authentication of an IP Phone and a PC on the Same Port Using Flexible Authentication

Cloudpath Information
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FIGURE 12 Connection Information for the Client PC

Connection Information

i) Status:
Username:

i) IPAddress:
MAC Address:
SSID:
Session Start Time:
NAS Identifier:
HAS IP:
HAS Port ID:
NAS Port:
HAS Port Type:
Session ID:
Last Accounting Update:
Input Traffic:
Output Traffic:

Accumulated Session Time:

Additional Information:

. Connected

jagadeesh.chandraiah@arris.com@employee.ruckuswireless.com
10176167171
AD:36:9F6EFDO
Ethernet

10 minutes ago
ICX-Switch
10.176.166.142

112

2

Ethernet

1

295569 millis

1140 KB (12942 packets)
22 MB (18061 packets)

315 seconds

Enroliment Record
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Use Case 4: Authentication of an IP Phone and a PC on the Same Port Using Flexible Authentication
Cloudpath Information

3. Click the enrollment record button to view more information.

Enrolliment Information

i/ Enrollment Status:
i/ MName:

i/ Email Address:

i/ Selections:

i Operating System:
i/ Browser:

i/ Form Factor:

i/ MAC Address:

i Language:

1 Notes:

Connection Information

I Connection State:
I/ Session Start Time:
i) Session Last Update:
i) WLAN Username:
Session ID:
L IP Address:
i) SSID:
I/ NAS ldentifier:
i NAS PortID:
HAS Port Type:

Input Traffic:

Ruckus ICX Flexible Authentication with Cloudpath ES 5.2 Deployment Guide
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View

. Ceriificate |ssued Block
jchandra@brocade.com

jchandra@brocade.com

4]
]

Emplayee - Employ
Windows 10

Firefox

Computer
AD:36:9F.6EF.DO

en-Us en;q=0.5

L

7/

Connected
25 minutes ago

5 minutes ago

jagadeesh.chandraiah@arris.com@employee ruckuswireless.com

1

10.176.167.171

Ethernet

Ethernet

1335 KB (15113 packets)
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Summary

The use cases can be implemented based on the network configuration and implementation designed by the administrator using
Ruckus ICX devices and the Ruckus Cloudpath Enroliment System (ES).

Ruckus ICX Flexible Authentication with Cloudpath ES 5.2 Deployment Guide
Part Number: 53-1005026-04 67



68

Ruckus ICX Flexible Authentication with Cloudpath ES 5.2 Deployment Guide
Part Number: 53-1005026-04



Troubleshooting

*  Cloudpath RADIUS Server .
S LK DBDUGEING. ettt ettt ettt h e bt bbb bbb bbbttt b et et e n e st s e en e bt e b e bt b e b e b b ee

Cloudpath RADIUS Server

On the Cloudpath server, navigate to Configuration > RADIUS Server and click Debug.

FIGURE 13 Debugging the Cloudpath RADIUS Server

malhw (7]

ARuckus Brand

e

RADIUS Server

Status Policies Clients eduroam Aftributes External Open Access Accounting

RADIUS Server RADIUS Server Status

The buitin RADIUS server is designed to hande RADIUS authentication for certificate-based (EAP-TLS) and M AG-based authentication (CHAP
Stams . Running (36303) | Restat | | Stop
Connection Tracking: . Active | Disable

coA: @@ Active | Disable

This system will nee

e configured, Using the IP, ports, and shared secret below, as the RADIUS server within y our WLAN infrastructure of wired switches.

IP Address  cloudpaths gawwiz.vide054. local
Authenfication Port 1812
Accounting Port 1813

Shared Secret *** O\ New Random Set

RADIUS S

w
w

erver Certificate

The RADIUS server certificate is used o authenticate the network to the client, allowing the client to venfy that ft is connecting to the real network and not an el twin network. The following certificate wil be used as the RADIUS server's identity.

Common Name: cloudpaths ga wwie video5d. local: 80

Issuer Name: Ruckus Wireless Root CA |

Thumbprint  33F32E1A7D138 11210B64C0CDAGD43CET 984 33FF

Serial Number. 78006cf0219dd6f550d4fe 13ck

1316dd

Validity: 20180228 through 20210328
OCSP Status Valid (Response in 23 millis
Downloads | CSR Public Key Chain

Actions  Replace Certificate Delete Certificate

Log Level: Nemmal

RADIUS Logs | Download View

Use SSH to connect to the Cloudpath server and enter the following commands for debugging.

# console
[cpn_service@cloudpathsga ~]$ cd /var/log/radius
[cpn_service@cloudpathsga radius]$ tail -f radius.log
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Troubleshooting
ICX Debugging

FIGURE 14 Cloudpath ES Configuration Console

Configure the following commands for dead RADIUS server detection.

ICX-Switch# configure terminal

ICX-Switch(config)# radius-server test DEAD-RADIUS-TEST
ICX-Switch (config) # radius-server dead-time 1
ICX-Switch(config) # end
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Commonly Used Show Commands

Use the show radius servers command to verify the current status of the linked RADIUS servers.

ICX-Switch# show radius servers

Troubleshooting
ICX Debugging

10.176.166.60

Auth Servers: available
Acct Servers: available

13 active

Use the show authentication sessions detail command to verify the detailed description of authentication sessions.

ICX-Switch# show authentication sessions detail e 1/1/1

Auth Session Info (Port 1/1

State

Auth Method
VLAN Type
Voice VLAN
Tagged VLANs
User Name
Session Time
Idle Timeout
Acct session ID
PAE State
Qos Priority

/1, MAC 0024.c442.bb24)

Permitted
MAC-Auth
Auth-Default-VLAN
3000

3000

Jagadeesh Chandraiah
606

120

19

N/A

0

No

Auth Filter Applied
VLAN Add Reqg State
Filter Add Reg State

Init
Comp

lete

Stale
802.1X Enabled
V4 ACL Applied

V4 IN ACL (Session)
V6 IN ACL (Session)
Client Voice Phone

802.1X Capable
IP Addresses

V4-IN ACL (Dynamic)
V6-IN ACL (Dynamic)

V4-IN ACL RefCnt
V6-IN ACL RefCnt
V4 ACL Trap Rule

Addr Change Count
Radius VLAN RefCnt

Auth Order

Auth Timeout Action

SG Protection
Reauthentication
Reauth Timeout

No

No

Yes

acll

Yes

Yes
10.176.167.237

3933

dotlx, mac-auth
Failure
Disabled
Disabled

300

Auth Mode
VLAN
PVID

Reauth Time

Session Timeout

PCE Index

Age

Failure Reason
Tagged

VLAN Del Reqg State
Filter Del Reqg State
Delete Pending
Session Control

V6 ACL Applied

V4 OUT ACL (Session)
V6 OUT ACL (Session)
Client Wireless AP

V4-0OUT ACL (Dynamic)
V6-0UT ACL (Dynamic)
V4-0UT ACL RefCnt
V6-0UT ACL RefCnt
V6 ACL Trap Rule
MBV Usage Count

Auth Fail Action
Aging

DOS Protection
Reauth Period
Max Ssessions

Commonly Used Debug Commands

ptrace aaa

Use the same command ptrace aaa to disable this functionality.

ICX-Switch# ptrace aaa

specified trace was turned ON

ICX-Switch# configure terminal
ICX-Switch(config)# int e 1/1/1
ICX-Switch (config-if-e1000-1/1/1)# enable
ICX-Switch (config-if-e1000-1/1/1)# end
ICX-Switch#Debug: Jan 17 17:26:53 Tracing the outgoing Radius Authentication packet..
Debug: Jan 17 17:26:53 UDP packet source IP=10.176.166.142, port=1406,

Debug: Jan 17 17:26:53 Radius Header
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ACCESS-REQ Identifier =21 Length

Single Untagged
2
2

3019791
3020399
1

Enabled

Yes
Init
Init
No
Self
No

No

—Zoooo

Restricted VLAN (3)
Enabled

Disabled (limit = 512)

15
2

destination IP=10.176.166.60, port=1812

120
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Authenticator (HEX) :7A8126F7249CE1F76EBE21DAS50942CO0F

Attribute Type (Length) = User-Name (14) Value (ASCII)
Attribute Type (Length) = User-Password ( 18) Value (HEX) =
Attribute Type (Length) = Service-Type ( 6) Value (ASCII) =
Attribute Type (Length) = Framed-MTU ( 6) Value (ASCII) =
Attribute Type (Length) = NAS-IP-Address ( o) Value (ASCII) =
Attribute Type (Length) = NAS-Port-Type ( 6) Value (ASCII) =
Attribute Type (Length) = NAS-Port ( 6) Value (ASCII) =
Attribute Type (Length) = NAS-Port-Id ( 7) Value (ASCII) =
Attribute Type (Length) = NAS-Identifier (12) Value (ASCII) =
Attribute Type (Length) = Calling-Station-Id (19) Value (ASCII) =
Debug: Jan 17 17:26:53 Tracing the received Radius packet..

Debug: Jan
Authenticator

Attribute Type
Attribute Type

17 17:26:53 Radius Header

(HEX) : 6E96874D0FCAD19920AAE43D1017EFBA
(Length) = Session-Timeout ( 6) Value (ASCII)
(Length) = Reply-Message (131) Value (ASCII) =

24, registrationDb=IP Phone, registrationPk=361, enrollmentPk=986,
Attribute Type (Length) = User-Name ( 22) Value (ASCII) =
Attribute Type (Length) = Tunnel-Type ( 6) Value (ASCII) =
Attribute Type (Length) = Tunnel-Medium-Type ( o) Value (ASCII) =
Attribute Type (Length) = Tunnel-group-I1D ( 8) Value (ASCII) =
Attribute Type (Length) = Fdry-Voice-Phone-Cfg ( 20) Value (ASCII) =
Attribute Type (Length) = Filter-ID (12) Value (ASCII) =

Warning: port 1/1/1 does not belong to vlan 3000

Debug: Jan 17 17:26:53 Tracing the outgoing Radius Accounting packet..
Debug: Jan 17 17:26:53 UDP packet source IP=10.176.166.142, port=1407,
Debug: Jan 17 17:26:53 Radius Header ACCT-REQ Identifier =22 Length
Authenticator (HEX) :5AE63FAB2914D15EA4E2BC3234F294D0

Attribute Type (Length) = User-Name ( 22) Value (ASCII) =
Attribute Type (Length) = NAS-IP-Address ( 6) Value (ASCII) =
Attribute Type (Length) = NAS-Port-Type ( o) Value (ASCII) =
Attribute Type (Length) = NAS-Port ( 6) Value (ASCII) =
Attribute Type (Length) = NAS-Port-Id (7 Value (ASCII) =
Attribute Type (Length) = NAS-Identifier (12) Value (ASCII) =
Attribute Type (Length) = Calling-Station-Id (19) Value (ASCII) =
Attribute Type (Length) = Acct-Status-Type ( 06) Value (ASCII) =
Attribute Type (Length) = Acct-Authentic ( o) Value (ASCII) =
Attribute Type (Length) = Service-Type ( 6) Value (ASCII) =
Attribute Type (Length) = Framed-MTU ( 6) Value (ASCII) =
Attribute Type (Length) = Acct-Session-Id ( 4) Value (ASCII) =
Attribute Type (Length) = Acct-Delay-Time ( 6) Value (ASCII)
Debug: Jan 17 17:26:53 Tracing the received Radius packet..

Debug: Jan 17 17:26:53 Radius Header ACCT-RESP Identifier =22 Length
Authenticator (HEX) :6E690D221ABBAB235FF646635E228E30

Debug: Jan 17 17:27:01 Tracing the outgoing Radius Accounting packet..
Debug: Jan 17 17:27:01 UDP packet source IP=10.176.166.142, port=1408,
Debug: Jan 17 17:27:01 Radius Header ACCT-REQ Identifier =23 Length
Authenticator (HEX) :83920849054A433420DF15445557FA84

Attribute Type (Length) = User-Name (22) Value (ASCII) =
Attribute Type (Length) = NAS-IP-Address ( o) Value (ASCII) =
Attribute Type (Length) = NAS-Port-Type ( 6) Value (ASCII) =
Attribute Type (Length) = NAS-Port ( 6) Value (ASCII) =
Attribute Type (Length) = NAS-Port-Id ( 7) Value (ASCII) =
Attribute Type (Length) = NAS-Identifier (12) Value (ASCII) =
Attribute Type (Length) = Calling-Station-Id (19) Value (ASCII) =
Attribute Type (Length) = Acct-Status-Type ( o) Value (ASCII) =
Attribute Type (Length) = Acct-Authentic ( 6) Value (ASCII) =
Attribute Type (Length) = Acct-Input-Octets ( o) Value (ASCII) =
Attribute Type (Length) = Acct-output-Octets ( o) Value (ASCII) =
Attribute Type (Length) = Acct-Input-Packets ( 6) Value (ASCII) =
Attribute Type (Length) = Acct-output-Packets ( 6) Value (ASCII) =
Attribute Type (Length) = Tunnel-Type ( o) Value (ASCII) =
Attribute Type (Length) = Tunnel-Medium-Type ( 6) Value (ASCII) =
Attribute Type (Length) = Tunnel-group-ID ( o) Value (ASCII) =
Attribute Type (Length) = Acct-Session-Time ( o) Value (ASCII) =
Attribute Type (Length) = Framed-IP-Address ( 6) Value (ASCII) =
Attribute Type (Length) = Service-Type ( 6) Value (ASCII) =
Attribute Type (Length) = Framed-MTU ( o) Value (ASCII)

72

ACCESS-ACPT Identifier =21 Length =

00-24-C4-42-BB-24

237

= 3020399
type=MacRegistration,
registrationDbIndex=0

Jagadeesh Chandraiah
13

6

T:3000
dscp:46;priority:4
ip.acll.in

destination IP=10.176.166.60,

132

Jagadeesh Chandraiah
10.176.166.142
Ethernet (FlexAuth)
1/1/1

1/1/1

ICX-Switch
00-24-C4-42-BB-24
Start
RADIUS
Callcheck
1500

20

(MacAuth)

=0

destination IP=10.176.166.60,

186

Jagadeesh Chandraiah
10.176.166.142
Ethernet (FlexAuth)
1/1/1

1/1/1

ICX-Switch
00-24-C4-42-BB-24
Interim-Update
RADIUS

8277332

21429442

41886

173068

13

6

3000

7

10.176.167.237
Callcheck (MacAuth)

= 1500

= 0024c442bb24
360F3831B87534EBEEED6650B4FCELF2
Callcheck (MacAuth)
1500
10.176.166.142
Ethernet (FlexAuth)
1/1/1
1/1/1
ICX-Switch

mac=00:24:C4:42:BB:

port=1813

port=1813
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Attribute Type (Length) = Acct-Session-Id ( 4) Value (ASCII) = 20
Attribute Type (Length) = Acct-Delay-Time ( 6) Value (ASCII) = 0
Debug: Jan 17 17:27:01 Tracing the received Radius packet..
Debug: Jan 17 17:27:01 Radius Header : ACCT-RESP Identifier =23 Length = 20
Authenticator (HEX):00959424FF55028321FC55E8AEOCDB36
ICX-Switch# ptrace aaa
specified trace was turned OFF
debug ip aaa
Use the no form of this command to disable this functionality.
ICX-Switch# debug ip aaa

IP: aaa debugging is on
ICX-Switch#Debug: Jan 17 17:28:27 AAA-FlexAuth:GET: AUTH session with portid=1/1/1 and
sessionid=[24c442,ffcbb24] is not found
Debug: Jan 17 17:28:27 Extracted username=0024c442bb24 from EAP buffer.
Debug: Jan 17 17:28:27 AAA-FlexAuth (MAC-AUTH): Created a new session for MAC Authentication
Debug: Jan 17 17:28:27 AAA-FlexAuth:ADD: AUTH session with mac 0024.c442.bb24 portid=1/1/1 is added
Debug: Jan 17 17:28:27 Reseting RADIUS Client structure
Debug: Jan 17 17:28:27 RADIUS: Reset client 0, Session type 2, Total number of active clients=1
Debug: Jan 17 17:28:27 AAA: Open RADIUS UDP port
Debug: Jan 17 17:28:27 AAA-FlexAuth:CHECK: AUTH session with portid=1/1/1 and sessionid=[0,0] is found
Debug: Jan 17 17:28:27 AAA-FlexAuth:CHECK: AUTH session with portid=1/1/1 and sessionid=[0,0] is found
Debug: Jan 17 17:28:27 RADIUS message received from server of len 237.
Debug: Jan 17 17:28:27 Radius secret len 8, total len 237
Debug: Jan 17 17:28:27 BROCADE VSA - Voice Phone Field
Debug: Jan 17 17:28:27 RADIUS Timer cancelled for client 0.
Debug: Jan 17 17:28:27 RADIUS server ACCEPTed request
Debug: Jan 17 17:28:27 AAA-FlexAuth:CHECK: AUTH session with portid=1/1/1 and sessionid=[0,0] is found
Debug: Jan 17 17:28:27 AAA-FlexAuth: (MAC-AUTH) - Authentication successful for port 1/1/1 session
[24c442, ffcbb24]. RADIUS 0/26
Debug: Jan 17 17:28:27 AAA-FlexAuth: Send response to port 1/1/1 VLAN 4092 sessId [24c442,ffcbb24]
Debug: Jan 17 17:28:27 AAA-FlexAuth:DEL: AUTH session with portid=1/1/1 and sessionid=[24c442,ffcbb24] client-
id 0 is deleted
Debug: Jan 17 17:28:27 Closing RADIUS UDP port
Debug: Jan 17 17:28:27 RADIUS: radius_ authenticate stop for client Idx 0. Actv Clients left 0
Debug: Jan 17 17:28:27 Reseting RADIUS Client structure
Warning: port 1/1/1 does not belong to vlan 3000
Debug: Jan 17 17:28:27 AAA-FlexAuth:GET: ACCT session with portid=1/1/1 and sessionid=[24c442,2bb24] is not
found
Debug: Jan 17 17:28:27 AAA-FlexAuth (MAC-AUTH): Created a new session for MAC Authentication
Debug: Jan 17 17:28:27 AAA-FlexAuth:ADD: ACCT session with mac 0024.c442.bb24 portid=1/1/1 is added
Debug: Jan 17 17:28:27 AAA-FlexAuth: DOT1X Accounting Starts...
Debug: Jan 17 17:28:27 Reseting RADIUS Client structure
Debug: Jan 17 17:28:27 RADIUS: Reset client 0, Session type 2, Total number of active clients=1
Debug: Jan 17 17:28:27 AAA: Open RADIUS UDP port
Debug: Jan 17 17:28:27 RADIUS message received from server of len 20.
Debug: Jan 17 17:28:27 Radius secret len 8, total len 20
Debug: Jan 17 17:28:27 RADIUS Timer cancelled for client O.
Debug: Jan 17 17:28:27 RADIUS server ACCEPTed request
Debug: Jan 17 17:28:27 AAA-FlexAuth:CHECK: ACCT session with portid=1/1/1 and sessionid=[0,0] is found
Debug: Jan 17 17:28:27 AAA-FlexAuth: login Accounting status - accept.
Debug: Jan 17 17:28:27 AAA-FlexAuth: Send response to port 1/1/1 VLAN 2 sessId [24c442,2bb24]
Debug: Jan 17 17:28:27 Closing RADIUS UDP port
Debug: Jan 17 17:28:27 RADIUS: radius_authenticate stop for client Idx 0. Actv Clients left 0
Debug: Jan 17 17:28:27 Reseting RADIUS Client structure
Debug: Jan 17 17:28:27 AAA-FlexAuth:DEL: ACCT session with portid=1/1/1 and sessionid=[24c442,2bb24] client-id
65535 1is deleted
Debug: Jan 17 17:28:27 RADIUS: radius_authenticate stop for client Idx 0 which is not in use
Debug: Jan 17 17:28:29 Reseting RADIUS Client structure
Debug: Jan 17 17:28:29 RADIUS: Reset client 240, Session type 5, Total number of active clients=1
Debug: Jan 17 17:28:29 Server Status: Send server probe for server with index 0, Client index 240
Debug: Jan 17 17:28:29 AAA: Open RADIUS UDP port
Debug: Jan 17 17:28:29 RADIUS message received from server of len 93.
Debug: Jan 17 17:28:29 Radius secret len 8, total len 93
Debug: Jan 17 17:28:29 RADIUS Timer cancelled for client 240.
Debug: Jan 17 17:28:29 RADIUS server REJECTed request
Debug: Jan 17 17:28:29 Closing RADIUS UDP port
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Debug: Jan 17 17:28:29 RADIUS: radius_authenticate stop for client Idx 240. Actv Clients left 0

Debug: Jan 17 17:28:29 Reseting RADIUS Client structure

Debug: Jan 17 17:28:35 AAA-FlexAuth:GET: ACCT session with portid=1/1/1 and sessionid=[24c442,bb8bb24] is not
found

Debug: Jan 17 17:28:35 AAA-FlexAuth:ADD: ACCT session with mac 0000.0000.0000 portid=1/1/1 is added

Debug: Jan 17 17:28:35 Reseting RADIUS Client structure

Debug: Jan 17 17:28:35 RADIUS: Reset client 0, Session type 2, Total number of active clients=1l

Debug: Jan 17 17:28:35 AAA: Open RADIUS UDP port

Debug: Jan 17 17:28:35 RADIUS message received from server of len 20.

Debug: Jan 17 17:28:35 Radius secret len 8, total len 20

Debug: Jan 17 17:28:35 RADIUS Timer cancelled for client O.

Debug: Jan 17 17:28:35 RADIUS server ACCEPTed request

Debug: Jan 17 17:28:35 AAA-FlexAuth:CHECK: ACCT session with portid=1/1/1 and sessionid=[0,0] is found

Debug: Jan 17 17:28:35 AAA-FlexAuth: logoff or Interim Accounting status - accept.

Debug: Jan 17 17:28:35 AAA-FlexAuth: Send response to port 1/1/1 VLAN 3000 sessId [24c442,bb8bb24]

Debug: Jan 17 17:28:35 AAA-FlexAuth:DEL: ACCT session with portid=1/1/1 and sessionid=[24c442,bb8bb24] client-
id 0 is deleted

Debug: Jan 17 17:28:35 Closing RADIUS UDP port

Debug: Jan 17 17:28:35 RADIUS: radius_authenticate stop for client Idx 0. Actv Clients left 0

Debug: Jan 17 17:28:35 Reseting RADIUS Client structure

ICX-Switch# no debug ip aaa
IP: aaa debugging is off

debug coa
Use the no form of this command to disable this functionality.

ICX-Switch# debug coa

CoA message debug is enabled

ICX-Switch#Debug: Jan 17 17:30:21 RADIUS message received from DAC of len 62.Debug: Jan 17 17:30:21 Tracing the
packet

Code : 43 TIdentifier : 4 Length: 62

Authenticator Request :8BlF62BAC52A2AA95E4926D39D950857

Attribute: Type = 31 Length = 19 Value = 30 30 3A 32 34 3A 43 34 3A 34 32 3A 42 42 3A 32 34
Attribute: Type = 4 Length = 6 Value = OA BO A6 8E
Attribute: Type = 26 Length = 17 Value = 00 00 07 C7 OA OB 66 6C 69 70 2D 70 6F 72 74

Debug: Jan 17 17:30:21 radius_coa update req list : 4AAOB 4

Debug: Jan 17 17:30:21 radius coa update req list: Session 4AAOB not found operation: 4
Debug: Jan 17 17:30:21 Extract NAS identifier and session identifier
Debug: Jan 17 17:30:21 radius coa extract attributes returned with 0
Debug: Jan 17 17:30:21 radius_coa update req list : 4AAO0B 6

Debug: Jan 17 17:30:21 C5C8DF8 0 4 AAOB 0 O

Debug: Jan 17 17:30:21 ------ NAS TIdentifier------

NAS IP Address: 10.176.166.142

NAS identifier:

NAS Ipvé6 Address :

Debug: Jan 17 17:30:21 Session MAC-address: 0024.c442.bb24

Session Age : 0

ITC reqg. sent count : 0

ITC req. sending failed count :0

ITC res. received count :0

Num. of times reply resent :0

Response (1- ACK 0- NACK): O

Session error (in case of NACK) : O
Session- Id : 4AAOB

Identifier 4

Code type 43

Rem. Socket address: 10.176.166.60
Rem. Socket port 43531

ACCT Session id : 0

Calling Station ID: 0024.c442.bb24
Username :

Cmd Type : 16

IPV4 ACL IN

IPV4 ACL OUT

IPV6 ACL IN

IPV6 ACL OUT

Debug: Jan 17 17:30:21 aaa radius_ find next session based on mac : Found session for 0024.c442.bb24
Debug: Jan 17 17:30:21 aaa radius_send itc msg: type = 0 mac = 0024.c442.bb24 port = 1/1/1
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Debug: Jan 17 17:30:21 aaa_radius_find next session based on mac Found session for 0024.c442.bb24
Debug: Jan 17 17:30:21 aaa radius_send itc msg: type = 0 mac = 0024.c442.bb24 port = 1/1/1

Debug: Jan 17 17:30:21 aaa radius_find next session based on mac Not found session for 0024.c442.bb24
Debug: Jan 17 17:30:21 macauth coa msg_callback Received CoA Req with cmd type 16

Debug: Jan 17 17:30:21 radius coa update req list 4AAOB 4

Debug: Jan 17 17:30:21 Found the session id 4AAOB

Debug: Jan 17 17:30:21 flexauth coa req flip port - 1/1/1

Debug: Jan 17 17:30:21 macauth coa msg callback Received CoA Reqg with cmd type 16

Debug: Jan 17 17:30:21 radius coa update req list 4AAQ0B 4

Debug: Jan 17 17:30:21 Found the session id 4AAOB

Debug: Jan 17 17:30:21 flexauth coa req flip port - 1/1/1

Debug: Jan 17 17:30:21 radius coa update req list 4AAQ0B 4

Debug: Jan 17 17:30:21 Found the session id 4AAOB

Debug: Jan 17 17:30:21 radius coa update req list 4AAOB 4

Debug: Jan 17 17:30:21 Found the session id 4AAOB

Debug: Jan 17 17:30:21 Sending ACK for code type 43

Debug: Jan 17 17:30:21 radius coa update req list 4AAOB 4

Debug: Jan 17 17:30:21 Found the session id 4AAOB

Debug: Jan 17 17:30:21 radius_coa_ send response:Sending IPv4 packet

Debug: Jan 17 17:30:21 radius coa send response:Tracing the outgoing Radius Authentication packet..Debug: Jan
17 17:30:21 Tracing the packet

Code 44 TIdentifier 4 Length: 20

Authenticator Request :B3DAABICAODAO66ES557A24EE1DSE7789

ICX-Switch# no debug coa
CoA message debug is disabled
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