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Intended Audience

This document provides an overview of how to configure Ruckus products to supporta Cloudpath SAML
integration. Step-by-step procedures for configuration are demonstrated. Some knowledge of Cloudpath,
SmartZone, Oktaand SAML 2.0 isrecommended.

This documentiswritten forand intended for use by technical engineers with background in Wi-Fi design and
802.11/wireless engineering principles.

For more information on how to configure CommScope products, please referto the appropriate CommScope
userguide available on the CommScope support site. https://www.commscope.com/SupportCenter/.
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Overview

Thisdocumentdescribes how to configure the Cloudpath Enrollment System to supporta SAML 2.0 integration
with the Okta Identity Platform. The documentis broken into the following main categories

e Okta (v.2021.07.0) Configuration
e Cloudpath (v.5.8.5012) Configuration
e SmartZone (v. 6.0.0.0.1213) Configuration

Okta Configuration

The Okta identity management platform has many features to provide access fora workforce or customeruser
base. This configuration will utilize the onboard Okta LDAP Interface populated with alocal database of users to
prove outthe conceptof SAML 2.0 integration with Cloudpath. User creation and additional Directory
Integrations within Okta (Active Directory orexternal LDAP Directory) are beyond the scope of this document.

SAML 2.0 Application

Currently there is no native Cloudpath SAML2.0 application within the Okta app catalog, so this process will go
overthe creation of a custom application that can be used to connectto the Cloudpath Enrollment Server.

In the Okta administrator page, expand the Applications section and go to Applications and click on “Create App
Integration”.

oktq Q_ search...

Dashbeard ~

i Applications

Directory v

ot . .
pplications Your plan provides a limited number of custom apps.

Applications See the plan page for mare information. Upgrade to the Enterprise Plan to get more apps and mor
Self Service
Create App Integration || Browse App Catalog [ Assign Users to App ! [ More ¥ ]
Security -
Workflow v | Q searcn |
Reports v
STATUS @ Okta Admin Console
Settings v ACTIVE 1
INACTIVE 0

FIGURE 1 OKTA AbmiN Ul

The new app integration configuration wizard will pop up. For Sign-in method, select SAML 2.0 and click Next.

X
Create a new app integration

Sign-in method () OIDC - OpenlD Connect
Learn More % Token-based OAuth 2.0 authentication for Single Sign-On (SSO) through API
endpoints. Recommended if you intend to build a custom app integration with

the Okta Sign-In Widget.

© saML20
-based open standard for SS0. Use if the Identity Provider for your

application only supports SAML.

FIGURE 2 NEW APP INTEGRATION
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General Settings

Enter a name for the application. Enteralogo (optional). Selectany App visibility selections if required, (this
example will not make any selections). Click Next.

# Create SAML Integration

o General Settings Configure SAML Feedback

1 General Settings

App name | Cloudpath App 2 ‘

App logo (optional) @ a~
&

Cloudpath
Enrollment System

pp visibility o not display application icon to users
App visibil D displ: lication i

("] Do not display applicatien icon in the Okta Mobile app

Cancel

FIGURE 3 GENERAL SETTINGS

Configure SAML
Section “A” SAML Settings = General

e Single Sign on URL - Cloudpath workflow URL plus “samlAssertionConsumer” (e.g.

https://mycloudpath.mydomain.com/enroll/companyname/Workflowname/samlAssertionConsumer) The

Cloudpath workflowcan be foundin Cloudpath = Configuration = Workflows = select the workflow that
the OKTA SAML app will be used = Advanced tab = copy the Enrollment Portal URL.

e Checkthe “Use thisfor Recipient URL and Destination URL” box.

¢ Audience URI- Fully Qualified Domain Name forthe Cloudpath server. (e.g.

https://mycloudpath.mydomain.com)

o DefaultRelayState - Leave blank
¢ Name D format- Unspecified
e Applicationusername - Oktausername

e Leaveadvancedsettingsattheirdefault
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A SAML Settings

General

Single sign on URL @ ‘ https://mzpn-obi.ruckusdemos.net/enroll/Mazapanlabs(f] ‘

Use this for Recipient URL and Destination URL

(] Allow this app to request other S50 URLs

Audience URI (SP Entity D] @ ‘ https://mzpn-obl.ruckusdemos.net ‘

Default RelayState @ ‘ ‘

If no value is set, a blank RelayState is sent

Name ID format @

‘ Unspecified v

Application username @

‘ Okta username v

Show Advanced Settings

FIGURE 4 GENERAL SAML SETTINGS

Attribute and Group Attribute Statements (optional)

Whenyou create a new SAML integration, or modify an existing one, you can define custom attribute
statements. These statements are inserted into the SAML assertions shared with yourapp.

This example willadd the following Attributes (Group Attributes are not configured):

Attribute Statements (optional) LEARN MORE
Name Name format Value
(optional)
‘ first_name | Basic v ‘ user.firstName A
‘ last_name | Basic v ‘ user.lastName A X
‘ department | Basic v ‘ user.department A *x
email_address | Basic A ‘ user.email A b4
city | Basic M ‘ user.city I X
‘ state | Basic v ‘ user.state A X
country | Basic v ‘ user.countryCode A *x
company | Basic M ‘ user.organization v I x

Add Another

FIGURE 5 ATTRIBUTE STATEMENTS. ORANGE = CLOUDPATH NAME MAPPINGS, BLUE = OKTA VALUES.
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In section “B”, you can click on the “Preview the SAMLAssertion” to verify the info that was previously entered.

B Preview the SAML assertion generated from the information above

<> Preview the SAML Assertion

This shows you the XML that will be used in the assertion - use it to verify the info

you entered above

Cancel Next

FIGURE 6 PREVIEW THE SAML ASSERTION

& 5 C Y @ aboutblank

<?xml version="1.@" encoding="UTF-8"?>
<saml2:Assertion ID=" * Issuelnstant="2021-87-15T19:28:43.3172" Versi
xmlns:saml2="urn:oasis:names:tc:SAML:2.8:assertion”>
<saml2:Issuer Formst="urn:oasis:names:tc:SAML:2.@:nameid-format:entity >http://wm.okta.com/Issuer</saml2:Issuers
<saml2:Subject>
<saml2:NameID Format="urn:oasis:names:tc:SAML:1.1:nameid-format:unspecified” userlame</saml2:NamelD>
<saml2:SubjectConfirmation Method="urn:casis:names:tc:SAML:2.8:cm:bearer™>
<saml2:SubjectConfirmationData NotOnOrAfter="2021-87-15T19:33:43.485Z" Recipient="https://mzpn-obl.ruckusdemos.net/enroll/MazapanlabsInc/Production/samlAsserstionConsumer™/>
</saml2:SubjectConfirmation>
</saml2:Subject>
<saml2:Conditions NotBefore="2021-87-15T19:23:43.4857" NotOnOrAfter="2821-87-15T19:33:43.4857">
<saml2:AudienceRestrictions
<saml2:Audiencerhttps://mzpn-obl.ruckusdemos.net</saml2:Audience>
</saml2:AudienceRestrictions>
</saml2:Conditions>
<saml2:AuthnStatement AuthnInstant="2021-67-15T19:28:43.3172">
<saml2:AuthnContext>
<saml2:AuthnContextClassRefrurn:oasis:names:
</saml2:AuthnContext>
</saml2:AuthnStatements
<saml2:AttributeStatements>
<saml2:Attribute Name="first name" NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic™>
<saml2:AttributeValue
ttp:/ /v, w3 . org/ 2861/ XMLSchema™
http://www.w3.0rg/2001/XHLSchema-instance” xsi:type="xs:string">user.firstName
</saml2:AttributeValues
</saml2:Attribute>
<saml2:Attribute Name="lsst_name" NameFormat="urn:oasis:names:tc:SAML:2.8:attrname-formst:basic">
<saml2:AttributeValue
xmlns:xs="http://www.u3.org/ 2001/ XML Schema”
xmlns:xsi="http://www.w3.org/2081/XMLSchema-instance” xsi:type
</saml2:AttributeValues
</saml2:Attribute>
<saml2:Attribute Name="department” NameFormat="urn:oasis:namss:tc:SAML:2.@:attrname-format:basic™>
<saml2:AttributeValue
ttp:/ fww. w3 . org/ 2001/ XMLSchema™
http: //www.w3.0org/2001/XMLSchema-instance” xsi:type;
</saml2:AttributeValues
</saml2:Attribute>
<saml2:Attribute Mame="email address” NameFormat="urn:casis:names:tc:SAML:2.@:attrname-format:basic">
<saml2:AttributeValue
xmlns:xs="http://www.u3.org/ 2001/ XML Schema”
xmlns:xsi="http://www.w3.org/2ee1/XMLSchema-instance” xsi:type="xs:string">user.email
</saml2:AttributeValues

v an

SAML:2.8:

c:classes:PasswordProtectedTransport</saml2: AuthnContextClassRef>

xs:string”>user. lastName

xs:string”ruser.department

FIGURE 7 SAML ASSERTION XML OuUTPUT
Click Next.
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Feedback
e Areyou acustomeror partner? - check “I’'m an Okta customeraddingan Internal app”

e Apptype - checkthe boxfor“Thisisan internal app the we have created”

o ClickFinish
General Settings Configure SAML o Feedback
3 Help Okta Support understand how you configured this application
Why are you asking me this?
Are you a customer or partner? I o I'm an Okta customer adding an internal app I This form provides Okta Support with
O I'm a software vendor. I'd like to integrate my app with useful background informaticn about
Okta your app. Thank you for your help—we
appreciate it.
n The optional questions below assist Okta Support in understanding your app integration. ‘
App type @ I This is an internal app that we have creatadl
FIGURE 8 FEEDBACK SETTINGS
.
Sign On Tab

Clickon “View Setup Instructions”, this will open a browsertab with the following information:

e Identity ProviderSingle Sign-On URL- Copy this to a text editorfile

o ldentity ProviderlIssuer - Copy thisto a text editorfile

e X.509 Certificate - clickon Download certificateto save the file.

e Optional -thisexample will not use the IdP metadatainformation but rathera URL link to reference the IdP
metadatainformation.

e Closethe browsertab.

How to Configure SAML 2.0 for Cloudpath App 2 Application

The following is needed to configure Cloudpath App 2

o Identity Provider Single Sign-On URL:

hitps://dev— okta. con/app/dev-14851062_cloudpathapp2_1 /sso/saml

o Identity Provider Issuer:

http://www. okta.com/

FIGURE 9 IDP SSO URL/ISSUER INFORMATION
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o X.509 Certificate:

————-BEGIN CERTIFICATE-———

—————END CERTIFICATE-——

4

I[ Download certificate ]

Optional

o Provide the following IDP metadata to your SP provider.

4

‘ <?xml version="1.0" ding="UTF-8"?><md:Entity iptor entitylD="http://www.okta.com/v = -

S

FIGURE 10 X.509 CERTIFICATE

Back in the Sign on tab, click on the “Identity Provider metadata” link to open anew browsertab with the IdP
Metadata. Copy this URL to a texteditorfile. Close the browsertab.

« > C 0O I @ dev- = . .okta.com/app/ - /sso/saml/metadata I b+ g % »
» | [[| Other bookmarks

This XML file does not appear to have any style information associated with it. The document tree is shown below.

v<md:EntityDescriptor xmlns:md="urn:oasis:names:tc:SAML:2.0:metadata" entityID="http://vau.okta.com/« - >
v <md:IDPSSODescriptor WantAuthnRequestsSigned="false" protocolSupportEnumeration="urn:oasis:names:tc:SAML:2.@:protocol">
v<md:KeyDescriptor use="signing">
v<ds:KeyInfo xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#">
v<ds:X5e9Data>
<ds:X5@9Certificate>MIIDGDCCAPCgANIBAGIGAXGBYD2vMABGCSqGSIb3DQEBCWUAMIGUMQSWCQYDVQQGEWIVUZETHMBEG
i - -

- — - - R -y - — S 5R1diexNDgIMTA2MFECHE
- ——— - - - - - —— - D —— - —_— —— - — - © 3QGA1UEBwwNU2FUIEZyYl
- - -—— - AP — e~ R - — - 3IwDQYJIKoZIhvcNAQEBB(
o — -— - - ——— - - — . - - g - - . 4ZmTA9KLoa83XSMXEekih
A— - . - - - . - o - - - T I ———— — - JeBEFNPMSJIS@+zDGCIKky
- - - - - - - — - - - - - . = 3MXmjRsZPecKPgmgolLv7¢
. —— — - — i —— S ok JKmdb3BRgbtY cVdCFGE
- A — A —— - — - - — - /ds:X509Certificate>
</ds:X509Data>
</ds:KeyInfo>
</md:KeyDescriptor>
<md:NameIDFormat>urn:oasis:names:tc:SAML:1.1:nameid-format:emailAddress</md:NameIDFormat>
<md:SingleSignOnService Binding="urn:oasis:names:tc:SAML:2.@:bindings:HTTP-POST" Location="https://dev- = = .okta.com/app/dev-
14851062 _cloudpathapp2_1/ W /sso/saml™/>
<md:SingleSignOnService Binding="urn:oasis:names:tc:SAML:2.@:bindings:HTTP-Redirect" Location="https://dev- = .okta.com/app/dev-
14851062_cloudpathapp2_1/ W /sso/saml" />

</md:IDPSSODescriptor>
</md:EntityDescriptor>

FIGURE 11 IDP METADATA

Sign On Policies are not configured forthis example.
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Assignments Tab
Assignthe application to specificpeople or groups. This example willassign to specificusers.

Click on Assign = Assignto People = search foror selectthe displayed users that require this app and click
“Assign”. Click Done tofinish.

-/ Cloudpath App 2
E] View Logs Meoenitor Imports

General Sign On Mobile Import Assignments

Convert assignments ¥ ] Q. Search.. ‘ People ]

IAssi n to People I
B 4 P ' Type
pl Assign to Groups ’>
|
Groups 01101110

FIGURE 12 ASSIGN TO PEOPLE

- X
Assign Cloudpath App 2 to People
Q. Search...
mario perea .
. Assign
mario.perea@ ~ucom
Zeppo Perea .
Assign
zeppo@i s .com
Groucho Perea
Assign
groucho@i ~  com
Luke Perea
Assign
luke @R cOmM
Tito Perea
Trto@ I O M

FIGURE 13 LIST OF USERS

10 Deployment Guide

© 2021 CommScope Inc. All rights reserved.



RUCKUS"

Cloudpath OKTA |

Cloudpath Configuration

In orderto integrate Oktaas a SAML 2.0 Identity Provider on Cloudpath, itneedstobe added as an
Authentication Server, thenincluded as astepin a Cloudpath workflow. This example will use asimple
Certificate (EAP-TLS) based enrollment workflow to illustrate the use of the Okta SAML authentication server.
Thisdocument will not cover creating all workflow steps. Workflow basics can be referred to here.

To create an Authentication Server, go to Configuration = Authentication Servers = and click on Add Server

SCOPE

RUCKUS®

Cloudpath Enrollment System

Configuration > Authentication Servers

> Server 1 SAML Identity Provider (IdP) OKTA PROD SAML 1 o Va

> ServerZ  Active Directory server Lab20 AD DC1 ® 7/

> Server 3: Onboard database Mazapanlabs Inc. DB 7

> Server 4 Active Directory server mzpn-dc2 @ Vs
Authentication Servers

> Server 5: Active Directory server Wagstaff Domain @ Vs

FIGURE 14 ADD AUTHENTICATION SERVER
In the Authentication Server Configuration page, select “Connectto SAML”.
Authentication Server Configuration
Required SAML Information
o |dP Metadata Type — URL
e |dP Metadata URL — paste the Identity Provider Metadata URL link that was copied previously ( Figure 111dP
Metadata)
e |dPEntitylD— paste the Identity Providerlssuerinformation that was copied previously ( Figure 9)

e SP EntityID—enterthe FQDN of the Cloudpath Server(e.g. https://mycloudpath.mydomain.com)

@ Connectto SAML

Select this option to enable end-users to authenficate via a SAML 2.0 IdP.

Required SAML Information

i) IdP Metdata Type URL v

i 1dP Metadata URL https:/idev- .okta.com/apph
i 1dP EntitylD http:/fwww.okta.com/i

i) SPEntitylD https://mzpn-ob1.ruckusdemos.net

FIGURE 15 REQUIRED SAML INFORMATION
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SAML Attribute to Enrolilment Mappings
The following attributes are used to map to the Okta app

Attribute Mapping Templates: eduPerson InCommon inetOrgPerson 500 Generic Blank
(i) username Attribute username
(i) Ccommon Name Attribute [ex. eduPersonPrincipalName]
(i) Afiiliation/Group Attribute [ex. eduPersonAffiliation]
(i) Email Attribute email_address
(i) First Name Attribute first_name
(i) Last Name Attribute last_name
(i) City Attribute city
(i) State Attribute state
(i) Country Attribute country
(i) 0U Attribute
(i) Distingui Name Attri [ex. cn]
(i) Company Attribute company
(i) Department Attribute department
(i) Office Name Attribute

FIGURE 16 SAML ATTRIBUTE TO ENROLLMENT MAPPINGS
SAML Options

Set AuthN Context Comparisonto “exact” inthe drop down menu. Leave the othersettings attheirdefault.

SAML Options
IdP $50 Binding Type HTTP Redirect ~
Assertion Consumer Type HTTP POST ~
AuthN Requests Signed N4
AuthN Context Comparison exact v

Socket Timeout (ms.)

minimum
VLAN Configuration

maximum
(i) UseVLAN Range: better

FIGURE 17 SAML OPTIONS
Checkthe “Test IdP Connection box and click Save to test the connection to the Okta SAML app.

A bannerwith a Success message should appearatthe top of the browser. (Figure 18)

o SAML IdP Cennection Test Successful. Clear Test IdP Connection’ checkbox and save again to continue.

FIGURE 18 IDP CONNECTION TEST SUCCESS MESSAGE
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In the Test Results section, you should see the outputand asuccess message aswell.

Test Connection
Basic connectivity with specified SAML |dP *SUCCESSFUL* - See
output below - To continue, clear this checkbox and save again.
Test IdP Connection i
Test Results: Starting JFVU

Request: /admin/advanced/authenticationServers/9/submit
Will select authentication server type...
Will create authentication server...
Will save Authentication Server If possible. ..
Will run AD/LDAP/RADIUS/SAML test...
Original SCV style: null
Will authenticate via external credentials.
Nao group regex patterns via db exist.
No group regex patterns exist at all.
Will authenticate via SAML.
Cleared |dP metadata cache for account prior to admin Ul initiated connection test.
Attempting to get CpnSamiForauthServer, scv: BLOCK
Will retrieve IdP metadata via HTTP from hitps:/dev-
S okia.com/app/ass e - /sso/saml/metadata for IdP EntitylD
hitp:/Amwww.okta.com/ -—
Will rely on Account or System Truststore for |dP metadata HTTPS frust.
1dP Metadata successfully retrieved/parsed; AuthN destination Is: https://dev-
 _okta.com/app/dev-" o _cloudpathapp2_1/00  'sso/saml
Successiully refrieved required SAML configuration from local and/or remote |dP metadata sources
Based on configured IdP SSO Binding Type of HTTP_REDIRECT the IdP destination for AuthN requests
is: hitps:/idev- — .okia.com/app/dev-
14851062_cloudpathapp2_1 ~ Issofsaml
Local SP with EntitylD of https://mzpn-ob1.ruckusdemos.net/ has consumer binding type of
HTTP_POST at URL of /fenrolli{AccountName}/{{WorkflowName}/samlAssertionConsumer
Will attempt connection to 1dP SSO Service - HTTP Redirect Binding URL: hitps:/idev-
' okta.com/app/idev- = = _cloudpathapp2_1/ 0  Isso/saml ...
Basic HTTP(S) connectivity test successiul.
HTTP Status Code and Message: 200 - OK
Successfully contacted HTTP(S) server at https:/idev- ~ okia.com/app/dev-
S cloudpathapp2_ 1 R S fssofsaml
Elapsed Time: 656

FIGURE 19 IDP CONNECTION TEST RESULTS

Import X.509 Certificate to Cloudpath Truststore

In order for Cloudpath to trust communication from Okta, a “Pinned” certificateisrequired to be added to the
Cloudpath Truststore. Use the certificate file that was previously downloaded (Figure 10).

To add the certificate, go to Configuration = Truststore 2 click “Add”

Configuration > Truststore

Trusted CAs Server Status

Trusted CAs & Pinned Certificates “

The following list of certificate authorities and pinned server certificates will be trusted for communications from this server to external servers. This list should be populated
with CA(s) used by the external systems to which this system communicates. For example, if a nofification is configured to be sent to https:/fapi.system.com, the CA for the

web server certificate on api.system.com should be added to the list below.

FIGURE 20 ADD PINNED CERTIFICATE
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Uploadthe certificate and go to the Server Status tab to verify.

Trusied CAs Server Status

~ system: (@ dev- okta.com:443

Name: dev-14851062 okda com 443

Type(s): SAML

Resolved IP: 44.234.52.10

Status: o Verified.

Certificate Chain: 20220502 DigiCert TLS Sent by
Server Certificate: RSA SHA256 senver
2020 CA1
. DigiCert TLS RSA SHA256 2020 CA1 20300923 DigiCert Global Sent by
Intermediate CA:
Root CA server

FIGURE 21 SERVER STATUS TAB

Go back to Configuration 2 Workflows and add the necessary steps to build aworkflow usingthe new OKTA
SAML Authentication Server. Publish the workflow.

o Production . Published E fenrolliMazapanlabsinc/Production/
Properties Enroliment Process Look & Feel Snapshol(s) Advanced
»

Step 1° Require the user to accept the AUP MZPN AUP

»

Step2:  All matches in ‘ MZPNAD‘ ‘ OKTA PROD SAML 1 ‘ X # oTKa SAMLMI +
»

Step 3: I Prompt the user ior credentials from OKTA SAML 2.0 I
-

Result: Move user to OKTA Dev Cenfig and assign cerfificate using username@okta.mazapa....

FIGURE 22 WORKFLOW
SmartZone Configuration
Hotspot (WISPr) Walled Garden Entries

To allow access to the Okta sign-in page during enrollment, two “Walled Garden” entries are requiredin the
Hotspot (WISPr) captive portal thatis used forthe Onboarding WLAN. This example utilizes the Virtual
SmartZone Essentials controllerand steps will be shown forthat WLAN controller.

In SmartZone goto Services = Hotspots & Portals = Hotspot (WISPr)

# |#* Monitor i5 Network U Security €8 Services & Administration w

Hotspots & Portals Tunnels & Ports DHCP & NAT

Guest Access Ruckus GRE DHCP Setiing (AP)
Hotspot (WISPr) SoftGRE DHCP Pools (AP)
Hotspot 2.0 IPsec DHCP Profiles (DP

FIGURE 23 HoTtspPoT (WISPR)
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Selectthe Hotspot WISPrentry that is used for the Onboarding WLAN, click Configure.

In the Edit Hotspot Service menu, expand the Walled Garden / Traffic Class Profilesection.

Walled Garden / Traffic Class Profile v

(®) walled I" Walled Garden Entry =+ Add I ImportCSV v % Cancel [f Delete
Garden

Walled Garden Entry a
*.1e100.net

*.apple.com

*.okta.com

*.oktacdn.com

FIGURE 24 WALLED GARDEN ENTRY IN HOTSPOT (WISPR)
Addthe following entries
o *.okta.com
e *oktacdn.com

Click OK.

User Experience

Users should see the SAMLworkflow step duringenrollment.

2:34 o T -
& mzpn-ob1.ruckusdemos.net fu}
Start Over Pawered by Ruckus:

— OTKA SAML 2.0
OTKA SADE_ 2.0 ForOKTAUSers

Assistance ID #a913 mapn-ob1.ruckusdemos.net (5012.5,0.1031)

Copynight ® 2021 CommScope, Inc. All rights reserved

« > + @

FIGURE 25 10S USER ENROLLMENT
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The Okta login page should appearand when the user’s credentials are entered correctly, the user will be
passed onto the next workflow step.

2:35 w! T -
@ dev-"W L okta.com (U]
Connecting to ISR
Sign-in with your okta-dev-- % account to access
Cloudpath App 2
Sign In
Username
luke@ = v com
Password

[] Remember me

Need help signing in?

« 5 o+ ® -

FIGURE 26 OKTA LOGIN PAGE

In this case, the nextstepisto download the iOS mobile configuration profile and follow the on-screen steps.

315 Wil T -
AR & mzpn-obl.ruckusdemos.net ¢
Start Over Powered by Ruckus.

MAZAPAN LABS

After installing the profile, you may still need to join the
wireless network. To do so:

Install Profile And Connect To Wi-Fi:
1. Go to the main screen of your iPhone.
2. Tap the (@) Setlings icon.

3. Tap Profile Downloaded

4. Tap Install.

5. Once installed, tap Done.

6. Tap and set the Wi-Fi switch to On.
7. Select the OKTA-SEC network.

A checkmark will appear next to OKTA-SEC when you
are successfully connected to the wireless network.

Assistance 1D #ebSe mape-cii rudeusdemos, net (5012 5.0.1031)

Copyright © 2021 CommScape, Inc. All ights resarved

< > M m

FIGURE 27 10S MoBILE CONFIG PROFILE INSTALLATION PAGE
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Ruckus solutions are part of CommScope’s comprehensive portfolio
for Enterprise environments (indoor and outdoor).

We encourage you to visit commscope.com to learn more about:

e Ruckus Wi-Fi Access Points

e RuckusICX switches
SYSTIMAX and NETCONNECT: Structured cabling solutions
(copperandfiber)

e imVision: Automated Infrastructure Management

e Era and OneCellin-building cellularsolutions

e QOur extensive experience about supporting PoEand loT
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commscope.com

Visit ourwebsite or contact your local CommScope representative for more information.
© 2021 CommScope, Inc. All rights reserved.
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