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About This Guide

This OmniSwitch AOS Release 8 Switch Management Guide describes basic attributes of your switch and
basic switch administration tasks. The software features described in this manual are shipped standard with
your switches. These features are used when readying a switch for integration into alive network
environment.

Supported Platforms

The information in this guide applies only to the following products:
®  OmniSwitch 6465 Series
e OmniSwitch 6560 Series
®  OmniSwitch 6860 Series
®  OmniSwitch 6865 Series
®  OmniSwitch 6900 Series
e OmniSwitch 9900 Series

Who Should Read this Manual?

The audience for this user guide are network administrators and I T support personnel who need to
configure, maintain, and monitor switches and routersin alive network. However, anyone wishing to gain
knowledge on how fundamental software features are implemented in the OmniSwitch Series switches
will benefit from the material in this configuration guide.

When Should | Read this Manual?

Read this guide as soon as your switch is up and running and you are ready to familiarize yourself with
basic software functions. Y ou should have aready stepped through the first login procedures and read the
brief software overviews in the appropriate Hardware Users Guide.

Y ou should have already set up a switch password and be familiar with the very basics of the switch
software. This manual will help you understand the switch’s directory structure, the Command Line
Interface (CLI), configuration files, basic security features, and basic administrative functions. The
features and procedures in this guide will help form a foundation that will allow you to configure more
advanced switching features later.
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What is in this Manual?

This configuration guide includes information about the following features:

¢ Basic switch administrative features, such as file editing utilities, procedures for loading new software,
and setting up system information (name of switch, date, time).

e Configurationsfiles, including snapshots, off-line configuration, time-activated file download.

¢ The CLI, including on-line configuration, command-building help, syntax error checking, and line edit-
ing.

e Basic security features, such as switch access control and customized user accounts.

e SNMP

e Web-based management (WebView)

What is Not in this Manual?

The configuration procedures in this manual primarily use Command Line Interface (CLI) commandsin
examples. CLI commands are text-based commands used to manage the switch through serial (console
port) connections or via Telnet sessions. This guide does include introductory chapters for alternative
methods of managing the switch, such as web-based (WebView) and SNM P management. However the
primary focus of this guide is managing the switch through the CLI.

Further information on WebView can be found in the context-sensitive on-line help available with that
application.

This guide does not include documentation for the OmniVista network management system. However,
OmniVistaincludes a compl ete context-sensitive on-line help system.

This guide provides overview material on software features, how-to procedures, and tutorials that will
enable you to begin configuring your OmniSwitch. However, it is not intended as a comprehensive
reference to all CLI commands available in the OmniSwitch. For such areference to all CLI commands,
consult the Omni Switch AOS Release 8 CLI Reference Guide.

How is the Information Organized?

Each chapter in this guide includes sections that will satisfy the information requirements of casual
readers, rushed readers, serious detail-oriented readers, advanced users, and beginning users.

Quick Information. Most chapters include a specifications table that lists RFCs and | EEE specifications
supported by the software feature. In addition, this table includes other pertinent information such as
minimum and maximum values and sub-feature support. Some chapters include a defaults table that lists
the default values for important parameters along with the CLI command used to configure the parameter.
Many chapters include Quick Seps sections, which are procedures covering the basic steps required to get
a software feature up and running.

In-Depth Information. All chapters include overview sections on software features as well as on selected
topics of that software feature. Topical sections may often lead into procedure sections that describe how
to configure the feature just described. Many chapters include tutorials or application examples that help
convey how CLI commands can be used together to set up a particular feature.
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Documentation Roadmap

The OmniSwitch user documentation suite was designed to supply you with information at several critical
junctures of the configuration process.The following section outlines a roadmap of the manuals that will
help you at each stage of the configuration process. Under each stage, we point you to the manual or
manuals that will be most helpful to you.

Stage 1: Using the Switch for the First Time

Pertinent Documentation: OmniSwitch Hardware Users Guide
Release Notes

This guide provides al the information you need to get your switch up and running thefirst time. It
provides information on unpacking the switch, rack mounting the switch, installing NI modules, unlocking
access control, setting the switch’s | P address, and setting up a password. It also includes succinct
overview information on fundamental aspects of the switch, such as hardware LEDs, the software
directory structure, CLI conventions, and web-based management.

At thistime you should also familiarize yourself with the Release Notes that accompanied your switch.
This document includes important information on feature limitations that are not included in other user
guides.

Stage 2: Gaining Familiarity with Basic Switch Functions

Pertinent Documentation: OmniSwitch Hardware Users Guide
OmniSwitch AOS Release 8 Switch Management Guide

Once you have your switch up and running, you will want to begin investigating basic aspects of its
hardware and software. Information about switch hardware is provided in the Hardware Guide. This guide
provide specifications, illustrations, and descriptions of al hardware components, such as chassis, power
supplies, Chassis Management Modules (CMMs), Network Interface (NI) modules, and cooling fans. It
also includes steps for common procedures, such as removing and installing switch components.

The Omni Switch AOS Release 8 Switch Management Guide is the primary users guide for the basic
software features on a single switch. This guide contains information on the switch directory structure,
basic file and directory utilities, switch access security, SNMP, and web-based management. It is
recommended that you read this guide before connecting your switch to the network.

Stage 3: Integrating the Switch Into a Network

Pertinent Documentation: OmniSwitch AOS Release 8 Network Configuration Guide
OmniSwitch AOS Release 8 Advanced Routing Configuration Guide
OmniSwitch AOS Release 8 Data Center Switching Guide

When you are ready to connect your switch to the network, you will need to learn how the OmniSwitch
implements fundamental software features, such as 802.1Q, VLANS, Spanning Tree, and network routing
protocols. The OmniSwitch AOS Release 8 Network Configuration Guide contains overview information,
procedures, and examples on how standard networking technologies are configured on the OmniSwitch.

The Omni Switch AOS Release 8 Advanced Routing Configuration Guide includes configuration
information for networks using advanced routing technol ogies (OSPF and BGP) and multicast routing
protocols (DVMRP and PIM-SM).

The OmniSwitch AOS Release 8 Data Center Switching Guide includes configuration information for data
center networks using virtualization technologies, such as Data Center Bridging (DCB) protocols, Virtua
eXtensible LAN (VXLAN), and Fibre Channel over Ethernet (FCoE) network convergence.
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Anytime

The OmniSwitch AOS Release 8 CLI Reference Guide contains comprehensive information on all CLI
commands supported by the switch. This guide includes syntax, default, usage, example, related CLI
command, and CL I-to-MIB variable mapping information for al CLI commands supported by the switch.
This guide can be consulted anytime during the configuration process to find detailed and specific
information on each CLI command.
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Related Documentation

The following are the titles and descriptions of all the related Omni Switch user manuals:
®  OmniSwitch 6465, 6560, 6860, 6865, 6900, 9900 Hardware Users Guides

Describes the hardware and software procedures for getting an OmniSwitch up and running as well as
complete technical specifications and procedures for all OmniSwitch chassis, power supplies, fans, and
Network Interface (NI) modules.

e  OmniSwitch AOS Release 8 CLI Reference Guide

Complete reference to all CLI commands supported on the Omni Switch. Includes syntax definitions,
default values, examples, usage guidelines and CLI-to-MIB variable mappings.

e OmniSwitch AOS Release 8 Switch Management Guide

Includes procedures for readying an individual switch for integration into a network. Topicsinclude
the software directory architecture, image rollback protections, authenticated switch access, managing
switch files, system configuration, using SNMP, and using web management software (WebView).

e OmniSwitch AOS Release 8 Network Configuration Guide

Includes network configuration procedures and descriptive information on all the major software
features and protocols included in the base software package. Chapters cover Layer 2 information
(Ethernet and VLAN configuration), Layer 3 information (routing protocols, such as RIP and IPX),
security options (authenticated VLANS), Quality of Service (QoS), link aggregation, and server load
balancing.

e OmniSwitch AOS Release 8 Advanced Routing Configuration Guide

Includes network configuration procedures and descriptive information on all the software features and
protocols included in the advanced routing software package. Chapters cover multicast routing
(DVMRP and PIM-SM), Open Shortest Path First (OSPF), and Border Gateway Protocol (BGP).

e OmniSwitch AOS Release 8 Data Center Switching Guide

Includes and introduction to the OmniSwitch data center switching architecture as well as network
configuration procedures and descriptive information on all the software features and protocols that
support this architecture. Chapters cover Data Center Bridging (DCB) protocols, Virtual Network
Profile (vNP), VXLAN and FCoE transit and gateway functionality.

®  OmniSwitch AOS Release 8 Transceivers Guide
Includes SFP and X FP transceiver specifications and product compatibility information.
e OmniSwitch AOS Release 8 Specifications Guide

Includes Specifications table information for the features documented in the Switch Management
Guide, Network Configuration Guide, Advanced Routing Guide, and Data Center Switching Guide.

e Technical Tips, Field Notices
Includes information published by Alcatel-Lucent Enterprise’ s Customer Support group.
¢ Release Notes

Includes critical Open Problem Reports, feature exceptions, and other important information on the
features supported in the current release and any limitations to their support.
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Technical Support

An Alcatel-Lucent Enterprise service agreement brings your company the assurance of 7x24 no-excuses
technical support. You'll also receive regular software updates to maintain and maximize your Alcatel-
Lucent Enterprise features and functionality and on-site hardware replacement through our global network
of highly qualified service delivery partners.

With 24-hour access to Alcatel-L ucent Enterprise’ s Service and Support web page, you'll be able to view
and update any case (open or closed) that you have reported to Alcatel-L ucent Enterprise’ s technical
support, open anew case or access helpful release notes, technical bulletins, and manuals.

Access additional information on Alcatel-Lucent Enterprise’ s Service Programs:
Weh: businessportal 2.al catel-lucent.com
Phone: 1-800-995-2696

Email: ebg_global _supportcenter @al-enterprise.com
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1 Getting Started and
Upgrading AOS

This chapter provides an overview of what to expect when first bringing up an OmniSwitch. It describes
the Automatic Management features an OmniSwitch runs when booting for the first time as well as
whether a switch will come up in standalone or VC mode. This chapter is also helpful for getting started
with anew AOS release by covering important information related to upgrading the switch.

In This Chapter

Configuration procedures described in this chapter include:
e “Automatic Management Features’ on page 1-2

e ‘“Standalone or Virtual Chassis Mode’ on page 1-4

e “Upgrading the Software” on page 1-5
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Getting Started and Upgrading AOS Automatic Management Features

Automatic Management Features

All switches that ship from the factory will default to Virtual Chassis mode and attempt to run the
automatic V C, automatic remote configuration, and automatic fabric protocols. The automatic features can
be disabled during the switch reboot or after the switch has finished booting if desired.

When a switch boots with no configuration file or with a configuration file with a size of 0 bytes, the
following boot processes occur:

1 Automatic Virtual Chassis- The switch will run the automatic VVC protocol and try to automatically
configure the VFLs and setup a VC. The time to complete this process will vary depending on the
configuration. Please see Chapter 13, “Configuring Virtual Chassis’ for additional information.

2 Automatic Remote Configuration - Once the automatic VC process is complete, the automatic
remote configuration process will begin. It can take approximately 180 seconds for this process to
completeif thereis no remote configuration server available. Please see Chapter 14, “Managing
Automatic Remote Configuration Download” for additional information.

Note. The automatic remote configuration download process can be aborted at any time by entering auto-
config-abort command, for example:

-> auto-config-abort

3 Automatic Fabric - Once the automatic remote configuration process completes, the automatic fabric
process will begin. Please see Chapter 15, “Configuring Automatic Fabric” for additional information.

Note. The automatic fabric process can be disabled at any time by entering auto-fabric admin-state
command, for example:

-> auto-fabric admin-state disable

Automatic Management Feature Guidelines

e Thisboot process only appliesto switches that boot without a configuration file, such as newly shipped
switches from the factory.

¢ The automatic features can be disabled at the start of the switch boot process by pressing 'y' when
prompted. The switch will boot into standalone mode with all automatic features disabled. Please see
“Standalone or Virtual Chassis Mode’ on page 1-4 for additiona information.

e To prevent aswitch from re-running the automatic fabric process upon the next reboot enter write
memory to save the configuration to the configuration file.

e A message similar to the one below may be seen during the Automatic Remote Configuration process.
Thisisnormal as the switch attempts the process between VLANs 1 and 127.

Wed Mar 18 19:16:12 : ipv4 vlan warning message:
+++ vm vlan dereg fail 117 (127)
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Figure 1-1: Automatic Management Features Flow Overview

1. See Chapter 13, “Configuring Virtual Chassis’ for additional information on Auto VC.

2. See Chapter 14, “Managing Automatic Remote Configuration Download” for additional information on
Automatic Remote Configuration Download.

3. See Chapter 15, “Configuring Automatic Fabric” for additional information on Automatic Fabric.
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Standalone or Virtual Chassis Mode

When a chassis boots with its default factory configuration it will runin VC mode. There may be times
when standalone mode is preferred such as when introducing the chassis into an already existing network.

There are multiple ways to have the switch come up in standalone mode instead of VC mode.

Automatic Management features disabled during switch boot

If the automatic management features were disabled while the switch was booting by pressing ‘y’ at the
prompt, the switch will boot into standal one mode.

Do you want to disable auto-configurations on this switch [Y/N]? y
Auto-configurations disabled

The switch automatically creates a configuration file so that it will no longer run the automatic protocols
upon boot up.

cutomatic Management features not disabled during switch
oot

If the automatic management features were not disabled while the switch was booting issue the auto-
fabric admin-state command with the remove-vc-reload parameter. Thiswill do the following:

1 Clear any automatic fabric configuration
Disable the automatic fabric features

2
3 Create avcboot.cfg file in the /flash/working directory
4 Reload the switch

5

Since the switch will reboot with a configuration file the automatic management features will no longer
run.
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Upgrading the Software

This section isto assist with upgrading an OmniSwitch. The goal is to provide a clear understanding of the
basic steps and types of upgrade processes available for an OmniSwitch. Depending upon the AOS
version, model, and configuration of the OmniSwitch various upgrade procedures are supported. This
section provides an overview. Since each AOS release has different upgrade requirements please refer to
the Release Notes for step-by-step instructions.

Standard Upgrade—The standard upgrade of a standalone chassis or virtual chassis (VC) is nearly
identical. All that's required is to upload the new image files to the Running directory and reload the
switch. In the case of aVC, prior to rebooting the Master will copy the new image files to the Slave
and once the VC is back up the entire VC will be synchronized and running with the upgraded code.

| SSU—The In Service Software Upgrade (ISSU) is used to upgrade the software on aVVC or modular
chassis with minimal network disruption. Each element is upgraded individually allowing hosts and
switches which are dual-homed to maintain connectivity to the network. The actual downtime
experienced by a host on the network can vary depending upon the overall network design and
configuration. Having aredundant configuration is suggested and will help to minimize recovery
times.

e Virtual Chassis—The VC will first verify that it isin a state that will allow a successful 1SSU
upgrade. It will then copy the image and configuration files of the ISSU specified directory to al of the
Slave chassis and reload each Slave chassis from the ISSU directory in order from lowest to highest
chassis-id. For example, assuming chassis-id 1 isthe Master, the Slave with chassis-id 2 will reload
with the new image files. When Slave chassis-id 2 has rebooted and rejoined the VC, the Slave with
chassis-id 3 will reboot and rejoin the VC. Once the Slaves are compl ete they are now using the new
image files. The Master chassis is now rebooted which causes the Slave chassis to become the new
Master chassis. When the original Master chassis reloads it comes back as a Slave chassis. To restore
the role of Master to the original Master chassis the current Master can be rebooted and the original
Master will takeover, re-assuming the Master role.

e Modular Chassis—The chassis will first verify that it isin a state that will allow a successful
upgrade. It will then copy the image and configuration files of the specified directory to the secondary
CMM and reload the secondary CMM which becomes the new primary CMM. The old primary CMM
becomes the secondary CMM and rel oads using the upgraded code. As aresult of this process both
CMMs are now running with the upgraded code and the primary and secondary CMMs will have
changed roles (i.e., primary will act as secondary and the secondary as primary). The individual Nls
can be reset either manually or automatically.
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Prerequisites

Before upgrading, the individual performing the upgrade must:

Read the rel ease notes for the appropriate AOS release.
Be the responsible party for maintaining the switch's configuration
Be aware of any issues that may arise from a network outage caused by improperly loading this code

Understand that the switch must be rebooted and network access may be affected by following this
procedure.

Have aworking knowledge of the switch to configure it to accept an FTP connection through the EMP
or Network Interface (NI) Ethernet port

Read the GA Release Notes prior to performing any upgrade for information specific to this release.

Ensure there is a current certified configuration on the switch so that the upgrade can be rolled-back if
required.

Verify the current versions of Uboot and FPGA. If they meet the minimum requirements, (i.e. they
were already upgraded during a previous AOS upgrade) then only an upgrade of the AOSimagesis
required.

Depending on whether a standalone chassis or VC is being upgraded, upgrading can take from 5 to 20
minutes. Additional time will be needed for the network to re-converge.

The examples below use various models and directories to demonstrate the upgrade procedure.
However any user-defined directory can be used for the upgrade.

If possible, have EMP or serial console access to all chassis during the upgrade. Thiswill allow
monitoring of the V C during the ISSU process and before the virtual chassis has been re-established.

Knowledge of various aspects of AOS directory structure, operation, and CLI commands can be found in
the Alcatel-Lucent Enterprise OmniSwitch User Guides. Recommended reading from the Switch
Management Guide includes the following chapters:

Chapter 1, “Getting Started and Upgrading AOS”
Chapter 2, “Logging Into the Switch”

Chapter 3, “Managing System Files’

Chapter 4, “Managing CMM Directory Content”
Chapter 5, “Using the CLI”"

Chapter 6, “Working With Configuration Files’
Chapter 13, “Configuring Virtual Chassis’

Release Notes - for the version of software you're planning to upgrade to.
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Switch Maintenance

It's recommended to perform switch maintenance prior to performing any upgrade. This can help with
preparing for the upgrade and removing unnecessary files. The following steps can be performed at any
time prior to a software upgrade. These procedures can be done using Telnet and FTP, however using SSH
and SFTP/SCP are recommended as a security best-practice since Telnet and FTP are not secure.

1 Verify current date, time, AOS and model of the switch:

-> show system

2 Remove any old tech support.log files, tech support_eng.tar files:

-> rm *.log
-> rm *.tar

3 Verify that the /pmd and /pmd/work directories are empty. If they have files in them check the date on
thefiles. If they are recently created files (<10 days), contact Alcatel-L ucent Enterprise Service &
Support. If not, they can be deleted.

-> rm /flash/pmd/*.*
-> rm /flash/pmd/work/*.*

4 Usethe 'show running-directory' command to determine what directory the switch is running from and
that the configuration is certified and synchronized. If the configuration is not certified and
synchronized,issue the command ‘write memory flash-synchro’.

-> show running-directory

5 If you do not aready have established baselines to determine the health of the switch you are
upgrading, now would be a good time to collect them. Using the show tech-support series of commandsis
an excellent way to collect data on the state of the switch. The show tech support commands automatically
create log files of useful show commands in the /flash directory. Y ou can create the tech-support log files
with the following commands:

-> show tech-support

-> show tech-support layer2
-> show tech-support layer3

6 Additionaly, the following command will create a TAR file with multiple tech-support log files as
well asthe SWLOG files from the switches.

-> show tech-support eng complete
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Standard Upgrade

This section describes the basic steps for upgrading an Omni Switch standalone or virtual chassisusing a
standard upgrade. This section is an overview. For specific step-by-step instructions please refer to the
Release Notes.

—

Follow the instructions in the “ Switch Maintenance” on page 1-7 section.
Download the upgrade files from the Service & Support website.

FTP the upgrade files to the RUNNING directory of the switch.

Upgrade the image files by reloading the switch from the RUNNING directory.

After the switch reboots, verify the software upgrade.

o 0 A WO DN

Certify the upgrade.

In-Service Software Upgrade (ISSU)

This section describes the basic steps for upgrading an OmniSwitch standalone or virtual chassis using
ISSU. This section is an overview. For specific step-by-step instructions please refer to the Release Notes.

-

Follow the instructions in the “ Switch Maintenance” on page 1-7 section.

2 Download the upgrade files.

3 Create the new directory on the Master/Primary CMM for the ISSU upgrade.
4 Clean up any existing |SSU directories.

5 Onthe Master chassis/ Primary CMM copy the current Running configuration files to the ISSU
directory.

6 FTPthe new image files and the validation file to the ISSU directory.
7 Upgrade theimagefiles using | SSU.

8 Verify the software upgrade.

9 Certify the software upgrade.

10 Reset NIs (modular chassis)

TheValidation File

The Validation File contains the information required to validate that an 1ISSU upgrade is possible. An
ISSU upgrade is dependent upon the current version of software on the switch and the version of software
the switch is being upgraded to. If the version of code on the switch is not ISSU compatible with the
version being upgraded, the | SSU upgrade will not be allowed and an error message similar to the one
below will be displayed:

Tue Dec 14 14:19:15 : Chasspervisor issuMgr alert message:
+++ ISSU Image Validation Failed - aborting ISSU
ERROR: ISSU Validation Error: Images not issu compatible
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Resetting NIs- Modular Chassis

After performing an ISSU upgrade the NIs must be reset to complete the ISSU upgrade. They can be reset
manually using the ‘issu slot’ or ‘reload slot’ commands. If the Nis are not reset by the time the NI reset
timer expires, they will be reset individually by the system in ascending order beginning with slot 1. Once
the reset NI reaches aready state, the next oneis reset. This process continues until all NIs have been
reset.
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2 Logging Into the Switch

Logging into the switch may be done locally or remotely. Management tools include: the Command Line
Interface (CLI), which may be accessed locally viathe console port, or remotely via Telnet; WebView,
which requires an HTTP client (browser) on aremote workstation; and SNMP, which requires an SNMP
manager (such as Alcatel-Lucent Enterprise’s OmniVista or HP OpenView) on the remote workstation.
Secure sessions are available using the Secure Shell interface.

In This Chapter

This chapter describes the basics of logging into the switch to manage the switch through the CLI. It also
includes the information about using Telnet, and Secure Shell for logging into the switch aswell as
information about using the switch to start a Telnet or Secure Shell session on another device. It also
includes information about managing sessions and specifying a DNS resolver. For more details about the
syntax of referenced commands, see the OmniSwitch AOS Release 8 CLI Reference Guide.

Configuration procedures described in this chapter include:

e “Quick Stepsfor Logging Into the Switch” on page 2-3

e “Accessing the Micro-USB or RJ-45 Console Port” on page 2-6
e “Configuring a USB Adapter with Bluetooth Technology” on page 2-7
e “Setting the EMP Port’s P Address’ on page 2-8

e “Using Telnet” on page 2-9

e “Using Secure Shell” on page 2-10

e “Using Secure Shell” on page 2-10

¢ “Modifying the Login Banner” on page 2-15

e “Configuring Login Parameters’ on page 2-17

e “Enabling the DNS Resolver” on page 2-18

e “Enabling the FIPS Mode” on page 2-18

Management access is disabled (except through the console port) unless specifically enabled by a network
administrator. For more information about management access and methods, use the table here as a guide:

For more information about... See...

Enabling or “unlocking” management interfaces  Chapter 8, “Managing Switch Security”
on the switch

Authenticating users to manage the switch Chapter 8, “Managing Switch Security”
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For moreinformation about... See...

Creating user accounts directly on the switch Chapter 7, “Managing Switch User Accounts”

Using the CLI Chapter 5, “Using the CLI”
Using WebView to manage the switch Chapter 9, “Using WebView”
Using SNMP to manage the switch Chapter 10, “Using SNMP’

Login Defaults

Access to managing the switch is always available for the admin user through the console port, even if
management access to the console port is disabled.

Parameter Description Command Default
Session login attempts allowed  session login-attempt 3 attempts
before the TCP connection is

closed.

Time-out period allowed for session login-timeout 55 seconds

session login before the TCP
connection is closed.

Inactivity time-out period. The  session timeout 4 minutes
length of time the switch can

remain idle during alogin

session before the switch will

close the session.
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Quick Steps for Logging Into the Switch

The following procedure assumes that you have set up the switch as described in your OmniSwitch
Hardware Users Guide. Setup includes:

¢ Connecting to the switch viathe console port.
e Setting up the Ethernet Management Port (EMP).

e Enabling (or “unlocking”) management interfaces types through the aaa authentication command for
the interface you are using. For detailed information about enabling session types, see Chapter 8,
“Managing Switch Security.”

1 If you are connected to the switch via the console port, your terminal will automatically display the
switch login prompt. If you are connected remotely, you must enter the switch | P address in your remote
session. The login prompt then displays.

2 At thelogin prompt, enter the admin username. At the password prompt, enter the switch password.
(Alternately, you may enter any valid username and password.) The switch’s default welcome banner will
display, followed by the CL1 prompt.

Welcome to the Alcatel-Lucent Enterprise 0S6900 8.3.1.313.R01 GA, August 31, 2016.

Copyright (c) 1994-2014 Alcatel-Lucent. All Rights Reserved.
Copyright (c) 2014-2016 Alcatel-Lucent Enterprise. All Rights Reserved.

OmniSwitch(tm) is a trademark of Alcatel-Lucent,
registered in the United States Patent and Trademark Office.

You are now logged into the CLI. For information about changing the welcome banner, see “Modifying
the Login Banner” on page 2-15.

For information about changing the login prompt, see Chapter 5, “Using the CL1.”

For information about setting up additional user accounts locally on the switch, see Chapter 7, “Managing
Switch User Accounts.”
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Overview of Switch Login Components

Switch access components include access methods (or interfaces) and user accounts stored on the local
user database in the switch and/or on external authentication servers. Each access method, except the
console port, must be enabled or “unlocked” on the switch before users can access the switch through that
interface.

\ OmniSwitch PR
Avuthentication L ( | D
Server I g 1

Ul ’ remote user

local user
database

Login via Secure Shell, Telnet,
HTTP, or SNMP

local user
Login via the console port.

Figure 2-1: Switch L ogin Components

Management Interfaces

Logging into the switch may be done locally or remotely. Remote connections may be secure or insecure,
depending on the method. Management interfaces are enabled using the aaa authentication command.
This command also requires specifying the external servers and/or local user database that will be used to
authenticate users. The process of authenticating users to manage the switch is called Authenticated
Switch Access (ASA). Authenticated Switch Accessis described in detail in Chapter 8, “Managing Switch
Security.”

An overview of management methodsis listed here:

Logging Into the CLI

e Console port—A direct connection to the switch through the console port. The console port is aways
enabled for the default user account, see “Accessing the Micro-USB or RJ-45 Console Port” on

page 2-6.

e USB Adapter with Bluetooth Technology—A direct connection to the switch using a USB adapter
with Bluetooth technology. The console port is aways enabled for the default user account, see
“Configuring a USB Adapter with Bluetooth Technology” on page 2-7.

e EMP Port—The Ethernet Management Port (EMP) allows you to bypass the Network Interface (NI)
modules and remotely manage the switch directly through the CMM., see “ Setting the EMP Port’s IP
Address’ on page 2-8

¢ Telnet—Any standard Telnet client may be used for remote login to the switch. This method is not
secure. For more information about using Telnet to access the switch, see “Using Telnet” on page 2-9.

e Secure Shell—Any standard Secure Shell client may be used for remote login to the switch. See
“Using Secure Shell” on page 2-10.
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Using the WebView Management Tool

HTTP—The switch has a Web browser management interface for userslogging in viaHTTP. This
management tool is called WebView. For more information about using WebView, see Chapter 9, “Using
WebView.”

Using SNMP to Manage the Switch

SNM P—Any standard SNM P application may be used for configuring the switch. See Chapter 10, “Using
SNMP.”

User Accounts

User accounts may be configured and stored directly on the switch, and user accounts may also be
configured and stored on an external authentication server or servers.

The accounts include a username and password. In addition, they a so specify the user’s privileges or end-
user profile, depending on the type of user account. In either case, the user is given read-only or read-write
access to particular commands.

e | ocal User Database

The user command creates accounts directly on the switch. See Chapter 7, “Managing Switch User
Accounts,”for information about creating accounts on the switch.

e External Authentication Servers

The switch may be set up to communicate with external authentication servers that contain user
information. The user information includes usernames and passwords; it may also include privilege
information or reference an end-user profile name.

For information about setting up the switch to communicate with external authentication servers, see the
OmniSwitch AOS Release 8 Network Configuration Guide.
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Accessing the Micro-USB or RJ-45 Console Port

Micro-USB
The following procedure is used for accessing the switch using the micro-USB console connection.
1 Download and install the USB to UART device driver from the following location:
www.silabs.com/pr oducts/devel opment-tool s/softwar e/usb-to-uart-bridge-vcp-drivers
2 Connect the OmniSwitch to the USB port of your device using the amicro-USB to USB cable.
3 The OmniSwitch will be recognized as anew USB device and assigned a COM port.
4 Useyour termina emulation program to assign the OmniSwitch to the appropriate COM port.

Note: Each switch will be seen as anew USB device and assigned a different COM port. Use your
terminal emulation program to switch between COM ports as required.

5 At thelogin prompt, enter the default admin as the username and switch as the password or any valid
username and password. The welcome banner of the switch is displayed, followed by the CL1 prompt.

Welcome to the Alcatel-Lucent Enterprise 0S6860 8.3.1.313.R01 GA, August 31, 2016.

Copyright (c) 1994-2014 Alcatel-Lucent. All Rights Reserved.
Copyright (c) 2014-2016 Alcatel-Lucent Enterprise. All Rights Reserved.

OmniSwitch(tm) is a trademark of Alcatel-Lucent,
registered in the United States Patent and Trademark Office.

RJ45-to-DB9

The following procedure is used for accessing the switch using the RJ-45 console connection.

1 Connect the OmniSwitch to the serial port of your device using an RJ}-45 cable and an RJ-45-to-DB9
connector.

2 Useyour termina emulation program to assign the OmniSwitch to the appropriate COM port.

The console port default settings are 9600 baud, 8 data bits, no parity, 1 stop bit, no flow control. If
you wish to modify the default serial connection settings use the modify boot parameter s command.

Console Port Parameters

If you wish to modify the default serial connection settings (i.e., baud rate, parity, data bits, stop bits, and
mode), use the modify boot parameter s command as shown:

-> modify boot parameters

boot serialbaudrate 19200

Boot >

Boot > boot serialparity even

Boot > boot serialwordsize 7

Boot > boot serialstopbits 2

Boot > boot serialmode modemControlOn

Boot > show
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Serial (console) baud: 19200

Serial (console) parity: even

Serial (console) wordsize: 7

Serial (console) stopbits: 2

Serial (console) mode: modemControlOn

Boot > commit system
Boot > commit boot
Boot > exit

e Qutput to the terminal may become illegible due to incompatible serial connection settings between the
switch and the terminal emulation software.

¢ |f you use the commit system command only, changes will not be saved to the switch's non-volatile
memory and will be lost if the switch is rebooted.

Configuring a USB Adapter with Bluetooth
Technology

The following procedureis used for accessing the OmniSwitch using a USB adapter with Bluetooth
technology.

1 Enable access for a USB adapter with Bluetooth technology on the OmniSwitch using the bluetooth
command.

2 Insert the USB adapter with Bluetooth technology into the USB port on the OmniSwitch.
3 The OmniSwitch will begin advertising and can now be discovered.
4 Once the OmniSwitch is discovered, it will be assigned a COM port.

Note: Each switch will be seen as anew USB adapter with Bluetooth technology and assigned a different
COM port. Use your terminal emulation program to switch between COM ports as required.

5 Useyour terminal emulation program to assign the OmniSwitch to the appropriate COM port.

6 At thelogin prompt, enter the default admin as the username and switch as the password or any valid
username and password. The switch’s welcome banner will display, followed by the CLI prompt.

Welcome to the Alcatel-Lucent Enterprise 0S6860 8.3.1.313.R01 GA, August 31, 2016.

Copyright (c) 1994-2014 Alcatel-Lucent. All Rights Reserved.
Copyright (c) 2014-2016 Alcatel-Lucent Enterprise. All Rights Reserved.

OmniSwitch(tm) is a trademark of Alcatel-Lucent,
registered in the United States Patent and Trademark Office.

Identifying the Current Connection

When configuring multiple switches using a USB adapter with Bluetooth technology it may be difficult to
determine which switch has the active connection. Issuing the show me command will cause the chassis
ID LED of the active connection to blink for 10 seconds.
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Setting the EMP Port’s IP Address

In order to access the switch through the EMP port the port's default IP and network mask should be
changed. There are multiple |P addresses to consider when configuring the EMP port.

¢ The EMP IP address shared between both CMMss, stored in the vcboot.cfg file.
e ThePrimary or Secondary’s CMM'’s | P address, stored in NVRAM. (Not required for remote access)

Only the shared EMP | P address stored in the vcboot.cfg file is required for remote access to the switch.
However, in some troubleshooting scenarios having an | P address associated to a specific CMM may be
helpful. The following must be noted if configuring an IP address stored in NVRAM:

All the EMP IP addresses and CMM’s | P addreses must be in the same subnet.
e Each of the IP addresses must be unique.

¢ Thereisno dedicated routing table for the EMP interface. All management interfaces use the same
routing table with EMP and non-EMP routes.

e Changes stored in NVRAM will remain with the CMM if the CMM is moved to a different chassis.

Modifying the Shared EMP IP Address

Use theip interface command to modify the shared EMP | P address as shown below.
-> ip interface emp address 198.51.100.100 mask 255.255.0.0

Changes made using the ip interface command are stored in the vcboot.cfg file.

Modifying the Primary or Secondary CMM’s EMP Port IP
Address

Must be connected to the associated CMM'’ s console port before attempting to change | P address
information using the modify boot parameter s command as shown below:

-> modify boot parameters

Boot > boot empipaddr 198.51.100.2
Boot > boot empmasklength 16
Boot > show

EMP IP Address: 198.51.100.2/16
(additional table output not shown)

Boot > commit system
Boot > commit boot
Boot > exit

If you use the commit system command only, changes will not be saved to the switch's non-volatile
memory and will belost if the switch is rebooted.
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Using Telnet

Telnet may be used to log into the switch from a remote station. All of the standard Telnet commands are
supported by software in the switch. When Telnet is used to log in, the switch acts as a Telnet server. If a
Telnet session isinitiated from the switch itself during alogin session, then the switch acts as a Telnet
client.

Logging Into the Switch Through Telnet

Before you can log into the switch using a Telnet interface, the telnet option of the

aaa authentication command must be enabled. Once enabled, any standard Telnet client may be used to
log into the switch. To log into the switch, open your Telnet application and enter the switch’'s IP address
(the IP address will typically be the same as the one configured for the EMP). The switch’s welcome
banner and login prompt is displayed.

Note. A Telnet connection is not secure. Secure Shell is recommended instead of Telnet.

Starting a Telnet Session from the Switch

At any time during alogin session on the switch, you can initiate a Telnet session to another switch (or
some other device) by using the telnet CLI command and the relevant | P address or hostname.

The following shows an example of telnetting to another Omni Switch:

-> telnet 198.51.100.100

Trying 198.51.100.100...

Connected to 198.51.100.100

Escape character is '*]'.

login : admin

password :

Welcome to the Alcatel-Lucent Enterprise 0S6900-X40 8.3.1.313.R01 GA, August 31,
2016.

Copyright (c) 1994-2014 Alcatel-Lucent. All Rights Reserved.
Copyright (c) 2014-2016 Alcatel-Lucent Enterprise. All Rights Reserved.

OmniSwitch(tm) is a trademark of Alcatel-Lucent,
registered in the United States Patent and Trademark Office.
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Using Secure Shell

The Secure Shell feature provides a secure mechanism that allows you to log in to a remote switch, to
execute commands on aremote device, and to move files from one device to another. Secure Shell
provides secure, encrypted communications even when your transmission is between two untrusted hosts
or over an unsecure network. Secure Shell protects against avariety of security risksincluding the
following:

e |P spoofing

e |P source routing

e DNS spoofing

e |nterception of clear-text passwords and other data by intermediate hosts

e Manipulation of data by users on intermediate hosts

Secure Shell Components

The OmniSwitch includes both client and server components of the Secure Shell interface and the Secure
Shell FTP file transfer protocol. SFTP is a subsystem of the Secure Shell protocol. All Secure Shell FTP
data are encrypted through a Secure Shell channel.

Since Secure Shell provides a secure session, the Secure Shell interface and SFTP are recommended
instead of the Telnet program or the FTP protocol for communications over TCP/IP for sending file
transfers. Both Telnet and FTP are available on the Omni Switch but they do not support encrypted
passwords.

Secure Shell Interface

The Secure Shell interface is invoked when you enter the ssh command. After the authentication process
between the client and the server is complete, the remote Secure Shell interface runs in the same way as
Telnet.

Secure Shell File Transfer Protocol

Secure Shell FTP isthe standard file transfer protocol used with Secure Shell. Secure Shell FTPisan
interactive file transfer program (similar to the industry standard FTP) which performs all file transfer
operations over a Secure Shell connection.

Y ou can invoke the Secure Shell FTP session by using the sftp command. Once the authentication phase
is complete, the Secure Shell FTP subsystem runs. Secure Shell FTP connects and logs into the specified
host, then enters an interactive command mode. Refer to “ Starting a Secure Shell Session from the
OmniSwitch” on page 2-14 for detailed information.
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Secure Shell Application Overview

Secure Shell is an access protocol used to establish secured access to your OmniSwitch. The Secure Shell
protocol can be used to manage an OmniSwitch directly or it can provide a secure mechanism for
managing network servers through the OmniSwitch.

The drawing below illustrates the Secure Shell being used as an access protocol replacing Telnet to
manage the Omni Switch. Here, the user terminal is connected through the network to the switch.

Secure Shell

Network

OmniSwitch

0t Gt O

Terminal

Figure 2-2 : Secure Shell Used as an Access Protocol

The drawing below shows a slightly different application. Here, aterminal connected to asingle switch,

which acts as a Secure Shell client is an entry point to the network. In this scenario, the client portion of

the Secure Shell software is used on the connecting switch and the server portion of Secure Shell is used
on the switches or servers being managed.

Secure Shell
Access Protocol

Secure Shell

I I

OmniSwiich Secure Secure Shell
Shell Client Server

0t Gt O

Terminal

Figure 2-3: OmniSwitch asa Secure Shell Client
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Secure Shell Authentication

Secure Shell authentication is accomplished in several phases using industry standard algorithms and
exchange mechanisms. The authentication phaseisidentical for Secure Shell and Secure Shell FTP. The
following sections describe the process in detail .

Protocol Identification

When the Secure Shell client in the OmniSwitch connects to a Secure Shell server, the server accepts the
connection and responds by sending back an identification string. The client will parse the server’s
identification string and send an identification string of its own. The purpose of the identification stringsis
to validate that the attempted connection was made to the correct port number. The strings also declare the
protocol and software version numbers. This information is needed on both the client and server sides for
debugging purposes.

At this point, the protocol identification strings are in human-readable form. Later in the authentication
process, the client and the server switch to a packet-based binary protocol, which is machine readable
only.

Algorithm and Key Exchange

The OmniSwitch Secure Shell server isidentified by one or several host-specific keys. Both the client and
server process the key exchange to choose a common algorithm for encryption, signature, and
compression. This key exchangeisincluded in the Secure Shell transport layer protocol. It uses akey
agreement to produce a shared secret that cannot be determined by either the client or the server alone.
The key exchange is combined with a signature and the host key to provide host authentication. Once the
exchange is completed, the client and the server turn encryption on using the selected algorithm and key.
The following elements are supported:

Host Key Type DSA/RSA

Cipher Algorithms AES, Blowfish, Cast, 3DES, Arcfour, Rijndael

Signature Algorithms MD5, SHA1

Compression Algorithms None Supported

Key Exchange Algorithms diffie-hellman-group-exchange-shal
diffie-hellman-groupl-shal

Key Location [flash/system

Key File Names Public
- ssh_host_key.pub, ssh_host_dsa key.pub, ssh_host_rsa_key.pub
Private

- ssh_host_key, ssh_host_dsa key, ssh_host_rsa_key

Note. The OmniSwitch contains host keys by default. The keys on the switch are made up of two files
contained on flash, a private key and a public key. To generate a different key, use the Secure Shell tools
available on your Unix or Windows system and copy the files to the Omni Switch. The new keyswill take
effect after the OmniSwitch is rebooted.
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Avuthentication Phase

When the client tries to authenticate, the server determines the process used by telling the client which
authentication methods can be used. The client has the freedom to attempt several methods listed by the
server. The server will disconnect itself from the client if a certain number of failed authentications are
attempted or if atime-out period expires. Authentication is performed independent of whether the Secure
Shell interface or the SFTP file transfer protocol will be implemented.

Connection Phase

After successful authentication, both the client and the server process the Secure Shell connection
protocol.

Using Secure Shell Public Key Authentication (PKA)

Generating and Copying Keys

The following procedure is used to set up Secure Shell PKA between an OmniSwitch and a client device.
The steps below use auserid of “new_ssh_user” on the OmniSwitch as an example:

Note. A comment must be provided when generating the public key (remote_ssh_user@device) and the
key must be in the following format:

<ssh-rsa | ssh-dsa> <encrypted key> <remote_ssh_user @device>

ExampleKey:

ssh-rsa AAAAB3NzaClyc2EAAkjgnivubn9872435nsdg8dfsgfd8dfgfd7Rahlsgeyh6
v3v6H]i14s0Xwn+jdhAHIJTM2Ig1lRjwccObEAYc67VMI+2ZwEipJISHY11gbYKTAOemOkwK
HNa+naIkWsTSwNj81lHaAkaL21LMhcHnRytBfTeyySLgNHXy6VFX1ipMN3pdtQbInOcfRI
evyxroMs7S+nMvhtrl1lhrRzNaC3iW90IskS9zNjKUd2Bec]j5+Bt1JHmlqu3Is9HE67kySd

HeF1XTMVWHDO30n9msA1vB7Bqolw26qzV3S97vbhrApQt YJANObIi1VIAEasIYIbgrkTQ
/kmDO4uMpCDgZKta7bP+P3CjBrGmK1w98 remote ssh useredevice

1 Usethe ssh-keygen utility of the OpenSSH software suite to generate a private and public key pair as
shown below:

#ssh-keygen -t rsa -C remote_ssh_user @device
2 Savethe private key on the client device.

3 Copy the the public key to the switch in the preferred directory. Including the user id as part of the
filename can help identify the different keys:

#scp ~/.ssh/new_ssh_user_rsa.pub admin@192.168.2.1.:/flash/system

4 Verify that the userid that will use SSH is avalid user name on the OmniSwitch. If the username does
not already exist on the switch create the user name with the appropriate privileges.

5 Instal the public key on the OmniSwitch for the specified user.
-> installsshkey new_ssh_user /flash/system/new_ssh_user_rsa.pub
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6 Connect to the OmniSwitch using SSH with PKA.

#ssh -0 PreferredAuthentications=publickey new_ssh_user @192.168.2.1 —v

Note. By default if PKA fails, the user is prompted for a password. Thisis the password that was specified
when the user name was created on the Omni Switch.

7 (Optiona) To enforce Secure Shell PKA on aswitch and not prompt for a password, use the ssh
enfor ce-pubkey-auth command.

Revoking a Key

The following procedure can be used to revoke akey:

->revokesshkey new_ssh_user remote_ssh_user @192.168.10.1

Starting a Secure Shell Session from the OmniSwitch

To start a Secure Shell session, issue the ssh command and identify the 1P address or hostname for the
device to which you are connecting.

The following command establishes a Secure Shell interface from the local OmniSwitch to aremote
device:

-> ssh 198.51.100.50
login as:

Y ou must have alogin and password that is recognized by the IP address you specify. When you enter
your login, the device you are logging in to, will request your password as shown here:

-> ssh 198.51.100.50
Password:
Welcome to the Alcatel-Lucent Enterprise 0S6900-X40 8.3.1.313.R01 GA, August 31,

2016.

Copyright (c) 1994-2014 Alcatel-Lucent. All Rights Reserved.
Copyright (c) 2014-2016 Alcatel-Lucent Enterprise. All Rights Reserved.

OmniSwitch(tm) is a trademark of Alcatel-Lucent,
registered in the United States Patent and Trademark Office.

Once the Secure Shell session is established, you can use the remote device specified by the IP address on
a secure connection from your Omni Switch.

Note. The login parameters for Secure Shell session login parameters can be affected by the session login-
attempt and session login-timeout CLI commands.
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Modifying the Login Banner

The Login Banner feature allows you to change the banner that displays whenever someone logs into the
switch. This feature can be used to display messages about user authorization and security. You can
display the same banner for al login sessions or you can implement different banners for different login
sessions. Y ou can display a different banner for logins initiated by FTP sessions than for logins initiated
by adirect console or a Telnet connection. The default login message looks similar to the following:

login : userl23

password :

Welcome to the Alcatel-Lucent Enterprise 0S6900-X40 8.3.1.313.R01 GA, August 31,
2016.

Copyright (c) 1994-2014 Alcatel-Lucent. All Rights Reserved.
Copyright (c) 2014-2016 Alcatel-Lucent Enterprise. All Rights Reserved.

OmniSwitch(tm) is a trademark of Alcatel-Lucent,
registered in the United States Patent and Trademark Office.

Here is an example of a banner that has been changed:

login : userl23

password :

Welcome to the Alcatel-Lucent Enterprise 0S6900-X40 8.3.1.313.R01 GA, August 31,
2016.

Copyright (c) 1994-2014 Alcatel-Lucent. All Rights Reserved.
Copyright (c) 2014-2016 Alcatel-Lucent Enterprise. All Rights Reserved.

OmniSwitch(tm) is a trademark of Alcatel-Lucent,
registered in the United States Patent and Trademark Office.

*kkkkkkkk* [OGIN ALERT ***kkkkhkkkhhkhkkhkhkhkkkkkk*

This switch is a secure device. Unauthorized
use of this switch will go on your permanent record.

Two steps are required to change the login banner. These steps are listed here:
e Create atext file that contains the banner you want to display in the switch’s /flash/switch directory.
¢ Enablethe text file by entering the session banner CLI command followed by the filename.

To create the text file containing the banner text, you may use the vi text editor in the switch or you create
the text file using atext editing software package and transfer the file to the switch's /flash/switch
directory.

If you want the login banner in the text file to apply to FTP switch sessions, execute the following CLI
command where the text filename is fir stbanner .txt.

-> gsession ftp banner/flash/switch/firstbanner.txt

If you want the login banner in the text file to apply to CLI switch sessions, execute the following CLI
command where the text filename is secondbanner .txt.

-> gsession cli banner/flash/switch/secondbanner.txt

If you want the login banner in the text file to apply to HTTP switch sessions, execute the following CLI
command where the text filename is thirdbanner .txt.
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-> gession http banner/flash/switch/thirdbanner.txt

The banner files must contain only ASCII characters and should bear the .txt extension. The switch will
not reproduce graphics or formatting contained in the file.

Modifying the Text Display Before Login
By default, the switch does not display any text before the login prompt for any CLI session.

At initia bootup, the switch creates apre_banner.txt filein the /flash/switch directory. Thefileis empty
and may be edited to include text that you want to display before the login prompt.

For example:
Please supply your user name and password at the prompts.

login : userl23
password :

In this example, the pre_banner.txt file has been modified with atext editor to include the Please supply
your user name and password at the prompts message.

The pre-banner text cannot be configured for FTP sessions.

To remove atext display before the login prompt, delete the pre_banner.txt file (it will be recreated at the
next bootup and will be empty), or modify the pre_banner.txt file.

Note. The banner text files located in the /flash/switch directory are not synchronized across CMMs when
using the ‘ copy running certified’ command, they must manually copied to each CMM.
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Configuring Login Parameters

Y ou can set the number of times a user may attempt unsuccessfully to log in to the switch’s CLI by using
the session login-attempt command as follows:

-> gession login-attempt 5

In this example, the user may attempt to log in to the CLI five (5) times unsuccessfully. If the user
attemptsto log in the sixth time, the switch will break the TCP connection.

Y ou may also set the length of time allowed for a successful login by using the session login-timeout
command as follows:

-> gsession login-timeout 20

In this example, the user must complete the login process within 20 seconds. This means that the time
between a user entering alogin name and the switch processing a valid password must not exceed 20
seconds. If the time-out period exceeds, the switch will break the TCP connection.

Y ou can configure the session time-out for incomplete or broken SSH session using the ssh login-grace-
time command as follows:

-> ssh login-grace-time 200

In this example, the incomplete or broken SSH session will time-out after 200 seconds. This means the
user must establish a SSH session within 200 seconds.

The time-out period can be configured between 30 seconds to 600 seconds. By default the time-out period
is set to 120 seconds.

To view the configured time-out period use the show ssh command.

Configuring the Inactivity Timer

Y ou can set the amount of time that a user must be inactive before the session times out. To change the
setting, enter the session timeout command with the type of session and the desired number of minutes.

For example:

-> session cli timeout 8
-> gsession ftp timeout 5
-> gession http timeout 10
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Enabling the DNS Resolver

A Domain Name System (DNS) resolver is an optional internet service that translates host namesinto IP
addresses. Every time you enter a host name when logging into the switch, a DNS service must look up
the name on a server and resolve the name to an |P address. Y ou can configure up to three IPv4 domain
name servers and three |Pv6 domain name servers that will be queried in turn to resolve the host name. If
all servers are queried and none can resolve the host name to an IP address, the DNSfails. If the DNS
fails, you must either enter an IP or IPv6 address in place of the host name or specify the necessary lookup
tables on one of the specified servers.

Note. Y ou do not need to enable the DNS resolver service unless you want to communicate with the switch
by using a host name. If you use an |P or IPv6 address rather than a host name, the DNS resolver serviceis
not needed.

Y ou must perform three steps on the switch to enable the DNS resol ver service.

1 Set the default domain name for DNS lookups with the ip domain-name CLI command.
-> ip domain-name mycompanyl.com

2 Usetheip domain-lookup CLI command to enable the DNS resolver service.
-> ip domain-lookup

Y ou can disable the DNS resolver by using the no ip domain-lookup command. For more information,
refer to the OmniSwitch AOS Release 8 CLI Reference Guide.

3 Specify the | P addresses of the servers with the ip name-server CLI command. These servers will be
gueried when a host lookup is requested.

-> ip name-server 189.202.191.14 189.202.191.15 189.255.19.1

Enabling the FIPS Mode

Federal Information Processing Standards (FIPS) is a mode of operation that satisfies security
requirements for cryptographic modules. It is arequirement as per the National Institute of Standards and
Technology (NIST), FIPS 140-2 standard that strong cryptographic algorithms has to be supported to
achieve FIPS compliance. When FIPS mode is enabled on OmniSwitch, FIPS 140-2 compliant encryption
is used by the Omni Switch devices in the various management interfaces such as SFTP, HTTP, Ssh and
SSL.

These strong cryptographic agorithms ensure secure communication with the device to provide
interoperability, high quality, cryptographically-based security for 1P networks through the use of
appropriate security protocols, cryptographic algorithms, and keys and prevent any form of hijacking/
hacking or attack on the device through the secure mode of communication.

FIPS mode functionalities:
e FIPS operatesin OpenSSL mode allowing only highly secure and strong cryptographic algorithms.

e OpenSSH and Web Server which use the OpenSSL as the underlying layer for secure communications
also works in the FIPS mode.

e SNMPv3 supports secure SHA+AES. MD5 or DES are not allowed.
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The FIPS mode is enabled/disabled only with areboot of the switch.

The SNMPv3 module as well as all switch management protocols such as SFTP, HTTP, SSH, and SSL
use the FIPS 140-2 compliant encryption algorithms.

Quick Steps for Configuring FIPS Mode

Prior to enabling the FIPS mode of communication, complete the following pre-requisites.

The SSH/SFTP/SSL/SNMPv3 clients should support the secure FIPS standard cryptographic
algorithms to communicate with an OmniSwitch device on FIPS mode.

SNMPv3 communications in the FIPS mode supports SHA+AES. Session establishment with MD5 or
DES should be rejected.

User-specific certificates/ keys have to be generated using FIPS compliant cryptographic algorithms.
There are no checks in the OpenSSL module to verify the FIPS compliance of the certificate/keysin
the flash.

When takeover happens, management sessions with the old Primary will be disconnected. User will
have to reconnect to the new Primary.

The following procedure is used to configure the FIPS mode on the switch:

1

4

Enable the FIPS mode on an OmniSwitch using the following command.

-> gystem fips admin-state enable

WARNING: FIPS Admin State only becomes Operational after write memory and reload
Reboot the system, an reconfirmation message is displayed. Type “Y” to confirm reload.

-> reload from working no rollback-timeout

-> Confirm Activate (Y/N) : vy

Use the show system fips to view the configured and running status of the FIPS mode on the Switch.
-> show system fips

Admin State: Enabled
Oper State: Enabled

Disable insecure management interfaces such as Telnet/ FTP manually after FIPS mode is enabled to

achieve a complete secure device.

5

Configure a user-id and password.

-> user snmpadmin password trustsha+aes sha+aes

This user-id and password can be used to access an OmniSwitch in secure mode when FIPS is enabled on
the switch.

6

Access the Omni Switch from the SSH/SFTP/SSL/SNMPv3 clients with encryption AES using the user

credentials defined.

Note. A FIPS supported client such as Absolute Telnet can be used to access the OmniSwitch.
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7 Usethe show user command to view the SNMP level configured for the user.

-> show user = snmpadmin

User name = snmpadmin,
Password expiration = 12/22/2014 11:01 (30 days from now),
Password allow to be modified date = 03/25/2014 10:59 (3 days from now),
Account lockout = Yes (Automatically unlocked after 19 minute (s) from now),
Password bad attempts = 3,
Read Only for domains = None,
Read/Write for domains = Admin System Physical Layer2 Services policy Security ,
Read/Write for families = ip rip ospf bgp vrrp ip-routing ipx ipmr ipms ,
Snmp allowed = YES,
Snmp authentication = SHA,
Snmp encryption = AES
Console-Only = Disabled

A secure session of the user “snmpadmin” is established between the client and the OmniSwitch in FIPS
enabled mode.

FIPS mode can be disabled using the system fips admin-state disable command. When the FIPS mode is
disabled, all other existing cryptographic algorithms will be supported.

Verifying Login Settings

To display information about login sessions, use the following CLI commands:

who Displays al active login sessions (e.g., console, Telnet, FTP, HTTP,
Secure Shell, Secure Shell FTP).

whoami Displays the current user session.

show session config Displays session configuration information (e.g., default prompt,

banner file name, inactivity timer, login timer, login attempts).

show dns Displays the current DNS resolver configuration and status.

For more information about these commands, refer to the OmniSwitch AOS Release 8 CLI Reference
Guide.
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This chapter describes the several methods of transferring software files onto the Omni Switch and how to
register those files for use by the switch. This chapter also describes several basic switch management
procedures and discusses the Command Line Interface (CLI) commands used.

¢ File Management (copy, secure copy, edit, rename, remove, change, and display file attributes)
¢ Directory Management (create, copy, move, remove, rename, and display directory information)
e System Date and Time (set system clock)

CLI commands are used in the configuration examples; for more details about the syntax of commands,
see the Omni Switch AOS Release 8 CLI Reference Guide.

In This Chapter

Configuration procedures described in this chapter include:
e “Switch Administration Overview” on page 3-2

e “Fileand Directory Management” on page 3-4

e “| oading Software onto the Switch” on page 3-12

e “Code Guardian” on page 3-15

e “|nstalling Software Licenses’ on page 3-16

e “Setting the System Clock” on page 3-17

e “Keychain Management” on page 3-20

e “Package and Application Manager” on page 3-22

For related information about connecting aterminal to the switch, see your Hardware Users Guide. For
information about switch command privileges, see Chapter 8, “Managing Switch Security.”

OmniSwitch AOS Release 8 Switch Management Guide  July 2020 page 3-1



Managing System Files Switch Administration Overview

Switch Administration Overview

The OmniSwitch has avariety of software features designed for different networking environments and
applications. Over the life of the switch, it isvery likely that your configuration and feature set will change
because the needs of your network are likely to expand. Also, software updates become available from
Alcatel-Lucent Enterprise. If you change your configuration to upgrade your network, you must
understand how to install switch files and to manage switch directories.

The OmniSwitch Series uses flash memory store files, including executable files (used to operate switch
features and applications), configuration files, and log files.

Y ou need to understand the various methods of |oading files onto the switch for software upgrades and
new features. Once the files are on the switch, the CLI has commands that allow you to load, copy, and
delete these files. The CLI also has commands for displaying, creating, and editing ASCI| files directly on
the switch. Y ou may also want to establish afile directory structure to help organize your files on the
switch.

All the files and directories on the switch bear atime stamp. Thisis useful for switch administration
because the time stamp allows you to tell at a glance which files are the most recent. Y ou can set the
system clock that controls these time stamps as well as other time based switch functions.

File Transfer

The switch can receive and send files by using industry standard local and remote transfer methods. Each
of these methods is defined and explained. Because file transfers can involve logging onto the switch from
aremote host, security factors, such as DNS resolver and Authenticated Switch Access requirements
should be considered.

User’s Host OmniSwitch

File Transfer from User’s
Host to the OmniSwitch

Figure 3-1: File Transfer to OmniSwitch

The OmniSwitch has adirectory structure that allows you to install new software while maintaining a
backup copy of your old configuration.
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Switch Directories

Y ou can create your own directoriesin the switch flash directory. This allows you to organize your
configuration and text files on the switch. Y ou can aso use the vi command to create files. This chapter
tells you how to make, copy, move, and delete both files and directories.

Listing Directory: /flash

Directory: /flash/certified Directory: /flash/network (Files)
| |
(Files) (Files) swlog.0
Directory: /flash/working swlog.1
|
(Files)

Figure 3-2 : Switch Flash Directory
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File and Directory Management

A number of CLI commands allow you to manage files on your switch by grouping them into sub-
directories within the switch’s flash directory. For documentation purposes, we have categorized the
commands into the following three groups.

¢ Directory commands allow you to create, copy, move, remove, rename, and display directories.
¢ Filecommands allow you copy, secure copy, edit, rename, remove, change, and display file attributes.
e Utility commands display memory and system diagnostic information.

The following illustration represents a sample flash directory. The sample directories hold various files.
This sample flash directory is used in the explanations of the directory, file and utility CL1 commands
described in the following section.

The switch may show files and directories different from the ones shown in this example.

Sample Flash Directory
swlog.0
Flash Files Network Directory
swlog.1
policy.cfg
Working Directory Certified Directory
Mos.img Mos.img
Meni.img Meni.img
filel.txt filel.txt
file2.txt file2.txt
— vchoot.cfg vcboot.cfg

Figure 3-3: Fileand Directory Management
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Tolist al the files and directoriesin the current directory, use the Iscommand. Hereis a sample display of
the flash directory.

-> 1s -1

-YwW-r--r-- 1 root 0 342 Aug 30 18:28 vcboot.cfg.l.err
drwXrwxrwx 2 root 0 1024 Aug 30 18:28 certified
drwx------ 2 root 0 1638400 Aug 30 18:28 lost+found
d--------- 2 root 0 1024 Aug 30 18:28 network
drwxr-xr-x 3 root 0 1024 Aug 30 18:28 switch
-rw-r--r-- 1 root 0 51569 Aug 30 22:52 swlog

drwxr-xr-x 2 root 0 1024 Aug 30 18:28 system
Arwxrwxrwx 2 root 0 1024 Aug 30 18:28 dirl
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Directory Commands

The directory commands are applied to the switch file system and to files contained within the file system.
When you first enter the flash directory, your login is located at the top of the directory tree. Y ou may
navigate within this directory by using the pwd and cd commands (discussed below). The location of your
login within the directory structure is called your current directory. Y ou need to observe your login
location because when you issue a command, that command applies only to directories and filesin your
current directory unless another path is specified.

The following drawing isalogical representation of the OmniSwitch file directory shownin the
illustration on page 3-4.

Flash Directory

Certified Directory Working Directory Network Directory (Files)
’ | ’ swlog.0
(Files) (Files) (File) swlog.1
Mos.img Mos.img policy.cfg
Meni.img Meni.img
vcboot.cfg vcboot.cfg

Figure 3-4 : Sample Switch Directory Tree

Determining Your Location in the File Structure

Use the pwd command to display the path to your current directory. When you first log into the switch,
your current directory isthe flash directory. If you enter the pwd command, the following will be
displayed:

-> pwd
/flash

->

The display shows the name of the current directory and its path. If your current directory isthe certified
directory and you enter the pwd command, the following will be displayed:

-> pwd
/flash/certified

->

The display shows the path to your current directory.
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Changing Directories

Use the cd command to navigate within the file directory structure. The cd command allows you to move
“up” or “down” the directory tree. To go down, you must specify a directory located in your current
directory. For example:

->pwd

/flash

->cd certified
->pwd
/flash/certified

To move “up” the directory tree, use the cd command. Enter cd .. without specifying a directory name and
your current directory will move up one directory level. If you enter cd without the dots, your current
directory will move to the top of the tree. The following example shows the cd command used where the
current directory is /flash/certified.

->pwd
/flash/certified

-> cd

->

To verify that your current directory has moved up the directory tree, use the pwd command to display
your location. The display shows you have moved up one level from the /flash/certified directory and that
your current directory is/flash.

-> pwd
/flash

If you use the cd command while you are at the top of the directory tree, the cd command will have no
effect on the location of your login. In other words, if you use cd while your current directory is/flash,
your current directory will remain /flash after you execute the cd command.

Making a New Directory

To make anew directory use the mkdir command. Y ou may specify a path for the new directory.
Otherwise, the new directory will be created in your current directory. The syntax for this command
requires a slash (/) and no space between the path and the new directory name. Also, aslash (/) isrequired
at the beginning of your path specification.

The following command makes a new directory in the dir1 directory on an OmniSwitch:

-> mkdir /flash/dirl/newdirl

Copying an Existing Directory

The cp command copies directories, as well as any associated subdirectories and files. Before using this
command, you should make sure you have enough memory space in your target directory to hold the new
material you are copying.

In this example, a copy of the dirl directory and al its contents will be created in the /flash directory.

->cp -r /flash/dirl /flash/dir2
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Removing a Directory and its Contents

The rmdir command removes the specified directory and all its contents. The following command would
remove the dir1 directory.

->rmdir /flash/diril
or

->rm -rf /flash/dirl

File Commands
The file commands apply to files located in the /flash file directory and its sub-directories.

Creating or Modifying Files

The switch has an editor for creating or modifying files. The editor isinvoked by entering the vi command
and the name of the new file or existing file that you want to modify. For example:

-> vi /flash/my file

This command puts the switch in editor mode for my_file. If my_file does not already exist, the switch

will create the file in the flash directory. In the editing mode, the switch uses command keystrokes similar

to any vi UNIX text editor. For example, to quit the edit session and save changesto thefile, type ZZ.
Copy an Existing File

Use the cp command to copy an existing file. Y ou can specify the path and filename for the original file
being copied as well as the path and filename for the new copy being created. If no path is specified, the
command assumes the current directory.

For example:
->cp /flash/dirl/sourcefile.img /flash/certified
->cp sourcefile.img /flash/certified

->cp /flash/dirl/sourcefile.img newfile.img

Secure Copy an Existing File

Use the scp command to copy an existing file in a secure manner. Y ou can specify the path and filename
for the original file being copied as well as the path and filename for a new copy being created. If no path
is specified, the command assumes the current directory. The following syntax copies al of the imagefiles
in the working directory from aremote switch to the local working directory:

-> scp admin@l198.51.100.1:/flash/working/*.img /flash/working
admin's password for keyboard-interactive method:

This second example helps copy al the image files from the user’ s current wor king directory to the
remote switch’sworking directory. A copy of all the image files will appear in the /flash/working
directory of the remote switch, once the following command is executed.

-> gscp /flash/working/*.img admin@l198.51.100.1:/flash/working
admin's password for keyboard-interactive method:
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Move an Existing File or Directory

The mv command is used to move an existing file or directory to another location. Y ou can specify the
path and name for the file or directory being moved. If no path is specified, the command assumes the
current path. Y ou can aso specify apath and a new name for the file or directory being moved. If no name
is specified, the existing name will be used.

-> mv /flash/testfiles/testfile2 /flash/working/testfile2
-> mv testfile2 /flash/working/newtestfile2

Change File Attribute and Permissions

The chmod command can be used to change read-write privileges for the specified file. The following
syntax sets the privilege for the configl.txt file to read-write. In this example, the user’s current directory
isthe /flash file directory. For example:

To set the permission for the configl.txt file to read-only, use the following syntax.
-> chmod -w /flash/configl.txt
To set the permission for the configl.txt file to read/write, use the following syntax.

-> chmod +w /flash/configl.txt

Delete an Existing File

The delete command deletes an existing file. If you use the rm command from the directory containing the
file, you do not need to specify a path. If you arein another directory, you must specify the path and name
for the file being deleted. For example:

-> rm /flash/config.txt
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Utility Commands

The utility commands include freespace, fsck, and newfs. These commands are used to check and verify
flash.

Displaying Free Memory Space

The freespace command displays the amount of free memory space available for use in the switch’sfile
system. Y ou may issue this command from any location in the switch’s directory tree.

-> freespace
/flash 16480256 bytes free

Performing a File System Check

The fsck command performs a file system check and can repair any errors found. It displays diagnostic
information in the event of file corruption.

There are two options available with the fsck command: no-repair and repair. Specifying the no-repair
option performs only the file system check whereas specifying the repair option performs the file system
check and also repairs any errors found on the file system.

If you want to repair any errors found automatically while performing the file system check, you must
specify the flash directory as follows:

-> fsck /uflash repair

The screen displays the following output:

/uflash/ - disk check in progress ...
/uflash/ - Volume is OK
Change volume Id from 0x0 to Oxef2e3c

total # of clusters: 29,758
# of free clusters: 18,886
# of bad clusters: 0
total free space: 77,357,056
max contiguous free space: 55,451,648 bytes
# of files: 59
# of folders: 5
total bytes in files: 44,357,695
# of lost chains: O
total bytes in lost chains: 0

While performing the repair operation, the switch will display the errors found and specify those errors
that have been repaired. If there are no errors found, then just the file system information is displayed.
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Deleting the Entire File System

The newfs command deletes the file system and all the files and directories contained in it. This command
is used when you want to reload all filesin the file system.

Caution. Thiscommand will delete all of the switch’'s system files. All configurations programmed into the
switch will belost. Do not use this command unless you are prepared to reload all files.

OmniSwitch AOS Release 8 Switch Management Guide  July 2020 page 3-11



Managing System Files Loading Software onto the Switch

Loading Software onto the Switch

There are multiple methods for loading software to and from your switch. The method you use depends on
your workstation software, your hardware configuration, and the location and condition of your switch.
These methods are discussed here.

e FTP/SFTP/SCP Server—Y ou can use the switch asa FTP/SFTP server. If you have client software
on your workstation, you can transfer afile to the switch. Thisis normally done to load or upgrade the
switch’s software or configurations.

e TFTP Client—You can use the TFTP client functionality on an OmniSwitch to transfer software to/
froma TFTP server.

e FTP/SFTP/SCP Client—Y ou can use the switch as an FTP/SFTP client by connecting aterminal to
the switch’s console port and using standard FTP commands. This feature is useful in cases where you
do not have access to a workstation with an FTP client.

Using the Switch as a Server

The switch can act as a server for receiving files transferred from your workstation. Y ou can transfer
software files to the switch by using standard client software located on a host workstation. Thisis
normally doneto load or upgrade the switch software.

Workstation OmniSwiich

The FTP Client software

on the Workstation sends a

file fromthe Workstation to

the OmniSwitch
FTP Client FTP Server

Figure 3-5: OmniSwitch asa Server

The following describes how to transfer files where the switch is acting as an FTP server.

1 Logintotheswitch. Use your workstation’s FTP client software just as you would with any FTP
application. To log in to the switch, start your FTP client. Where the FTP client asksfor “Name”, enter the
I P address of your switch. Where the FTP client asks for “User ID”, enter the username of your login
account on the switch. Where the FTP client asks for “Password”, enter your switch password.

2 Specify thetransfer mode. If you are transferring a switch image file, you must specify the binary
transfer mode on your FTP client. If you are transferring a configuration file, you must specify the ASCII
transfer mode.

3 Transfer thefile. Usethe FTP “put” command or click the client’s download button to send the file to
the switch.
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Using the Switch as an FTP Client

Using the switch as an FTP client is useful in cases where you do not have access to aworkstation with an
FTP client. You can establish an FTP session locally by connecting aterminal to the switch console port.
Y ou can also establish an FTP session to a remote switch by using a Telnet session. Once you are logged
into the switch as an FTP client, you can use standard FTP commands.

Use the switch ftp command to start its FTP client.
1 Establish a connection to the switch as explained in your appropriate Hardware Users Guide.

2 Log onto the switch and enter the ftp command to start the FTP client. Next, enter avalid host name
or |P address.

-> ftp 198.51.100.101

Connecting to [198.51.100.101]...connected
220 cosmo FTP server (UNIX(r) System V Release 4.1) ready
Name :

Note. You can only use a host name instead of an |P address if the DNS resolver has been configured and
enabled. If not, you must specify an |P address.

3 Set the client to binary mode with the bin command. Enter avalid user name and password for the host
you specified with the ftp command. A screen similar to the following is displayed:

Name: Jsmith

331 Password required for Jsmith
Password: ****x*

230 User Jsmith logged in.

4 After logging in, you will receive the ftp-> prompt. Y ou may enter a question mark (?) to view
available FTP commands as shown below.

ftp->?

Supported commands:

ascii binary bye cd delete
dir get help hash 1s

put pwd quit remotehelp user
lpwd mput mget prompt Ils
lcd user
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Using Secure Shell FTP

1 Log on to the OmniSwitch and issue the sftp CLI command. The command syntax requires you to
identify the IP address for the device you are connecting to. The following command establishes a Secure
Shell FTP interface from the local OmniSwitch to | P address 198.51.100.125.

-> sftp 198.51.100.125
login as:

2 You must have alogin and password that is recognized by the | P address you specify. When you enter
your login, the device you are logging in to, will request your password as shown here.

-> sftp 198.51.100.125

login as: rrlogin2
rrlogin2's password for keyboard-interactive method:

3 After logging in, you will receive the sftp> prompt. Y ou may enter a question mark (?) to view
available Secure Shell FTP commands and their definitions

Closing a Secure Shell FTP Session

To terminate the Secure Shell FTP session, issue the exit command. The following will display:

-> exit
Connection to 10.222.30.125 closed.

Using TFTP to Transfer Files

Trivia File Transfer Protocol (TFTP), a client-server protocol, can be used to transfer files between the
TFTP server and client. TFTP client functionality on the OmniSwitch is used to download files from or
upload filesto the TFTP server within aLAN using the tftp command.

The following is an example of how to start a TFTP session to download afile from a TFTP server:
-> tftp -g -1 local file -r remote file 198.51.100.50

When you enter the above command the following actions are performed:

e Establishesa TFTP session with the TFTP server 198.51.100.50.

e Downloadsthe ‘remote file' file and savesit to file named ‘local_file'.

Y ou can specify apath for the specified file and if the file name is specified without a path then the
current path (/flash) is used by default. If alocal filename is not specified, then the remote filename is
used by default. A TFTP server does not prompt for a user to login and only one active TFTP session is
allowed at any point of time.

Note. When downloading a file to the switch, the file size must not exceed the available flash space.
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ALE Secured Code

Alcatel-Lucent Enterprise provides network equipment that is hardened in conjunction with an indepen-
dent 3rd party organization. ALE Secured Code promotes security and assurance at the network device
level using independent verification and validation of source code and software diversification to prevent
exploitation. OmniSwitch products can aso be delivered that are TAA Country of Origin USA compliant
with AOS software loaded from US based servers onto the OmniSwitch in aUS factory.

ALE Secured Code employs multiple techniques to identify vulnerabilities such as software architecture
reviews, source code analysis (using both manual techniques and automated tools), vulnerability scanning
tools and techniques, as well as analysis of known vulnerabilities in third party code.

Softwar e Diver sification

Software diversification rearranges the memory map of the executable program so that various instances
of the same software, while functionally identical, are arranged differently in memory. In AOS 8.6.R01,
ALE has adopted address system layout randomization (ASLR) as a standard feature. ASLR resultsin a
unique memory layout of the running software each time the OmniSwitch reboots to impede or prevent
software exploitation. ASLR is depicted below showing that two different system boots resultsin two
different memory layouts for code segments, data segments, dynamic libraries, etc.

ASLR

Boot 1 Code m BSS | | Heap DLLZ Stack DLL1

Boot 2 DLLZ Code m BSS Hesp DLL1 Stack

Figure 3-6 : ALE Secured Code

OmniSwitch AOS Release 8 Switch Management Guide  July 2020 page 3-15



Managing System Files Installing Software Licenses

Installing Software Licenses

Some features require a software license and are restricted only to alicensed user. Purchasing alicense
part number along with an authorization code from Alcatel-Lucent Enterpriseis required. The
authorization code is then used to generate alicensefile.

To generate alicensefile, install the file on the switch, and active features, do the following:

1 Log on to https://businessportal 2.al catel-lucent.com and provide the customer number, order number,
activation code along with serial number and MAC address of the switch. Use the serial number and
CMM MAC address from the show chassis command.

A licensefile, for example swlicense.txt, is generated. A license file can have any name.
2 Savethe swlicense.txt file in the /flash directory of the primary CMM.

3 Toinstal the license onto the switch, use the license apply command with the file name or the license
key and reboot the switch. For example:

-> license apply file /flash/swlicense.txt
or
-> license apply key 'hasJ-i{v!-[gVW-YPrt-t@YK' order-id "01234567"

4 To verify the installation after reboot, use the show license-info command.

Note.

- For multiple entries of serial numbers, MAC addresses, and authorization codes, use a CSV formatted file
and upload the file on to the website. A single licensefile is generated for all the switches.

- Oncethelicenseis applied, it is written to the EEPROM and the licensefile is no longer needed.

- The MACsec license is asite license and uses an order ID instead of a serial number and MAC address.

- Using key option, the license key can be directly entered in the command. The license key can contain
specia characters; it is required to encase the key using single quote character (). The key input is needed
only for applying MACsec license.

- For MACsec and 10G license, areboot is not required.
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Setting the System Clock

The switch clock displaystime by using a 24-hour clock format. It can aso be set for use in any time
zone. Daylight Savings Time (DST) is supported for a number of standard time zones. DST parameters
can be programmed to support non-standard time zones and time off-set applications.

All switch files and directories listed in the flash directory bear atime stamp. This feature is useful for file
management purposes.

Setting Date and Time

You can set the local date, time zone, and time for your switch or you can also set the switch to run on
Universal Time Coordinate (UTC or GMT).

Date

To display the current system date for your switch, use the system date command. If you do not specify a
new date in the command line, the switch will display the current system date.

To modify the switch’s current system date, enter the new date with the command syntax. The following
command will set the switch’s system date to June 23, 2002.

-> gystem date 06/23/2002

When you specify the date you must use the mm/dd/yyyy syntax where mmis the month, dd is the day and
yyyy isthe year.

Time Zone

To determine the current time zone or to specify a new time zone for your switch, use the system
timezone command. This specifies the time zone for the switch and sets the system clock to runon UTC
time (or Greenwich Mean Time). The following is displayed for the Pacific standard time zone:

-> gystem timezone
PST: (Coordinated Universal Time) UTC-8 hours

To set anew time zone for the system clock, use the system timezone command along with the
appropriate time zone abbreviation. Refer to the table in “ Daylight Savings Time Configuration” on
page 3-18 for time zone abbreviations. The following command sets the system clock to run on Pacific
Standard Time:

-> system timezone pst

Time

To display the current local time for your switch, use the system time command. If you do not specify a
new time in the command line, the current system time is displayed as shown:

-> gystem time
17:08:51

To modify the switch’s current system time, enter the system time command. When you specify the time
you must use the hh: mm: ss syntax where hh is the hour based on a 24 hour clock. The mm syntax
represents minutes and ss represents seconds. Y ou must use two digits to specify the minutes and two
digits to specify the seconds. The following command will set the switch’s system time to 10:45:00 am:
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-> gystem time 10:45:00

The following command will set the switch’s system time to 3:14:00 p.m:

-> gystem time 15:41:00

Daylight Savings Time Configuration

The switch automatically adjusts for Daylight Savings Time (DST) depending on the timezone selected. If
the configured timezone supports DST it is automatically enabled and cannot be disabled. If the

configured timezone does not support DST it is automatically disabled and cannot be enabled. Refer to the
table on page 3-18 to determine daylight savings time settings.

The following table shows alist of supported time zone abbreviations and DST parameters.

Figure 3-7: Time Zone and DST Information Table

Hoursfrom
Abbreviation | Name uTC DST Start DST End DST Change
nzst New Zealand +12:00 1st Sunday in Oct. at| 3rd Sunday in Mar. | 1:00
2:00 am. at 3:00 am.
zpll No standard name | +11:00 No default No default No default
aest Australia East +10:00 Last Sunday in Oct. | Last Sunday in Mar. | 1:00
at 2:00 am. at 3:00 am.
gst Guam +10:00 No default No default No default
acst Australia Central +09:30 Last Sunday in Oct. | Last Sunday in Mar. | 1:00
Time at 2:00 am. at 3:00 am.
jst Japan +09:00 No default No default No default
kst Korea +09:00 No default No default No default
awst Australia West +08:00 No default No default No default
Zp8 Ching; +08:00 No default No default No default
Manila, Philippines
zp7 Bangkok +07:00 No default No default No default
Zp6 No standard name | +06:00 No default No default No default
zp5 No standard name | +05:00 No default No default No default
zp4 No standard name | +04:00 No default No default No default
msk Moscow +03:00 Last Sunday in Mar. | Last Sunday in Oct. | 1:00
at 2:00 am. at 3:00 am.
eet Eastern Europe +02:00 Last Sunday in Mar. | Last Sunday in Oct. | 1:00
at 2:00 am. at 3:00 am.
cet Central Europe +01:00 Last Sunday in Mar. | Last Sunday in Oct. | 1:00
at 2:00 am. at 3:00 am.
met Middle Europe +01:00 Last Sunday in Mar. | Last Sunday in Oct. | 1:00
at 2:00 am. at 3:00 am.
bst British Standard +00:00 Last Sunday in Mar. | Last Sunday in Oct. | 1:00
Time at 1:00 am. at 3:00 am.
wet Western Europe +00:00 Last Sunday in Mar. | Last Sunday in Oct. | 1:00
at 1:00 am. at 3:00 am.
gmt Greenwich Mean +00:00 No default No default No default
Time
wat West Africa -01:00 No default No default No default
zm2 No standard name | -02:00 No default No default No default
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Figure 3-7: Time Zone and DST Information Table (continued)

Hoursfrom
Abbreviation | Name uTC DST Start DST End DST Change
zm3 No standard name -03:00 No default No default No default
nst Newfoundland -03:30 1st Sunday in Apr. at| Last Sunday in Oct. | 1:00
2:00 am. at 2:00 am.

ast Atlantic Standard -04:00 2nd Sunday in Mar. | 1st Sunday inNov. at| 1:00

Time at 2:00 am. 2:00am.
est Eastern Standard -05:00 2nd Sunday in Mar. | 1st Sunday inNov. at| 1:00

Time at 2:00 am. 2:00am.
cst Central Standard -06:00 2nd Sunday in Mar. | 1st Sunday inNov. at| 1:00

Time at 2:00 am. 2:00am.
mst Mountain Standard | -07:00 2nd Sunday in Mar. | 1st Sunday inNov. at| 1:00

Time at 2:00 am. 2:00am.
pst Pacific Standard -08:00 2nd Sunday in Mar. | 1st Sunday inNov. at| 1:00

Time at 2:00 am. 2:00am.
astcam Atlantic Standard -04:00 1st Sunday in Apr. at| Last Sunday in Oct. | 1:00

Time 2:00 am. at 2:00 am.

Central America
estcam Eastern Standard -05:00 1st Sunday in Apr. at| Last Sunday in Oct. | 1:00

Time 2:00am. at 2:00 am.

Central America
cstcam Central Standard -06:00 1st Sunday in Apr. at| Last Sunday in Oct. | 1:00

Time 2:00 am. at 2:00 am.

Central America
mstcam Mountain Standard | -07:00 1st Sunday in Apr. at| Last Sunday in Oct. | 1:00

Time 2:00 am. at 2:00 am.

Central America
pstcam Pacific Standard -08:00 1st Sunday in Apr. at| Last Sunday in Oct. | 1:00

Time 2:00am. at 2:00 am.

Central America
akst Alaska -09:00 1st Sunday in Apr. at| Last Sunday inOct. | 1:00

2:00 am. at 2:00 am.
hst Hawaii -10:00 No default No default No default
zmll No standard name | -11:00 No default No default No default
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Keychain Management

The keychain module is a centralized key management mechanism in AOS. Any module using key
management service ensures enhanced security with regular rotation of the keys. Each keychain defines
set of keyswith start time and end time.

To configure akey chain, an administrator defines a series of keys, and the router software rotates through
them. Each key also has an associated timeinterval, or ‘lifetime’ for which it will be activated. The
authentication code included in each key is called the key string.

When a user application (like OSPF, |SIS) receives a packet, it has to be authenticated as per the
authentication type, key, and message digest. When akeychain is associated with a user application, hello
packets are authenticated using key provided by the keychain module.

The authentication is passed when following conditions are satisfied. Else, the adjacency is not formed
and hello packet is discarded.

e Current active key defined in keychain and key in the packet are same.

e Authentication type of the current key in the keychain and the authentication type mentioned in the
packet are same.

e Message digest calculated by the keychain manager based on the active key and message digest carried
in the packet are same.

Generating Random Key

Use security key-chain gen-random-key command to generate a 32-byte or 64-byte random key. The
generated key can be used as an input value for hex-key or encrypt-key while creating a security key.

-> security key-chain gen-random-key
0x0102030405060708090A0BOCODOEQOF

-> security key-chain gen-random-key-256
0x0102030405060708090A0BOCODOEOF0102030405060708090A0BOCODOEOF

Configuring a Key

Configure a key by defining the key ID, the key format in hexadecimal format or plain text to provide
security consideration on the authentication key, key activation time/start-time in date and minutes, and
lifetime (validity duration of the key in terms of days and time) by using the security key command. The
switch can have a maximum of 256 keys.

The following command configures SHA 256 authentication algorithm as authentication key.

-> gsecurity key 5 algorithm sha256 key "passwordstringl23" start-time 1/31/2017
00:00 life-time 180 10:30

Note.
- A keychain using the aes-gcm-128 authentication algorithm must be attached to MACsec interface for its
static-SAK configured under MACsec mode "static" only.

- A keychain using the AES-CMAC-128 or AES-CM A C-256 authentication algorithm can be attached to
MA Csec interface for its Static Connectivity Association Key (static-CAK) using Pre-Shared key config-
ured under MACsec mode "dynamic” only. AES-CMA C-256 option would be supported only on

OmniSwitch AOS Release 8 Switch Management Guide  July 2020 page 3-20



Managing System Files Keychain Management

platforms supporting 256-bit key. For more information on MACsec configuration, refer to the “Ethernet
Port Commands” chapter in the OmniSwitch AOS Release 8 CLI Reference Guide.

Use the no form of this command to delete akey. To delete akey, first disassociate the keychain from a
user application, and detach the key from the keychain.

-> no security key 5

Use show security key command to view the configured keys in the system.

Creating a Keychain

Use security key-chain command to create a keychain. There can be a maximum of 32 keychainsin the
device, and each of them can hold multiple keys of the same algorithm type.

-> security key-chain 1 globalKeyChain
Use the no form of this command to delete akeychain.
-> no security key-chain 1

To delete akeychain, first disassociate the keychain from the user application. Deleting a keychain will
not del ete the keys associated with the keychain. Keyswill subsequently remain configured, but will not
be associated to any keychain, until reassociation.

Use show security key-chain to view the configured keychains in the system

Associating a Key into Keychain
Associate akey into the specified keychain by using the security key-chain key command.
-> security key-chain 1 key 5
Use the no form of this command disassociate a key from a security keychain.
-> no security key-chain 1

To disassociate a key from the keychain, first disassociate the keychain from the user application, and
detach the key from the keychain.
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Package and Application Manager

Package and Application Manager

To modularize AOS applications, a new framework isimplemented.

The framework provides a generic infrastructure to install the AOS or non-AOS/ Third party Debian
packages and to support start, stop, and restart of applications residing in the Debian packages without the
need for the system reboot.

The framework consists of three functional components:

e Package manager (pkgmgr) - responsible for validation, extraction and installation of the non-AOS
Debian packages on the AOS switch.

e Application manager (appmgr) - responsible for launching (i.e. start/stop/restart) the applications
present in the Debian packages using a package-specific installation script present in a prescribed
format in the Debian packages.

e File synchronization utility - responsible for relaying commands and synchronizing the Debian
packages and appli cation-specific configuration files across multiple unitsin aVVC or Stack.

Package Manager

The package manager framework supports installing and upgrading packages for applications such as
OVSDB, NTP, and security patches for OpenSSL libraries and binaries.

For certain package type, during the initial upgrade the current binaries of the firmware image is backed
up. It isrestored when the installed package is removed.

All the installation, upgrade, security patch upgrade and removal are managed by the specific Debian

package.

Installing and Upgrading Third Party Application Packages

The Third-Party (TPS) application upgrade and security patch upgrade are bundled into a Debian package
which makes the managing of TPS application easier.

The following table summaries the type of Debian package.

Package Type

Applications

Reboot
Required:
Install

Reboot
Required:
Removal

Back up Binaries/Libraries

Patch

OpenSSL

yes

yes

No back up. Restored to the original version
in firmware after package removal, commit
and reload.

Upgrade

NTPD

no

no

The Current running binaries and libraries are
backed up during installation. The backed up
binaries and libraries are restored during
package removal and commit.

Application

OVSDB, Web-
View 2.0, ams-

app

no

no

Back up is application package dependent. It
isembedded withing the package to backup or
not backup depending on the application.

For installation procedure, refer “Installing the Debian Package’

on page 3-23.

The switch must be rebooted for security patch upgrade. For other upgrade reboot is not required.
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The upgraded or installed new package can be rolled back in an event where the newly installed patch,
upgrade or package results in an unexpected behavior.

To remove the package, refer “ To Remove a Package” on page 3-24.
Thelist of AOS applications which uses the Debian package are:
AMS and AMS-Apps

e NTP

OpenSSL
OvSsDB

WebView 2.0

Installing the Debian Package

Download the required Debian package from the service and support website (businessportal 2.al catel -
lucent.com). The Debian package file must be copied to the pkg directory in the running directory. For
example, if working is the running directory, then copy to /flash/working/pkg directory of the switch.

Follow the stepsin this section for a quick tutorial on how to install Debian packages on the Omni Switch.

1 Usethe pkgmgr verify command to verify the contents of the downloaded Debian package. For
example:

-> pkgmgr verify ams-8.7.R02-62.deb
CLI output:
Verifying MD5 checksum.. OK

2 Usethe pkgmgr install command to install Debian packages for non-AOS software applications (like
AMS and WebView 2.0). For example:

-> pkgmgr install ams-8.7.R02-62.deb

Note. The Debian Packages installation on an AOS version is supported only if it is of the same AOS
release version.
Multiple Debian Packages cannot be installed for an application at the same time.

3 After the packageisinstalled successfully, use the pkgmgr commit command to save the installation
permanently. For example:

-> pkgmgr commit
System Memory check.. PASS
Unpacking ams (from /flash/working/pkg/ams-8.7.R02-62.deb) ...
Setting up ams (ams-8.7.R02-62)...
Installing package ams-8.7.R02-62.deb .. OK
Package (s) Committed

Note. If the installed package is not commited it will not be loaded when the switch is reloaded and during
V C-takeover.

For security patch upgrades, the switch must be reloaded after installing and committing the package.
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4 To display the packages currently installed or committed, use the pkgmgr list command. For example:

-> pkgmgr list ams
Legend: (+) indicates package is not saved across reboot

Name Version Status Install Script

—————————— e it e

+ams 8.7.R02-62 installed /flash/working/pkg/ams/install.sh
ams-apps default installed default

To Remove a Package
Theinstalled package can be removed by using the pkgmgr remove command. For example:
-> pkgmgr remove ntpd

After the package is removed successfully, use the pkgmgr commit command to save it permanently. For
example:

-> pkgmgr commit

Note. If a security patch upgrade package is removed (ex. OpenSSL), the switch must be reloaded to roll
back to the version that came in the AOS image.

Whileinstalling an upgrade package (for example, NTP package) the currnet running binaries and
libraries are backed up. Since upgrade package does not require a switch reboot the initia binaries are
backed up.

When the installed package is removed successfully, the version from the AOS imagesis rolled back by
default.

For more details about the syntax of commands, see the OmniSwitch AOS Release 8 CLI Reference Guide.

Sample Installation Procedure

The following sample procedure displays how a NTP package upgrade isinstalled on the switch after
receiving the Debian package.

Let us consider the NTP Debian package is tos-ntpd-8.7.R01-67.deb. The package is downloaded to the
"pkg" directory inside the running directory of the switch.

1 Install the package:
-> pkgmgr install tos-ntpd-8.7.R01-67.deb

Verifying MD5 checksum.. OK
System Memory check.. PASS
Extracting control files for package tos-ntpd-8.7.R01-67.deb .. OK
Package Dependency check.. PASS
Unpacking ntpd (from /flash/working/pkg/tos-ntpd-8.7.R01-67.deb)...
Setting up ntpd (8.7.R01-67)...

Installing package tos-ntpd-8.7.R01-67.deb .. OK
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2 Commit the package to save the installation permanently:
-> pkgmgr commit
Package (s) Committed
3 Verify theinstalation status:
-> pkgmgr list
Legend: (+) indicates package is not saved across reboot

(*) indicates packages will be installed or removed after reload

Name Version Status Install Script
——————————————— e et e e R

ams default installed default

ams-apps default installed default

ntpd 8.7.R01-67 installed /flash/working/pkg/ntpd/install.sh

Application Manager

The application manager allowsto launch the individual applications from the package after installation. It
allowsto stop, start or restart an application without system reboot.

Note. The application manager functions can be performed on the application only after the application
packageisinstalled.

The application can be started, stopped or restarted using the appmgr CLI command.

Starting an Application
The application can be launched from the installed Debian package. For example:
-> appmgr start ams config-dbase
The above exampl e starts the config-dbase application from the AM S package.
To save the settings on successive reboots the changes must be commited. For example:

-> appmgr commit

Note. An application can be commited only if its package isin committed-installed state. Verify the status
using pkgmgr list CLI command.

Stopping an Application

The active application from a package can be stopped anytime. For example;

-> appmgr stop ams config-dbase

The above exampl e stops the config-dbase application from the AM S package.
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To save the settings on successive reboots the changes must be commited. For example:

-> appmgr commit

Restarting an Application
The active application can be stopped and started. For example:

-> appmgr restart ams config-dbase
The above exampl e restarts the config-dbase application from the AM S package.
To save the settings on successive reboots the changes must be commited. For example:

-> appmgr commit

Viewing the Application Status

The status of the application can be viewed using the appmgr list CLI command. It displaysif the
application is currently started, stopped or commited. For example:

-> appmgr list

Legend: (+) indicates application is not saved across reboot

Application Status Package Name User/Group Status TimeStamp
——————————— B B e e i

+ broker stopped ams admin/user Mon Nov 25 17:07:54 2019
config-sync started ams admin/user Tue Nov 12 11:43:12 2019
config-dbase started ams admin/user Tue Nov 12 11:43:39 2019
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The CMM (Chassis Management Module) software runs the OmniSwitch Series switches. Each

Omni Switch chassis can run with two CMMs to provide redundancy; one CMM is designated as the
primary CMM, and the other is designated as the secondary CMM. The directory structure of the CMM
software is designed to prevent corrupting or losing switch files. It also allows you to retrieve a previous
version of the switch software.

In This Chapter

This chapter describes the basic functions of CMM software directory management and how to implement
them by using the Command Line Interface (CLI). CLI commands are used in the configuration examples,
for more details about the syntax of commands, see the OmniSwitch AOS Release 8 CLI Reference Guide.

This chapter contains the following information:

¢ Theinteraction between the running configuration, the working directory, and the certified directory is
described in “CMM Files’ on page 4-2.

e A description of how to restore older versions of files and prevent switch downtime is described in
“ Software Rollback Feature” on page 4-3.

e The CLI commands available for use and the correct way to implement them are listed in “Managing
Switch Configurations - Single CMM” on page 4-10.

e Managing, upgrading and restoring files using a USB flash drive described in “Using the USB Flash
Drive” on page 4-20.

e The CLI command used to check the integrity of image filesis described in “ Checking the Integrity of
the Image” on page 4-23

Notes.

e Theformat of the Alcatel-Lucent Enterprise certified USB Flash Drive must be FAT32. To avoid file
corruption issues the USB Drive should be stopped before removing from a PC. Directory names are
case sensitive and must be lower case.

e Many of the examplesin this chapter use the working directory asthe RUNNING DIRECTORY .
However, any user-defined directory can be configured as the RUNNING DIRECTORY.
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CMM Files

The management of a switch is controlled by the following types of files:

Image files, which are proprietary code developed by Alcatel-L ucent Enterprise. These files are not
configurable by the user, but may be upgraded from one release to the next. These files are also known
as archive files asthey are really the repository of several smaller files grouped together under a
common heading.

A configuration file, named vcboot.cfg, which isan ASCII-based text file, sets and controls the
configurable functions inherent in the image files provided with the switch. Thisfile can be modified
by the user. When the switch boots, it looks for the file called veboot.cfg. It uses thisfile to set various
switch parameters defined by the imagefiles.

Modifications to the switch parameters affect or change the configuration file. The image files are static
for the purposes of running the switch (though they can be updated and revised with future releases or
enhancements). Image and configuration files are stored in the Flash memory (which is equivaent to a
hard drive memory) in specified directories. When the switch is running, it loads the image and
configuration files from the Flash memory into the RAM. When changes are made to the configuration
file, the changes are first stored in the RAM. The procedures for saving these changes viathe CL1 are
detailed in the sections to follow.

CMM Software Directory Structure

The directory structure that stores the image and configuration filesis divided into multiple parts:

The certified directory containsfiles that have been certified by an authorized user as the default files
for the switch. Should the switch reboot, it would reload the files in the certified directory to reactivate
its functionality. Configuration changes CAN NOT be saved directly to the certified directory.

The working directory contains files that may or may not be altered from the certified directory. The
working directory isaholding place for new files. Files in the working directory must be tested before
committing them to the certified directory. Y ou can save configuration changes to the working
directory.

User-defined directories are any other directories created by the user. These directories are similar to
the working directory in that they can contain image and configuration files. These directories can have
any name and can be used to store additional switch configurations. Configuration changes CAN be
saved directly to any user-defined directory.

The RUNNING DIRECTORY isthe directory that configuration changes will be saved to. Typically
the RUNNING DIRECTORY isthe directory that the switch booted from, however, any directory can
be configured to be the RUNNING DIRECTORY .

The RUNNING CONFIGURATION isthe current operating configuration of the switch obtained from
the directory the switch booted from in addition to any additional configuration changes made by the
user. The RUNNING CONFIGURATION resides in the switch’s RAM.

Where is the Switch Running From?

When a switch boots the RUNNING CONFIGURATION will come from either the certified, working, or
a user-defined directory. A switch can be rebooted to run from any directory using the reload from
command.
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At the time of anormal boot (cold start or by using the reload command) the switch will reboot from
CERTIFIED directory if contents (images and vcboot.cfg) are different from the RUNNING
DIRECTORY. If contents are the same, the switch will reboot from the RUNNING DIRECTORY .

If the RUNNING DIRECTORY isthe certified directory, you will not be able to save any changes made
to the RUNNING CONFIGURATION. If the switch reboots, any configuration changes will belost. In
order to save configuration changes the RUNNING DIRECTORY cannot be the certified directory.

Y ou can determine where the switch is running from by using the show running-directory command
described in “ Show Currently Used Configuration” on page 4-15.

Software Rollback Feature

The directory structure inherent in the CMM software alows for a switch to return to a previous, more
reliable version of image or configuration files.

Initially, when normally booting the switch, the software isloaded from the certified directory. Thisisthe
repository for the most reliable software. When the switch is booted, the certified directory isloaded into
the RUNNING CONFIGURATION.

Changes made to the RUNNING CONFIGURATION will immediately alter switch functionality.
However, these changes are not saved unless explicitly done so by the user using the write memory
command. If the switch reboots before the RUNNING CONFIGURATION is saved, then the certified
directory is reloaded to the RUNNING CONFIGURATION and configuration changes are |l ost.

New image or configuration files should always placed in the working or or a user-defined directory first.
The switch can then be rebooted from that directory and be tested for atime to decide whether they are
reliable. Once the contents of that directory are established as good files, then these files can be saved to
the certified directory and used as the most reliabl e software to which the switch can be rolled back in an
emergency situation.

Should the configuration or images files prove to be less reliable than their older counterpartsin the
certified directory, then the switch can be rebooted from the certified directory, and “rolled back” to an
earlier version.

Software Rollback Configuration Scenarios

The examples below illustrate afew likely scenarios and explain how the RUNNING
CONFIGURATION, user-defined, working, and certified directories interoperate to facilitate the software
rollback on a single switch.

In the examples below, R represents the RUNNING CONFIGURATION, W represents the working
directory, and C represents the certified directory.

Scenario 1: Running Configuration Lost After Reboot

Switch X is new from the factory and performs a cold reboot booting from the certified directory. Through
the course of several days, changes are made to the RUNNING CONFIGURATION but not saved to a
directory.

Power to the switch isinterrupted, the switch reboots from the certified directory and all the changesin
the RUNNING CONFIGURATION are lost since they weren’t saved.

Thisisillustrated in the diagram below:
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Scenario 2: Running Configuration Saved to the Working Directory

The network administrator recreates Switch X’s RUNNING CONFIGURATION and immediately saves
the running configuration to the working directory.

In another mishap, the power to the switch is again interrupted. The switch reboots rolls back to the
certified directory. However, since the configuration file was saved to the working directory, that
configuration can be retrieved.

Thisisillustrated in the diagram below:
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1. Switch boots 2. Changesare 3. Power isinter- 4. Switch can be
from certified made to the run- rupted and the rebooted from the
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tion and saved to
working directory.

rebooting from
certified directory.

restoring the con-
figuration.

Figure 4-2 : Running Configuration Saved to Working Directory

Scenario 3: Saving the Working to the Certified Directory

After running the modified configuration settings and checking that there are no problems, the network
administrator decides that the modified configuration settings stored in the working directory are
completely reliable. The administrator then decides to save the contents of the working directory to the
certified directory. Once the working directory is saved to the certified directory, the modified
configuration isincluded in a normal reboot.
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Figure 4-3: Running Configuration is Saved to Working Directory, then to the Certified Directory
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Scenario 4: Rollback to Previous Version of Switch Software

Later that year, a software upgrade is performed. The network administrator |oads the new software via
FTP to the working directory and reboots the switch from that directory. Since the switch is specifically
booted from the working directory, the switch is running from the working directory.

After the reboot |oads the new software from the working directory, it is discovered that an image file was
corrupted during the FTP transfer. Rather than having a disabled switch, the network administrator can
reboot the switch from the certified directory (which has the previous, more reliable version of the
software) and wait for a new version. In the meantime, the administrator’s switch is still functioning.

Thisisillustrated below:
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Figure 4-4 : Switch Rolls Back to Previous Softwar e Version
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Redundancy

CMM software redundancy is one of the switch’s most important fail over features. For CMM software
redundancy, two fully-operational CMM modules must be installed at all times. In addition, the CMM
software must be synchronized. (Refer to “ Synchronizing the Primary and Secondary CMMS’ on

page 4-17 for more information.)

When two CMMs are running one CMM has the primary role and the other has the secondary role at any
given time. The primary CMM manages the current switch operations while the secondary CMM provides
backup (also referred to as “fail over”).

Redundancy Scenarios

The following scenarios demonstrate how the CMM software is propagated to the redundant CMM In the
examples below, R represents the RUNNING-CONFIGURATION directory and C represents the
certified directory.

Scenario 1: Booting the Switch

The following diagram illustrates what occurs when a switch powers up.

CMM A — \_ CMM B

C R R
1. Switch is pow- 2. The running-
ered up and boots configuration is
from the certified automatically syn-
directory which chronized to the
becomes the run- secondary CMM.
ning-configura-
tion.

Figure 4-5: Powering Up a Switch

Scenario 2: Rebooting from the Working Directory

After changes to the configuration and image files are saved to the working directory, sometimesitis
necessary to boot from the working directory to check the validity of the new files. The following diagram
illustrates the synchronization process of aworking directory reboot.
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CMM A CMM B

W R R
1. Switchis 2. The primary
booted up from CMM copiesits
the working direc- running-configu-
tory which ration to the sec-
becomes the run- ondary CMM.
ning-configura-
tion.

Figure 4-6 : Booting from the Working Directory

Note. It isimportant to certify the RUNNING-DIRECTORY and synchronize the CMMS as soon as the
validity of the software is established. Switches booted from the RUNNING-DIRECTORY are at risk of
mismanaging data traffic due to incompatibilities in different versions of switch software. Certifying the
RUNNING-DIRECTORY is described in “ Copying the RUNNING DIRECTORY to the Certified
Directory” on page 4-14, while synchronizing the switch is described in “ Synchronizing the Primary and
Secondary CMMSs’ on page 4-17.
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Scenario 3: Synchronizing CMMs

When changes have been saved to the primary CMM certified directory, these changes need to be
propagated to the secondary CMM using the copy flash-synchro command.

The following diagram illustrates the process that occurs when synchronizing CMMs.

CMM A CMM B

R C R C
1. A copy flash- 2. Additionaly,
synchro com- the running-con-
mand isissued on figuration is cop-
the primary ied to the certified
CMM and the directory on the
running-configu- secondary CMM.

ration is copied to
the certified direc-
tory.

Figure4-7 : Synchronizing CMMs

The copy flash-synchro command (described in “ Synchronizing the Primary and Secondary CMMSs’ on
page 4-17) can be issued on its own, or in conjunction with the copy running certified command
(described in “ Synchronizing the Primary and Secondary CMMS” on page 4-17).

Note. It isimportant to certify the CMMs as soon as the validity of the software is established.
Unsynchronized CMMs are at risk of mismanaging datatraffic dueto incompatibilitiesin different versions
of switch software.
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Managing Switch Configurations - Single CMM

The following sections define commands that allow the user to manipulate the filesin the directory
structure of asingle CMM.

Rebooting the Switch

When booting the switch, the software in the certified directory isloaded into the RAM memory of the
switch and used as arunning configuration, as shown:

ooo
(|

Primary CMM

1IIEII' ‘lléli'

Figure 4-8 : Managing Switch Configurations- Single CMM

The certified directory software should be the best, most reliable versions of both the image files and the
vcboot.cfg file (configuration file). The switch will run from the certified directory after a cold boot or if
the reload command is issued with no additional parameters.

To reboot the switch from the certified directory, enter thereload all command at the prompt:
-> reload all

This command loads the image and configuration filesin the certified directory into the RAM memory.

Note. When the switch reboots it will boot from the certified directory. Any information in the RUNNING
CONFIGURATION that has not been saved will belost.
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Scheduling a Reboot

It is possible to cause areboot of the CMM at a future time by setting time parameters in conjunction with
the reload command, using thein or at keywords.

To schedule areboot of the primary CMM in 3 hours and 3 minutes, you would enter:
-> reload all in 3:03
To schedule areboot for June 30 at 8:00pm, you would enter:

-> reload all at 20:00 june 30

Note. Scheduled reboot times should be entered in military format (i.e., atwenty-four hour clock).

Canceling a Scheduled Reboot

To cancel a scheduled reboot, use the cancel keyword. For example, to cancel the reboot set above, enter
the following:

-> reload all cancel

Checking the Status of a Scheduled Reboot

Y ou can check the status of areboot set for alater time by entering the following command:

-> show reload
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Saving the Running Configuration

Once the switch has booted and is running, a user can modify various parameters of switch functionality.
These changes are stored temporarily in the RUNNING CONFIGURATION in the RAM of the switch. In
order to save these changes, the RUNNING CONFIGURATION must be saved.

0oo
EDDD

user-configl

Primary CMM \

N

‘II%I!' - ‘lléli'

Figure 4-9 : Saving the Running Configuration

In this diagram:

1 The switch boots from the certified directory, and the software is loaded to the RAM to create a
RUNNING CONFIGURATION. The certified directory isthe RUNNING DIRECTORY..

2 Changes are made to the RUNNING CONFIGURATION and need to be saved.

3 Since configuration changes cannot be saved directly to the certified directory, the RUNNING
DIRECTORY needsto be changed to a different directory before saving the changes.

To change the running directory to a directory other than the certified use the modify running-directory
command as shown and then save the configuration with the write memory command:

-> modify running-directory user-configl

-> write memory
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Rebooting from a Directory

Besides aregular boot of the switch (from the certified directory), you can also force the switch to boot
from adifferent directory. Thisis useful for checking whether a new configuration or image file will boot
the switch correctly, before committing it to the certified directory.

The following steps explain the case of a switch being rebooted from the working directory, however any
user-defined directory can be specified:

1 Thecertified directory is used to initially boot the switch.

2 Changes are made to the configuration file and are saved to the configuration file in the working
directory by using the write memory command.

3 The switch isrebooted from the working directory by using the reload from command.

To reboot the switch from the working directory, enter the following command at the prompt, along with a
timeout period (in minutes), as shown:

-> reload from working rollback-timeout 5
At the end of the timeout period, the switch will reboot again normally, asif areload command had been
issued.
Rebooting the Switch from a Directory with No Rollback Timeout
It is possible to reboot from a directory without setting a rollback timeout, in the following manner:

-> reload from working no rollback-timeout

Scheduling a Directory Reboot

It is possible to cause a directory reboot of the CMM at a future time by setting time parametersin
conjunction with the reload from command, using the in or at keywords. Y ou will still need to specify a
rollback time-out time, or that thereis no rollback.

To schedule aworking directory reboot of the CMM in 3 hours and 3 minutes with no rollback time-out,
you would enter:

-> reload from working no rollback-timeout in 3:03

To schedule aworking directory reboot of the CMM at 8:00pm with a rollback time-out of 10 minutes,
you would enter:

-> reload from working rollback-timeout 10 at 20:00

Canceling a Rollback Timeout
To cancdl arollback time-out, enter the reload cancel command as shown:

-> reload cancel
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Copying the RUNNING DIRECTORY to the Certified Directory

When the RUNNING CONFIGURATION is saved to the RUNNING DIRECTORY, the switch’'s
RUNNING DIRECTORY and certified directories are now different. This difference, if the CMM
reboots, causes the switch to boot and run from the certified directory. When the switch is booted and run
from the certified directory, changes made to switch functionality cannot be saved. The vchboot.cfg file
saved in the RUNNING DIRECTORY needs to be saved to the certified directory, as shown:

|
(|

‘II%I!' - ‘lléli'

Primary CMM \

2

Figure4-10 : Copying the RUNNING DIRECTORY to the Certified Directory
In this diagram, the working directory isthe RUNNING DIRECTORY:

1 The switch boots from the certified directory and changes are made to the RUNNING
CONFIGURATION.

2 The RUNNING DIRECTORY is changed from certified to a different directory such as working.
-> modify running-directory working

3 Thechanges are saved to the working directory in the vcboot.cfg file.
-> write memory

4 The contents of the working directory are saved to the certified directory.

-> copy running certified
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Show Currently Used Configuration

Depending on how a a switch is booted different directories can become the RUNNING DIRECTORY .
See “Where is the Switch Running From?’ on page 4-2. for additional information.

To check the directory from where the switch is currently running, enter the following command:
-> show running-directory

CONFIGURATION STATUS

Running CMM : PRIMARY,

CMM Mode : DUAL CMMs,

Current CMM Slot : A,

Running configuration : WORKING,

Certify/Restore Status : CERTIFY NEEDED
SYNCHRONIZATION STATUS

Running Configuration : NOT AVAILABLE,

The command returns the directory the switch is currently running from and which CMM is currently
controlling the switch (primary or secondary). It also displays whether the switch is synchronized.

Show Switch Files

Thefiles currently installed on a switch can be viewed using the show microcode command. This
command displays the files currently in the specified directory.

To display files on a switch, enter the show microcode command with a directory, as shown:

-> show microcode certified

Package Release Size Description
————————————————— e b
Mos.img 8.3.1.211.R01 2486643 Alcatel-Lucent OS
Meni.img 8.3.1.211.R0O1 941331 Alcatel-Lucent NI

If no directory is specified, the files that have been loaded into the running configuration are shown.
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Managing CMM Redundancy

The following section describe circumstances that the user should be aware of when managing the CMM
directory structure on a switch with redundant CMMs. It aso includes descriptions of the CLI commands
designed to synchronize software between the primary and secondary CMMs.

Rebooting the Secondary CMM

Y ou can specify areboot of the secondary CMM by using the secondary keyword in conjunction with the
reload command. For example, to reboot the secondary CMM, enter the reload command as shown:

-> reload secondary

In this case, the primary CMM continues to run, while the secondary CMM reboots.

Scheduling a Reboot

Itis possible to cause areboot of the secondary CMM at a future time by setting time parametersin
conjunction with the reload command.

For example, to schedule areboot of the secondary CMM in 8 hours and 15 minutes on the same day,
enter the following at the prompt:

-> reload secondary in 08:15

Cancelling a Scheduled Reboot

To cancel a scheduled reboot, use the cance keyword. For example, to cancel the secondary reboot set
above, enter the following:

-> reload secondary cancel

Secondary CMM Fail Over

If the Primary CMM fails the switch will “fail over” to the secondary CMM. “Fail over” meansthe
secondary CMM takes the place of the primary CMM. This prevents the switch from ceasing functionality
during the boot process.

Synchronizing the primary and secondary CMMs s done using the copy flash-synchro command
described in “ Synchronizing the Primary and Secondary CMMSs’ on page 4-17.
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Synchronizing the Primary and Secondary CMMs

If you have asecondary CMM in your switch, it will be necessary to synchronize the software between the
primary and secondary CMMs. If the primary CMM goes down then the switch fails over to the secondary
CMM. If the software in the secondary CMM is not synchronized with the software in the primary CMM,
the switch will not function as configured by the administrator.

At the same time that you copy the RUNNING DIRECTORY to the certified directory, you can
synchronize the secondary CMM with the primary CMM. To copy the RUNNING DIRECTORY to the
certified directory of the primary CMM and at the same time synchronize the software of the primary and
secondary CMM, use the following command:

-> copy running certified flash-synchro

The synchronization process is shown in the diagram below:

-
2

Primary CMM Secondary CMM

Figure4-11: Synchronizing the Primary and Secondary CMMs

In the above diagram:
1 Theprimary CMM copies its RUNNING-CONFIGURATION to the certified directory.

2 Sincethe RUNNING-CONIFIGURATION is aways synchronized between redundant CMMs, the
secondary CMM copiesits RUNNING-CONIFIGURATION to the certified directory.

To just synchronize the secondary CMM to the primary CMM, enter the following command at the
prompt:
-> copy flash-synchro

The copy flash-synchro command is described in detail in the OmniSwitch AOS Release 8 CLI Reference
Guide.
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Swapping the Primary CMM for the Secondary CMM

If the primary CMM is having problems, or if it needs to be shut down, then the secondary CMM can be
instructed to “take over” the switch operation as the primary CMM is shut down. It's normal for the NIsto
indicate a DOWN status for approximately 10 seconds while establishing communication to the secondary
CMM, however this does not affect the flow of traffic.

Note. It isimportant that the software for the secondary CMM has been synchronized with the primary
CMM before you initiate a secondary CMM takeover. If the CMMs are not synchronized, the takeover
could result in the switch running old or out-of-date software. Synchronizing the primary and secondary
CMMsisdescribed in “ Synchronizing the Primary and Secondary CMMS’ on page 4-17.

To instruct the secondary CMM to takeover switch functions from the primary CMM, enter the following
command at the prompt:

-> takeover

Thetakeover command is described in detail in the OmniSwvitch AOS Release 8 CLI Reference Guide.

Note. The saved vcboot.cfg file will be overwritten if the takeover command is executed after the copy
flash-synchro command on a switch set up with redundant CMMs.

OmniSwitch AOS Release 8 Switch Management Guide  July 2020 page 4-18



Managing CMM Directory Content Managing CMM Redundancy

Show Currently Used Configuration

In a chassis with aredundant CMMs, the display for the currently running configuration tells the user if
the primary and secondary CMMs are synchronized.

To check the directory from where the switch is currently running and if the primary and secondary
CMMs are synchronized, enter the following command on a stack:

-> show running-directory

CONFIGURATION STATUS

Running CMM : PRIMARY,

CMM Mode : DUAL CMMs,

Current CMM Slot : 1,

Running configuration : WORKING,

Certify/Restore Status : CERTIFY NEEDED
SYNCHRONIZATION STATUS

Flash Between CMMs : SYNCHRONIZED,

Running Configuration : NOT AVAILABLE,

The show running-directory command is described in detail in the OmniSwitch AOS Release 8 CLI
Reference Guide.
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Using the USB Flash Drive

A USB flash drive can be connected to the CMM and used to transfer images to and from the flash
memory on the switch. This can be used for upgrading switch code, backing up files or recovering afailed
CMM. For the automatic upgrades and disaster recovery the USB flash drive must be configured with the
proper directory structure, depending on the platform, as noted in the table below. Once the flash driveis
properly mounted a directory named /uflash is automatically created. Files can then be copied to and from
the /uflash directory.

The directories below must be created on the USB flash drive for feature support and in lower case.

Product Family Name Auto-Copy Support Disaster-Recovery Support
OmniSwitch 9900 Not supported 9900/working
9900/certified
OmniSwitch 6900 6900/working 6900/working
6900/certified
Omni Switch 6860/6865 6860/working 6860/working
6860/ certified
OmniSwitch 6560 6560/working 6560/working
6560/certified
OmniSwitch 6465 6465/working 6465/working
6465/certified

Transferring Files Using a USB Flash Drive

The following is an example of how to mount and transfer files using the USB flash drive using the usb
and mount commands.

-> usb enable

-> mount /uflash

-> cp /flash/working/vcboot.cfg /uflash/vcboot.cfg
-> umount /uflash

Once the USB flash drive is mounted most common file and directory commands can be performed on the
/uflash directory.

Automatically Copying Code Using a USB Flash Drive

The switch can be configured to automatically mount and copy image files from the USB flash drive as
soon asit’s connected. This can be used to automatically upgrade code. In order to prevent an accidental
upgrade, afile named aossignature must be stored on the USB flash drive as well as having a directory
with the same name as the product family as noted in the table above. The following is an example using
the usb auto-copy command

Note. The aossignature file can be an empty text file.

1 Create afile named aossignature in the root of the USB flash drive.

2 Create adirectory named 6900/working on the USB flash drive with all the proper image files, and
issue the following commands.

-> usb enable

-> usb auto-copy enable copy config enable
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3 Toencrypt al the configuration files and images to be copied in the USB, use akey or hash-key along
with the command. For example:

-> usb auto-copy enable copy-config enable key “abcl2345”
-> usb auto-copy enable copy-config enable hash-key “a05234d”

4 Connect the USB flash drive to the CMM; the images will be validated and copied to the /flash/
working directory of the CMM and the vcboot.cfg file in the /flash/working directory will be updated or
created using the running setup. The switch will then reboot from the working directory applying the code
upgrade.

5 Once the switch reboots the auto-copy feature will automatically be disabled to prevent another
upgrade.

Note. If copy-config is enabled, configuration files will aso be copied in addition to the image files to the
flash/working directory from /uflash/6900/working directory

Backup Files Using a USB Flash Drive

The following is an example of how to backup the images and configuration from certified and running
directoriesto an USB Flash Drive using the usb and usb backup admin-state commands.

-> usb enable
-> usb backup admin-state enable
-> write memory

To encrypt al the configuration files and images to be copied in the USB, use akey or hash-key along
with the command. For example::

-> usb backup admin-state enable key “abcl2345”
-> usb backup admin-state enable hash-key “a05234d”

When the write memory command is executed in this example, the configuration files from /flash/
running-directory are copied to /uflash/6900/running-directory name.

When the copy running certified command and the write memory command with the flash-synchro
option is executed, the configuration and images from /flash/certified are copied to /uflash/6900/certified.

Note. Back-up cannot be enabled if auto-copy is enabled and auto-copy cannot be enabled if back-up is
enabled. So only one of these features can be enabled at any given time.
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Disaster Recovery Using a USB Flash Drive

A USB flash drive can be loaded with the necessary files to recover afailed CMM. This can be used if the
image files on the CMM become corrupted, deleted, or the switch is unable to boot from the CMM for
other reasons. Perform the following steps to run Disaster Recovery:

Note. Preparing the USB flash drive prior to needing it for disaster recovery is recommended. Thisexample
isfor an OmniSwitch 6900, use the proper directory names based on the platform.

1 Create the directory structure 6900/certified and 6900/working on the USB flash drive with the backup
system and configuration files.

2 Copy the Trescue.img file to the root directory on the USB flash drive.

3 Connect the USB flash drive to the CMM and reboot. The switch will automatically stop and display
the option to perform a disaster recovery.

4 Enter the ‘run rescue’ command from miniboot/uboot and follow the recovery prompts.
Once complete, the CMM will reboot and be operational again.

For ONIE Devices

Boot into Onie Rescue Mode: ALE Onie Menu > Onie Menu > Onie Rescue.

—

From Onie Rescue: mount usb flash (sdal or sdbl) check with "blkid" command.

Copy the AOS image from the USB flash drive to memory (/var/tmp/).

Install the image. For example, onie-nos-install /var/tmp/Uosn.img.

2

3

4 Unmount and remove the USB flash drive.

5

6 Switch will reboot into AOS from the Working directory.
7

Restore and save the configuration as needed.
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Checking the Integrity of the Image

To verify whether the SHA256 hash key of an image file located in the specified directory matches the
SHA?256 hash key in the specified key file, use theimage integrity-check command with the name of the
directory in “/flash” or include the full path (for example, “working” or “/flash/working”), and the name of
the key file or include the full path (for example, “hash.txt” or “/flash/hash.txt”).

If the name of the key fileis specified without the directory path, the switch will look for the key filein
the same directory specified for the imagefile.

The following format is used to store the hash key valuesin the key file:
Uos.img:fOff173eff 38e43e0598663da2185a363f chabbd407201d7537d0abb9f58670e
For example,

-> image integrity check /flash/working key-file /flash/hash.txt
This operation may take several minutes...
Success: Key matched.

To display the SHA256 hash key of the image present in the specified location, use theimage integrity
get-key command with the directory on the switch that contains the image file. Either the name of the
directory in “/flash” or include the full path (for example, “working” or “/flash/working”) can be provided.

When this command is entered, the SHA 256 hash of the image files in the specified directory is calcu-
lated and displayed. It can be manually verified against the hash provided in thefile.

To store the hash key valuein atext file that can be used with theimage file integrity check command,
use the following format:

Uos.img:fOff173eff38e43e0598663da2185a363f chabbd407201d7537d0a6h9f58670e

-> image integrity get-key /working
This operation may take several minutes...

Image Name SHA256 Key
_____________ o o e e -
Uos.img c64d6b23312a6£9c4b99642b31ed0e87e600bce58d6£dd089d09e1£8077bd208

-> image integrity get-key /flash/certified
This operation may take several minutes...

Image Name SHA256 Key
_____________ P
Uos.img 3d4d488a73eb798325bacb5793ef£0d67bd£377527278a6732270d3a4801bb44b
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Displaying CMM Conditions

To show various CMM conditions, such as where the switch is running from and which files are installed,
use the following CLI show commands:

show running-directory Shows the directory from where the switch was booted.

show reload Shows the status of any time delayed reboot(s) that are pending on the
switch.

show microcode Displays microcode versions installed on the switch.

usb Enables access to the device connected to the USB port.

For more information on the resulting displays from these commands, see the OmniSwitch AOS Release 8
CLI Reference Guide.
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Alcatel-Lucent Enterprise’s Command Line Interface (CLI) is atext-based configuration interface that
allows you to configure switch applications and to view switch statistics. Each CLI command applicable to
the switch is defined in the Omni Switch AOS Release 8 CLI Reference Guide. All command descriptions
listed in the Reference Guide include command syntax definitions, defaults, usage guidelines, example
screen output, and release history.

This chapter describes various rules and techniques that will help you use the CLI to its best advantage.
This chapter includes the following sections:

e “CLI Overview” on page 5-2

e “Command Entry Rules and Syntax” on page 5-3

“Recalling the Previous Command Line” on page 5-5

“Logging CLI Commands and Entry Results’ on page 5-7
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CLI Overview

The CLI uses single-line text commands that are similar to other industry standard switch interfaces.
However, the OmniSwitch CLI is different from industry standard interfacesin that it uses asingle level
command hierarchy.

Unlike other switch interfaces, the CLI has no concept of command modes. Other CLIs require you to step
your way down atree-type hierarchy to access commands. Once you enter acommand mode, you must
step your way back to the top of the hierarchy before you can enter acommand in a different mode. The
Omni Switch will accept any CLI command at any time because there is no hierarchy.

Online Configuration

To configure parameters and view statistics you must connect the switch to aterminal, such asaPC or
UNIX workstation, using terminal emulation software. This connection can be made directly to the
switch’'s serial port or over anetwork via Telnet.

Once you are logged in to the switch, you may configure the switch directly using CLI commands.
Commands executed in this manner normally take effect immediately. The majority of CLI commands are
independent, single-line commands and therefore can be entered in any order. However, some functions
may require you to configure specific network information before other commands can be entered. For
example, before you can assign aport to aVLAN, you must first create the VLAN. For information about
CLI command requirements, refer to the OmniSwitch AOS Release 8 CLI Reference Guide.

Offline Configuration Using Configuration Files

CLI configuration commands can be typed into a generic text file. When the text fileis placed on the
switch its commands are applied to the switch when the configuration apply command isissued. Files
used in this manner are called configuration files.

A configuration file can be viewed or edited offline using a standard text editor. It can then be uploaded
and applied to additional switchesin the network. This allows you to easily clone switch configurations.
This ability to store comprehensive network information in a single text file facilitates troubleshooting,
testing, and overall network reliability.

See Chapter 6, “Working With Configuration Files,” for detailed information about configuration files.
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Command Entry Rules and Syntax

When you start a session on the switch, you can execute CLI commands as soon as you are logged in. The
following rules apply:

Enter only one command per line.
Passwords are case sensitive.

Commands are not case sensitive. The switch accepts commands entered in upper case, lower case or a
combination of both.

Press Enter to complete each command line entry.
To use spaces within a user-defined text string, you must enclose the entry in quotation marks (“ ).

If you receive asyntax error (i.e., ERROR: Invalid entry:), double-check your command as written and
re-enter it exactly as described in the OmniSwitch AOS Release 8 CLI Reference Guide. Be sure to
include all syntax option parameters.

To exit the CLI, type exit and press Enter.

AOS uses the Bash shell for CLI input. This could result in certain special characters being interpreted
by Bash instead of being applied to an AOS command or password. For example, the '$' when
interpreted by Bash causes the next characters to be interpreted as a variable or command line
argument. If using special Bash characters (i.e.‘$ or ‘!") in the CLI they should be enclosed in single
quotes.

Text Conventions

The following table contains text conventions and usage guidelines for CLI commands as they are
documented in this manual.

bold text Indicates basic command and keyword syntax.

Example: show snmp station

“ 7 (Quotation Marks) Used to enclose text strings that contain spaces

Example: vlan 2 name “ new test vlan”

‘' (Single Quotation Marks) Used to enclose text strings that contain special Bash characters.

Example: system name ‘system$name’
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Using “Show” Commands

The CLI contains show commands that allow you to view configuration and switch status on your console
screen. The show syntax is used with other command keywords to display information pertaining to those
keywords.

For example, the show vlan command displays atable of all VLANs currently configured, along with
pertinent information about each VLAN. Different forms of the show vlian command can be used to
display different subsets of VLAN information. For example the show vlan rules command displays all
rules defined for aVLAN.

Using the “No” Form

The OmniSwitch AOS Release 8 CLI Reference Guide defines all CLI commands and explains their
syntax. Whenever acommand has a“no” form, it is described on the same page as the original command.
The*no” form of acommand will remove the configuration created by a command. For example, you
create a VLAN with the vian command, and you delete aVVLAN with the no vlan command.

Partial Keyword Completion

The CLI has apartial keyword recognition feature that allows the switch to recognize partial keywordsto
CLI command syntax. Instead of typing the entire keyword, you may type only as many charactersasis
necessary to uniquely identify the keyword, then press the Tab key. The CLI will complete the keyword
and place the cursor at the end of the keyword.

When you press Tab to complete a command keyword, one of four things can happen:
* You enter enough characters (prior to Tab) to uniquely identify the command keyword.

Inthis case, pressing Tab will cause the CLI to complete the keyword and place a space followed by the
cursor at the end of the completed keyword.

¢ You do not enter enough characters (prior to Tab) to uniquely identify the command keyword.
In this case pressing Tab will list al of the possible parameters.

* You enter characters that do not belong to a keyword that can be used in this instance.

In this case, pressing Tab will have no effect.

¢ You enter enough characters (prior to Tab) to uniquely identify a group of keywords such that all
keywords in the group share a common prefix.

In this case, pressing Tab will cause the CLI to complete the common prefix and place the cursor at the
end of the prefix. Note that in this case, no spaceis placed at the end of the keyword.
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Partial Keyword Abbreviation

The CLI has apartial keyword abbreviation feature that allows the switch to recognize partial keywordsto
CLI command syntax. Instead of typing the entire keyword, you may type only as many charactersasis
necessary to uniquely identify the keyword. For example, ‘show vlan’ can be abbreviated to:

-> sh vl

If the keyword cannot be uniquely identified an error will be displayed. For example:

-> sh v
ERROR: Invalid entry” “v”

The letter ‘v’ does not uniquely identify a keyword and could stand for multiple keywords such as ‘vlan’,
‘violation’ or ‘verbose'. The‘? can be used to list the possible keywords.

Command Help

The CLI has an internal help feature you can invoke by using the question mark (?) character asa
command. The CLI help feature provides progressive information on how to build your command syntax,
one keyword at atime.

If you do not know the first keyword of the command you need, you can use a question mark character at
the CLI system prompt. The CLI responds by listing command keywords divided into command sets. Y ou
can find the first keyword for the command you need by referring to the list on your screen. The following
isapartia display:

-> 7
WHOAMI WHO VERBOSE USB USER UPDATE UMOUNT TTY SYSTEM SWLOG SHOW SESSION NTP
NSLOOKUP NO NEWFS MOUNT MODIFY KILL IPVe IP FSCK FREESPACE DEBUG
COMMAND-LOG CHMOD

(System Service & File Mgmt Command Set)

POWER POWERSUPPLY WRITE TEMP-THRESHOLD TAKEOVER SYSTEM SHOW RRM RLS RELOAD
RDF RCP NO MULTI-CHASSIS MODIFY ISSU HASH-CONTROL DEBUG COPY CLEAR <cr>

(CMM Chassis Supervision Command Set)

(Additional output not shown)

Note that the command keywords are shown in al capita letters. The name of the command set is listed
parenthetically below the keywordsin initia caps.

Recalling the Previous Command Line

To recall the last command executed by the switch, press either the Up Arrow key or the !! (bang, bang)
command at the prompt and the previous command will display on your screen.

In the following example, the s command is used to list the contents of the switch’s /flash/switch

directory.
-> 1s
afn default_cportalCert.pem dhcpdveé .pid
ca.d dhcpBind.db 1ldpTrustedRemoteAgent .db
captive portal dhcpBind.db.backup pre banner.txt
cert.d dhcpClient.db web
cloud dhcpd.pid zcfg

->
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To enter this same command again, use the Up Arrow key. The ls command appears at the prompt. To
issue the Is command, press Enter.

-> 1s
The!! (bang, bang) command will display the last command line entered and automatically run the
command.
Inserting Characters

To insert a character between characters already typed, use the Left and Right Arrow keysto place the
cursor into position, then type the new character. Once the command is correct, execute it by pressing
Enter. In the following example, the user enters the wrong syntax to execute the command. The result is
an error message.

-> show mirocode
ERROR: Invalid entry: "mirocode"

To correct the syntax without retyping the entire command line, use the up arrow to recall the previous
syntax. Then, use the Left Arrow key to edit the command as needed.

-> show microcode

To execute the corrected command, press Enter.

Command History

The history command alows you to view commands you have recently issued to the switch. The switch
has a history buffer that stores the most recently executed commands.

Note. The command history feature differs from the command logging feature in that command logging
stores the most recent commands in a separate command.log file. Also, the command logging feature
includes additional information, such as full command syntax, login user name, entry date and time, session
I P address, and entry results. For more information on command logging, refer to “Logging CLI
Commands and Entry Results” on page 5-7.

Y ou can display the commands in a numbered list by using the history command. The following isa
sample list:

-> history

show cmm

show fantray

show vlan

show temperature
ip load dvmrp

show arp

clear arp

show ip config

9 ip helper max hops 5
10 show ip interface
11 show vlan

12 history

W J 0 Ul b WN K

Y ou can recall commands shown in the history list by using the exclamation point character (!) also called
“bang”. To recall the command shown in the history list at number 4, enter !4 (bang, 4). The CLI will
respond by printing the number four command at the prompt. Using the history list of commands above,
the following would display:
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-> 14
-> show ip interface

Logging CLI Commands and Entry Results

The switch provides command logging viathe command-log command. This feature allows users to
record the most recent commands entered via Telnet, Secure Shell, and console sessions. In addition to a
list of commands entered, the results of each command entry are recorded. Results include information
such as whether a command was executed successfully, or whether a syntax or configuration error
occurred.

Refer to the sections below for more information on configuring and using CL1 command logging. For
detailed information related to command logging commands, refer to the Omni Switch AOS Release 8 CLI
Reference Guide.

Enabling Command Logging

By default, command logging is disabled. To enable command logging on the switch, enter the following
command:

-> command-log enable

When command logging is enabled viathe command-log enable syntax, afile called command.logis
automatically created in the switch’s flash directory. Once enabled, configuration commands entered on
the command line will be recorded to thisfile until command logging is disabled.

Note. The command.log file cannot be deleted while the command logging feature is enabled. Before
attempting to remove the file, be sure to disable command logging. To disable command logging, refer to
the information below.

Disabling Command Logging
To disable the command logging, ssimply enter the following command:

-> command-log disable

Disabling command logging does not automatically remove the command.log file from the flash
directory. All commands logged before the command-log disable syntax was entered remains avail able
for viewing. For information on viewing logged commands, along with the command entry results, refer to
“Viewing Logged CLI Commands and Command Entry Results’ on page 5-8.
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Viewing the Current Command Logging Status

As mentioned above, the command logging feature is disabled by default. To view whether the featureis
currently enabled or disabled on the switch, use the show command-log status command. For example:

-> show command-log status
CLI command logging: Enable

In this case, the feature has been enabled by the user via the command-log command. For more
information on enabling and disabling command logging, refer to the sections above.
Viewing Logged CLI Commands and Command Entry Results

To view alist of logged commands, along with the corresponding information (including entry results),
enter the show command-log command. For example;

-> show command-log
Command : ip interface vlan-68 address 168.14.12.120 vlan 68
UserName : admin

Date : MON APR 28 01:42:24
Ip Addr : 128.251.19.240
Result : SUCCESS

Command : ip interface vlan-68 address 172.22.2.13 vlan 68
UserName : admin

Date : MON APR 28 01:41:51
Ip Addr : 128.251.19.240
Result : ERROR: Ip Address must not belong to IP VLAN 67 subnet

Command : ip interface vlan-67 address 172.22.2.12 vlan 67
UserName : admin

Date : MON APR 28 01:41:35
Ip Addr : 128.251.19.240
Result : SUCCESS

Command : command-log enable
UserName : admin

Date : MON APR 28 01:40:55
Ip Addr : 128.251.19.240
Result : SUCCESS

The show command-log command lists commands in descending order (the most recent commands are
listed first). In the example above, the command-log enable syntax is the least recent command logged;
theip interface vian-68 address 168.14.12.120 vlan 68 syntax is the most recent.

e Command. Shows the exact syntax of the command, as entered by the user.

e User Name. Shows the name of the user session that entered the command. For more information on
different user session names, refer to Chapter 7, “Managing Switch User Accounts.”

e Date. Shows the date and time, down to the second, when the command was originally entered.
e |P Addr. The IP address of the terminal from which the command was entered.

e Result. The outcome of the command entry. If acommand was entered successfully, the syntax
SUCCESS displaysin the Result field. If asyntax or configuration error occurred at the time a
command was entered, details of the error display. For example:

Result : ERROR: Ip Address must not belong to IP VLAN 67 subnet
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Customizing the Screen Display

The CLI has several commands that allow you to customize the way switch information is displayed to
your screen. Y ou can make the screen display smaller or larger. Y ou can also adjust the size of the table
displays and the number of lines shown on the screen.

Note. Screen display examplesin this chapter assume the use of aVT-100/ASCII emulator.

Changing the Screen Size

Y ou may specify the size of the display shown on your terminal screen by using the tty command. This
command is useful when you have a small display screen or you want to limit the number of lines scrolled
to the screen at one time. For example, to limit the number of lines to 10 and the number of columnsto
150, enter the following:

-> tty 10 150

Thefirst number entered after tty defines the number of lines on the screen. It must be a number between
10 and 150. The second number after tty defines the number of columns on the screen. It must be a
number between 20 and 150. Y ou may view the current setting for your screen by using the tty command.

Changing the CLI Prompt

Y ou can change the system prompt that displays on the screen when you are logged into the switch. The
default prompt consists of a dash, greater-than (->) text string. To change the text string that defines the
prompt from -> to ##=> use the session prompt command as follows:

->
-> session prompt default ##=>

HH#=>

The switch displays the new prompt string after the command is entered.
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Verifying CLI Usage

To display information about CL1 commands and the configuration status of your switch, use the show
commands listed here:

show session config Displays session manager configuration information (e.g., default
prompt, banner file name, and inactivity timer).

show prefix Showsthe command prefix (if any) currently stored by the CLI. Prefixes
are stored for command families that support the prefix recognition
feature.

history Displays commands you have recently issued to the switch. The

commands are displayed in a numbered list.

telnet Shows the enabl e status of the more mode along with the number of
lines specified for the screen display.

For more information about the resulting displays from these commands, see the OmniSwitch AOS
Release 8 CLI Reference Guide. Additional information can also be found in “Using “ Show” Commands”
on page 5-4.
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6 Working With
Configuration Files

Commands and settings needed for the Omni Switch can be contained in an ASCII-based configuration
text file. Configuration files can be created in several ways and are useful in network environments where
multiple switches must be managed and monitored.

This chapter describes how configuration files are created, how they are applied to the switch, and how
they can be used to enhance usability.

In This Chapter

Configuration procedures described in this chapter include:

“Tutoria for Creating a Configuration File” on page 6-2

“Applying Configuration Filesto the Switch” on page 6-5

“Configuration File Error Reporting” on page 6-6

“Text Editing on the Switch” on page 6-7

“Creating Snapshot Configuration Files’ on page 6-8
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Tutorial for Creating a Configuration File

This example creates a configuration file that includes CLI commands to configure the DHCP Relay
application on the switch. For this example, the forward delay value is set to 15 seconds, the maximum
number of hopsis set to 3 and the | P address of the DHCP server is 128.251.16.52.

This tutorial shows you how to accomplish the following tasks:

1 Create aconfiguration text file containing CLI commands needed to configure DHCP Relay
application.

This example used MS Notepad to create atext file on a PC workstation. The text file named
dhcp_relay.txt contains three CLI commands needed to configure the forward delay value to 15 seconds
and the maximum number of hopsto 3. The |P address of the DHCP server is 128.251.16.52.

ip helper address 128.251.16.52
ip helper forward-delay 15
ip helper maximum-hops 3

2 Transfer the configuration file to the switch’sfile system.
For more information about transferring files onto the switch see Chapter 3, “Managing System Files.”
3 Apply the configuration file to the switch by using the configur ation apply command as shown here:

-> configuration apply dhcp_relay.txt
File configuration <dhcp relay.txt>: completed with no errors

4 Usethe show configuration status command to verify that the dhcp_relay.txt configuration file was
applied to the switch. The display is similar to the one shown here:

-> show configuration status
File syntax check <text.txt>: completed with no errors

Error file limit: 1
Running configuration and saved configuration are different
For more information about these displays, refer to the OmniSwitch AOS Release 8 CLI Reference Guide.

5 Usethe show ip helper command to verify that the DHCP Relay parameters defined in the
configuration files were actually implemented on the switch. The display is similar to the one shown here:

-> show ip helper

Ip helper :
Forward Delay (seconds) = 15,
Max number of hops = 3,
Relay Agent Information = Disabled,
PXE support = Disabled,
Forward option = standard mode,
Bootup Option = Disable

Forwarding address list (Standard mode) :
192.168.10.10

These results confirm that the commands specified in the file dhcp_relay.txt configuration file were
successfully applied to the switch.

OmniSwitch AOS Release 8 Switch Management Guide  July 2020 page 6-2



Working With Configuration Files Quick Steps for Applying Configuration Files

Quick Steps for Applying Configuration Files

Setting a File for Inmediate Application

In this example, the configuration file configfile 1 exists on the switch in the /flash directory. When these
steps are followed, the file will be immediately applied to the switch.

1 Verify that there are no timer sessions pending on the switch.
File configuration: none scheduled
Error file limit: 1

2 Apply the file by executing the configuration apply command, followed by the path and file name. If
the configuration file is accepted with no errors, the CLI responds with a system prompt.

-> configuration apply /flash/configfile 1.txt

Note. Optional. Y ou can specify verbose mode when applying a configuration file to the switch. When the
keyword verbose is specified in the command line, al syntax contained in the configuration file is printed
to the console. (When verboseis not specified in the command line, cursory information—number of errors
and error log file name—uwill be printed to the console only if a syntax or configuration error is detected.)

To verify that the file was applied, enter the show configuration status command. The display issimilar to
the one shown here.

-> show configuration status
File configuration </flash/configfile 1.txt>: completed with 0 errors

For more information about this display, see “ Configuration File Manager Commands’ in the OmniSwitch
AOS Release 8 CLI Reference Guide.

Setting an Application Session for a Date and Time

You can set atimed session to apply a configuration file at a specific date and time in the future. The
following example applies the bncom_cfg.txt file at 9:00 am. on July 4 of the current year.

1 Verify that there are no current timer sessions pending on the switch.

-> show configuration status
File configuration: none scheduled

Error file limit: 1

2 Apply thefile by executing the configuration apply using the at keyword with the relevant date and
time.

-> configuration apply bncom cfg.txt at 09:00 july 4
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Note. Optional. To verify that the switch received this configuration apply request, enter the show
configuration status command. The display is similar to the one shown here.

-> show configuration status
File configuration <bncom cfg.txt>: scheduled at 07/04/10 09:00

Error file limit: 1

Running configuration and saved configuration are different

For more information about this display see “ Configuration File Manager Commands” in the OmniSwitch
AOS Release 8 CLI Reference Guide.

Setting an Application Session for a Specified Time Period

Y ou can set afuture timed session to apply a configuration file after a specified period of time has elapsed.
In the following example, the amzncom_cfg.txt will be applied after 6 hours and 15 minutes have
€lapsed.

1 Verify that there are no current timer sessions pending on the switch.

-> show configuration status
File configuration: none scheduled

2 Apply thefile by executing the configuration apply command using the in keyword with the relevant
time frame specified.

-> configuration apply amzncom cfg.txt in 6:15

Note. Optional. To verify that the switch received this configuration apply request, enter the show
configuration status command. The display is similar to the one shown here.

-> show configuration status
File configuration </flash/working/amzncom cfg.txt>: scheduled at 03/07/10 05:02

The “scheduled at” date and time show when the file will be applied. This value is 6 hours and 15 minutes
from the date and time the command was issued.

For more information about this display see “ Configuration File Manager Commands” in the OmniSwitch
AOSRelease 8 CLI Reference Guide.
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Configuration Files Overview

Instead of using CLI commands entered at a workstation, you can configure the switch using an ASCII-
based text file. Y ou may type CLI commands directly into atext document to create a configuration file
that will reside in your switch’s /flash directory. Configuration files are created in the following ways:

* You may create, edit, and view afile using a standard text editor (such as MS WordPad or Notepad) on
aworkstation. The file can then be uploaded to the switch’s /flash file directory.

¢ You can invoke the switch’s CLI configuration snapshot command to capture the switch’s current
configuration into atext file. This causes a configuration file to be created in the switch’s /flash
directory.

® You can use the switch’s text editor to create or edit a configuration file located in the switch’s /flash
file directory.

Applying Configuration Files to the Switch

Once you have a configuration file located in the switch’ s file system you must load the file into running
memory to make it run on the switch. Y ou do this by using configuration apply command.

Y ou may apply configuration files to the switch immediately, or you can specify atimer session. In a
timer session, you schedule afile to be applied in the future at a specific date and time or after a specific
period of time has passed (like a countdown). Timer sessions are very useful for certain management
tasks, especially synchronized batch updates.

¢ [For information on applying afile immediately, refer to “ Setting a File for Immediate Application” on
page 6-3.

e [For information on applying afile at a specified date and time, refer to “ Setting an Application Session
for aDate and Time” on page 6-3.

¢ [For information on applying afile after a specified period of time has elapsed, refer to “ Setting an
Application Session for a Specified Time Period” on page 6-4.

Verifying a Timed Session

To verify that atimed session is running, use the show configuration status command. The following
displays where the timed session was set using the configuration apply qos pol at 11:30 october 31
syntax.

-> show configuration status
File configuration <gos_pol>: scheduled at 11:30 october 31

Note. Only one session at atime can be scheduled on the switch. If two sessions are set, the last one will
overwrite the first. Before you schedule atimed session you should use the show configuration status
command to see if another session is already running.

The following displays where the timed session was set on March 10, 2002 at 01:00 using the
configuration apply group_config in 6:10 syntax.

-> show configuration status
File configuration <group config>: scheduled at 03/10/02 07:10
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Canceling a Timed Session

Y ou may cancel apending timed session by using the configuration cancel command. To confirm that
your timer session has been canceled, use the show configuration status command. The following will

display.

-> configuration cancel
-> show configuration status
File configuration: none scheduled

For more details about the CLI commands used to apply configuration files or to use timer sessions, refer
to “Configuration File Manager Commands” in the OmniSwitch AOS Release 8 CLI Reference Guide.

Configuration File Error Reporting

If you apply aconfiguration file to the switch that contains significant errors, the application may not
work. In this case, the switch will indicate the number of errors detected and print the errorsinto atext file
that will appear in the /flash directory. The following display will result where the cfg_txt file contains
three errors.

-> configuration apply cfg file
Errors: 3
Log file name: cfg txt.l.err

In this case, the error message indicates that the application attempt was unsuccessful. It also indicates that
the switch wrote log messages into afile named cfg_txt.1l.err, which now appearsin your /flash directory.
To view the contents of a generated error file, use the view command. For example, view cfg_txt.l.err.

Setting the Error File Limit

The number of files ending with the .err extension present in the switch’s /flash directory is set with the
configuration error-file-limit command. Y ou can set the switch to allow a maximum number of error
filesin the /flash directory. Once the error file limit has been reached, the next error file generated will
cause the error file with the oldest time stamp to be deleted. The following command sets the error file
limit to 5 files:

-> configuration error-file limit 5

If you need to save files with the .err extension, you can either rename them so they no longer end with
the .err extension or you may move them to another directory.

Syntax Checking

The configuration syntax check command is used to detect potential syntax errors contained in a
configuration file beforeit is applied to the switch. It is recommended that you check all configuration
filesfor syntax errors before applying them to your switch.

To run asyntax check on a configuration file, use the configuration syntax-check command. For
example:

-> configuration syntax asc.l.snap
Errors: 3
Log file name: check asc.l.snap.l.err

In this example, the proposed asc.1.snap configuration file contains three errors. Aswith the
configuration apply command, an error file (.err) is automatically generated by the switch whenever an
error is detected. By default, thisfileis placed in the root /flash directory.
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If aconfiguration file islocated in ancther directory, be sure to specify the full path. For example:

-> configuration syntax check /flash/working/asc.l.snap

Viewing Generated Error File Contents

For error details, you can view the contents of a generated error file. To view the contents of an error file,
use the more command. For example:

-> more asc.l.snap.l.err

For more information, refer to “ Text Editing on the Switch” on page 6-7.

Verbose Mode Syntax Checking

When verbose is specified in the command line, all syntax contained in the configuration fileis printed to
the console, even if no error is detected. (When verbose is not specified in the command line, cursory
information—number of errors and error log file name—will be printed to the console only if a syntax or
configuration error is detected.)

To specify verbose mode, enter the ver bose keyword at the end of the command line. For example:

-> configuration syntax check asc.l.snap verbose

Text Editing on the Switch

The switch software includes a standard line editor caled “Vi”. The Vi editor is available on most UNIX
systems. No attempt is being made to document Vi in this manual because information on it is freely
available on the Internet.

Invoke the “Vi” Editor

Y ou can invoke the Vi editor from the command line. Use the following syntax to view the switchlog.txt
filelocated in the /flash/working directory:

-> vi /flash/working switchlog.txt
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Creating Snapshot Configuration Files

You can generate alist of configurations currently running on the switch by using the configuration
snapshot command. A snapshot is atext file that lists commands issued to the switch during the current
login session.

Note. A user must have read and write permission for the configuration family of commands to generate a
snapshot file for those commands. See the “ Switch Security” chapter of this manual for further information
on permissions to specific command families.

Snapshot Feature List

Y ou can specify the snapshot file so that it will capture the CLI commands for one or more switch features
or for al network features. To generate a snapshot file for all network features, use the following syntax:

-> configuration snapshot all
To generate a snapshot file for specific features, use the *? to display thelist of features.
-> configuration snapshot ?

Y ou may enter more than one network feature in the command line. Separate each feature with a space
(and no comma). The following command will generate a snapshot file listing current configurations for
the vlan, qos, and snmp command families.

-> configuration snapshot vlan gos snmp

User-Defined Naming Options

When the snapshot syntax does not include a file name, the snapshot file is created using the default file
name asc.n.snap. Here, the n character holds the place of a number indicating the order in which the
snapshot file name is generated. For example, the following syntax may generate a file named asc.1.snap.

-> configuration snapshot all

Subsequent snapshot files without a name specified in the command syntax will become asc.2.snap,
asc.3.snap, etc.

The following command produces a snapshot file with the name testfile.snap.

-> configuration snapshot testfile.snap

Editing Snapshot Files

Snapshot files can be viewed, edited and reused as a configuration file. Y ou also have the option of editing
the snapshot file directly using the switch’s Vi text editor or you may upload the snapshot file to a text
editing software application on your workstation.

The snapshot file contains both command lines and comment lines. Y ou can identify the comment lines
because they each begin with the exclamation point (!) character. Comment lines are ignored by the switch
when a snapshot file is being applied. Comment lines are located at the beginning of the snapshot file to
form a sort of header. They also appear intermittently throughout the file to identify switch features or
applications that apply to the commands that follow them.
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Example Snapshot File Text

The following isthe text of a sample snapshot file created with the configur ation snapshot all command.

! Chassis

system name 0S6900
! Configuration:

! VLAN

! IP

ip service all

icmp unreachable net-unreachable disable
ip interface "vlan-1" address 10.255.211.70 mask 255.255.255.192 vlan 1 mtu 1500

ifindex 1

! IPMS

! AAA

aaa authentication default
aaa authentication console
! PARTM

! AVLAN

! 802.1x

! QOS

! Policy manager

! Session manager

! SNMP

snmp security no security
snmp community map mode off
! IP route manager

ip static-route 0.0.0.0 mask 0.0.0.0 gateway 10.255.211.65 metric 1

I RIP

! OSPF

! BGP

! IP multicast

! IPve6

! RIPng

! Health monitor
! Interface

! Link Aggregate
! VLAN AGG:

! 802.1Q

! Spanning tree
bridge mode 1x1
! Bridging

source-learning chassis hardware

! Bridging

! Port mirroring

! UDP Relay

! Server load balance
! System service

! VRRP

! Web :

! Module

! NTP

! RDP
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This file shows configuration settings for the Chassis, IP, AAA, SNMP, |P route manager, Spanning tree,
and Bridging services. Each of these services have configuration commands listed under their heading. All
other switch services and applications are either not being using or are using default settings.
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Verifying File Configuration

Y ou can verify the content and the status of the switch’s configuration files with commands listed in the

following table.

show configuration status

Displays whether there is a pending timer session scheduled for a
configuration file and indicates whether the running configuration and
the saved configuration files areidentical or different. This command
also displays the number of error files that will be held in the flash
directory.

show configuration snapshot

Generates a snapshot file of the switch’s non-default current running
configuration. A snapshot can be generated for al current network
features or for one or more specific network features. A snapshot isa
singletext file that can be viewed, edited, and reused as a configuration
file.

writeterminal

Displays the switch’s current running configuration for al features.

OmniSwitch AOS Release 8 Switch Management Guide  July 2020 page 6-11



7 Managing Switch User
Accounts

Switch user accounts may be set up locally on the switch for usersto log into and manage the switch. The
accounts specify login information (combinations of usernames and passwords) and privileges.

The switch has several interfaces (for example, console, Telnet, HTTP, FTP) through which users may
access the switch. The switch may be set up to allow or deny access through any of these interfaces. See
Chapter 8, “Managing Switch Security,” for information about setting up management interfaces.

In This Chapter

This chapter describes how to set up user accounts locally on the switch through the Command Line
Interface (CLI). CLI commands are used in the configuration examples; for more details about the syntax
of commands, see the OmniSwitch AOS Release 8 CLI Reference Guide.

This chapter provides an overview of user accounts. In addition, configuration procedures described in this
chapter include:

e “Creating aUser” on page 7-7.

e “Configuring Password Policy Settings’ on page 7-9.

e “Configuring Privilegesfor aUser” on page 7-14.

e “Setting Up SNMP Access for a User Account” on page 7-15.

“Multiple User Sessions’ on page 7-17.

User information may also be configured on external serversin addition to, or instead of, user accounts
configured locally on the switch. For information about setting up external serversthat are configured with
user information, see the “Managing Authentication Servers’ chapter in the OmniSwitch AOS Release 8
Network Configuration Guide.
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User Account Defaults

e Two user accounts are available on the switch by default: admin and default. For more information
about these accounts, see “ Startup Defaults” on page 7-3 and “Default User Settings’ on page 7-6.

¢ New usersinherit the privileges of the default user if the specific privileges for the user are not
configured; the default user is modifiable.

e Password defaults are as follows:

Description Command Default
Minimum password length user password-sizemin 6 characters
Default password expiration for any user passwor d-expiration disabled
user
Password expiration for particular ~ expiration keyword in the user none
user command
Usernameis not alowed in user password-policy cannot- disabled
password. contain-user name
Minimum number of uppercase user password-policy min- 0 (disabled)
characters allowed in a password. upper case
Minimum number of lowercase user password-policy min- 0 (disabled)
characters allowed in a password. lower case
Minimum number of base-10 digits  user password-policy min-digit 0 (disabled)
alowed in a password.

Minimum number of non- user password-policy min- 0 (disabled)
aphanumeric charactersallowedina nonalpha

password.

Maximum number of old passwords user password-history 4

to retain in the password history.

Minimum number of days user is user password-min-age 0 (disabled)
blocked from changing password.

e Global user account lockout defaults are as follows:

Parameter Description Command Default

Length of time during which failed

login attempts are counted.

user lockout-window

O—failedlogin attempts
are never aged out.

Length of time a user account
remains locked out of the switch

before the account is automatically

unlocked.

user lockout-duration

O—account remains
locked until manually
unlocked

Maximum number of failed login

attempts allowed during the lockout

window time period.

user lockout-threshold

0—no limit to the
number of failed login
attempts
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Overview of User Accounts

A user account includes alogin name, password, and user privileges. These privileges determine whether
the user has read or write access to the switch and which command domains and command families the
user is authorized to execute on the switch.

The designation of particular command families/domains or command families for user accessis
sometimes referred to as partitioned management. The privileges and profiles are sometimes referred to as
authorization.

Note. For information about setting up user information on an authentication (AAA) server, seethe
“Managing Authentication Servers’ chapter of the OmniSwitch AOS Release 8 Network Configuration
Guide.

Users typically log into the switch through one of the following methods:

e Console port—A direct connection to the switch through the console port.

e Telnet—Any standard Telnet client may be used for logging into the switch.
e FTP—Any standard FTP client may be used for logging into the switch.

e HTTP—The switch has a Web browser management interface for userslogging in viaHTTP. This
management tool is called WebView.

e Secure Shell—Any standard Secure Shell client may be used for logging into the switch.
e SNMP—Any standard SNMP browser may be used for logging into the switch.

Startup Defaults

By default, a single user management account is available at the first bootup of the switch. This account
has the following user name and password:

e user name—admin
e password—switch

Initially, the admin user can only be authorized on the switch through the console port. Management
access through any other interface is disabled. The Authenticated Switch Access commands may be used
to enable access through other interfaces/services (Telnet, HTTP, etc.); however, SNMP accessis not
allowed for the admin user. Also, the admin user cannot be modified, except for the password.

Password expiration for the admin user is disabled by default. See “ Configuring Password Expiration” on
page 7-10.

In addition, another account, default, is available on the switch for default settings only; this account
cannot be used to log into the switch. It is used to store and modify default settings for new users.

To set up a user account, use the user command, which specifies the following:

e Password—The password is required for new users or when modifying a user’s SNMP access. The
password will not appear in an ASCII configuration file created via the snapshot command.

e Privileges—The user’s read and write access to command domains and families. See “ Configuring
Privileges for aUser” on page 7-14 for more details.
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¢  SNMP access—Whether or not the user is permitted to manage the switch via SNMP. See “ Setting Up
SNMP Access for a User Account” on page 7-15 for more details.

Typicaly, options for the user are configured at the same time the user is created. An example of creating
auser and setting access privileges for the account is given here:

-> user thomas password techpubs read-write domain-policy
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Quick Steps for Network Administrator User Accounts

1 Configure the user with the relevant username and password. For example, to create a user called
thomas with a password of techpubs, enter the following:

-> user thomas password techpubs

For information about creating a user and setting up a password, see “ Creating a User” on page 7-7.

2 Configurethe user privileges (and SNMP access) if the user should have privileges that are different
than those set up for the default user account. For example:

-> user thomas read-write domain-network ip-helper telnet

For information about the default user settings, see the next section. For information about setting up

privileges, see“ Configuring Privileges for aUser” on page 7-14.

Note. Optional. To verify the user account, enter the show user command. The display is similar to the

following:

-> show user thomas

User name = thomas,

Password expiration = None,
Password allow to be modified date
Account lockout = None,
Password bad attempts =0,

Read Only for domains = None,
Read/Write for domains = Network ,
Snmp allowed = NO

Console-Only = Disabled

= None,

For more information about the show user command, see the OmniSwitch AOS Release 8 CLI Reference

Guide.
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Default User Settings

The default user account on the switch is used for storing new user defaults for privileges and profile
information. This account does not include a password and cannot be used to log into the switch.

At the first switch startup, the default user account is configured for:
* No read or write access.
* No SNMP access.

Any new users created on the switch will inherit the privileges of the default user unless the user is
configured with specific privileges.

The default user settings may be modified. Enter the user command with default as the user name. Note
that the default user may only store default functional privileges.

The following example modifies the default user account with read-write accessto all CLI commands:
-> user default read-write all

In this example, any new user that is created will have read and write accessto al CLI commands (unless
a specific privilege or SNMP access is configured for the new user).

Account and Password Policy Settings

The switch includes global password settings that are used to implement and enforce password complexity
when a password is created, modified, and used. These user-configurabl e settings apply the following
password reguirements to all user accounts configured for the switch:

e Minimum password size.

e Whether or not a password can contain the account username.
e Minimum password character requirements.

e Password expiration.

e Password history.

e Minimum password age.

In addition to global password settings, the switch also includes global user lockout settings that determine
when auser account is locked out of the switch and the length of time the user account remains locked.

See “Configuring Password Policy Settings” on page 7-9 and “ Configuring Global User Lockout Settings”
on page 7-12 for more information.

How User Settings Are Saved

Unlike other settings on the switch, user settings configured through the user and password commands
are saved to the switch configuration automatically. These settings are saved in real timein the local user
database.

At bootup, the switch reads the database file for user information (rather than the vcboot.cfg file).
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Note. Password settings configured through the user passwor d-policy commands are not automatically
saved to the switch configuration.

Creating a User

To create a new user, enter the user command with the desired username and password. Use the
passwor d keyword. For example:

-> user thomas password techpubs

In this example, a user account with a user name of thomas and a password of techpubs is stored in the
local user database.

Note. The exclamation point (!) is not avalid password character. In addition, specifying an asterisk (*) as
one or more charactersin apassword is allowed as long as every character is not an asterisk. For example,
password **123456** is allowed; password ******** jsnot allowed.

If privileges are not specified for the user, the user will inherit all of the privileges of the default user
account. See “Default User Settings’ on page 7-6.

Note that the password will not display in clear text in an ASCII configuration file produced by the
snapshot command. Instead, it will display in encrypted form.

An option to enter the password in a obscured format rather than as clear text is provided. While creating a
user, passwor d-prompt option can be used with the *user’ command to configure the password for the
user. When this option is selected, a password prompt appears and the password can be provided. Pass-
word needs to be re-entered, and only if both the passwords match, command is accepted. Password
provided in thismode is not displayed on the CLI astext.

For example,

-> user techpubs password-prompt
Password: ****x*%*
Re-enter password: **xxx*x**

Removing a User
To remove auser from the local database, use the no form of the command:
-> no user thomas

The user account for thomasis removed from the local user database.

User-Configured Password

Users may change their own passwords by using the passwor d command. In this example, the current
user wants to change the password to my_passwd. Follow these steps to change the password:

1 Enter the password command. The system displays a prompt for the new password:

-> password
enter old password:
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2 Enter the old password. (The password is concealed with asterisks.) A prompt displays for the new
password.

-> password
enter old password:***xx*x**
enter new password:

3 Enter the desired password. The system then displays a prompt to verify the password.

-> password
enter old password:***xxx*x*
enter new password: *kkhkkkkkk
reenter new password:

4 Enter the password again.

-> password
enter o0ld password:**x*x*k*
enter new pasSWOrd: *kkkkkkk*x
reenter new password: ****kkkkxx

->

The password is now reset for the current user. At the next switch login, the user must enter the new
password.
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Configuring Password Policy Settings

The global password policy settings for the switch define the following requirements that are applied to al
user accounts:

e Minimum password size.

e Whether or not the password can contain the username.

e The minimum number of uppercase characters required in a password.

e The minimum number of uppercase characters required in a password.

¢ The minimum number of base-10 digits required in a password.

¢ The minimum number of non-al phanumeric characters (symbols) required in a password.

e Password expiration.

¢ The maximum number of old passwords that are saved in the password history.

e The minimum number of days during which a user is not allowed to change their password.

Password policy settings are applied when a password is created or modified. The following subsections
describe how to configure these settings using CL1 commands.

To view the current policy configuration, use the show user passwor d-policy command. For more
information about this command and those used in the configuration examples throughout this section, see
the OmniSwitch AOS Release 8 CLI Reference Guide.

Setting a Minimum Password Size
To configure a minimum password size, enter the user passwor d-size min command. For example:
-> user password-size min 10

The minimum length for any passwords configured for usersis now 10 characters.

Configuring the Username Password Exception

Use the user password-policy cannot-contain-user name command to block the ability to configure a
password that contains the username. For example:

-> user password-policy cannot-contain-username enable

Enabling this functionality prevents the user from specifying the username in the password that is
configured for the same user account. For example, the password for the account username of public can
not contain the word public in any part of the password. However, the username of another account is still
allowed.
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Configuring Password Character Requirements

The character requirements specified in the global password policy determine the minimum number of
uppercase, lowercase, non-al phanumeric, and 10-base digit characters required in all passwords. These
regquirements are configured using the following user passwor d-policy commands:

Command Configures...

user password-policy min-upper case The minimum number of uppercase characters
required in all passwords.

user password-policy min-lower case The minimum number of lowercase characters
required in al passwords.

user passwor d-policy min-digit The minimum number of base-10 digits required
inal passwords.

user passwor d-policy min-nonalpha The minimum number of non-alphanumeric
characters (symbols) required in all passwords.

Specifying zero with any of the these commands disables the requirement. For example, if the number of
minimum uppercase charactersis set to zero (the default), then there is no requirement for a password to
contain any uppercase characters.

Configuring Password Expiration

By default, password expiration is disabled on the switch. A global default password expiration may be
specified for al users or password expiration may be set for an individual user.

Note. When the current user’ s password has less than one week before expiration, the switch will display
an expiration warning after login.

If auser's password expires, the user will be unable to log into the switch through any interface; the
admin user must reset the user’ s password. If the admin user’ s password expires, the admin user will
have access to the switch through the console port with the currently configured password.

Default Password Expiration

To set password expiration globally, use the user passwor d-expiration command with the desired
number of days; the allowable rangeis 1 to 150 days. For example:

-> user password-expiration 3

The default password expiration is now set to three days. All user passwords on the switch will be set or
reset with the three-day expiration. If an individual user was configured with adifferent expiration through
the user command, the expiration will be reset to the global value.

The expiration is based on the switch system date/time and date/time the user passwor d-expir ation
command is entered. For example, if auser is configured with a password expiration of 10 days, but the
global setting is 20 days, that user’s password will expirein 10 days.

To disable the default password expiration, use the user passwor d-expiration command with the disable
option:

-> user password-expiration disable
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Specific User Password Expiration

To set password expiration for an individual user, use the user command with the expiration keyword and
the desired number of days or an expiration date. For example:

-> user bert password techpubs expiration 5
This command gives user bert a password expiration of five days.

To set a specific date for password expiration, include the date in mmv/dd/yyyy hh: mm format. For
example:

-> user bert password techpubs expiration 02/19/2003 13:30

This command sets the password expiration to February 19, 2003, at 1:30pm; the switch will calculate the
expiration based on the system date/time. The system date/time may be displayed through the system date
and system time commands.

Note. The expiration will be reset to the global default setting (based on the user passwor d-expiration
command) if the user password is changed or the user passwor d-expiration command is entered again.

Configuring the Password History

The password history refers to the number of old passwords for each user account that are saved by the
switch. Thisfunctionality prevents the user from using the same password each time their account
password is changed. For example, if the password history is set to 10 and a new password entered by the
user matches any of the 10 passwords saved, then an error message is displayed notifying the user that the
password is not available.

By default, the password history is set to save up to 4 old passwords for each user account. To configure
the number of old passwords to save, use the user password-history command. For example:

-> user password-history 2

To disable the password history function, specify 0 as the number of old passwords to save. For example:

-> user password-history 0

Note that a password is dropped from the password history when it no longer falls within the number of
passwords that are retained by the switch.

Configuring the Minimum Age for a Password

The password minimum age setting specifies the number of days during which a user is not allowed to
change their password. Note that it is necessary to configure a password minimum age value that is less
than the password expiration value.

The default minimum age is set to zero, which means that there is no minimum age regquirement for a
password. To configure a minimum password age, use the user passwor d-min-age command. For
example:

-> user password-min-age 7

This command specifies that the user is prevented from changing their password for seven days from the
time the password was created or modified.
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Configuring Global User Lockout Settings

The following user lockout settings configured for the switch apply to all user accounts:

¢ | ockout window—the length of time afailed login attempt is aged beforeit is no longer counted as a
failed attempt.

e | ockout threshold—the number of failed login attempts allowed within a given lockout window period
of time.

e | ockout duration—the length of time a user account remains locked until it is automatically unlocked.

In addition to the above lockout settings, the network administrator also has the ability to manually lock
and unlock user accounts. The following subsections describe how to configure user lockout settings and
how to manually lock and unlock user accounts.

Note. Only the admin user is allowed to configure user lockout settings. The admin account is protected
from lockout; therefore, it is always available.

Lockout settings are saved automatically; that is, these settings do not require the write memory
command to save user settings over areboot. To view the current lockout settings configured for the
switch, use the show user lockout-setting command.

For more information about this command and those used in the configuration examples throughout this
section, see the OmniSwitch AOS Release 8 CLI Reference Guide.

Configuring the User Lockout Window

The lockout window is basically a moving observation window of timein which failed login attempts are
counted. If the number of failed login attempts exceeds the lockout threshold setting (see “ Configuring the
User Lockout Threshold Number” on page 7-13) during any given observation window period of time, the
user account islocked out of the switch.

Note that if afailed login attempt ages beyond the observation window of time, that attempt is no longer
counted towards the threshold number. For example, if the lockout window is set for 10 minutes and a
failed login attempt occurred 11 minutes ago, then that attempt has aged beyond the lockout window time
and is not counted. In addition, the failed login count is decremented when the failed attempt ages out.

If the lockout window is set to 0 this means that there is no observation window and failed login attempts
are never aged out and will never be decremented. To configure the lockout window time, in minutes, use
the user lockout-window command. For example:

-> user lockout-window 30

Do not configure an observation window time period that is greater than the lockout duration time period
(see “ Configuring the User Lockout Duration Time” on page 7-13).
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Configuring the User Lockout Threshold Number

The lockout threshold number specifies the number of failed login attempts allowed during any given
lockout window period of time (see “ Configuring the User Lockout Window” on page 7-12). For example,
if the lockout window is set for 30 minutes and the threshold number is set for 3 failed login attempts, then
the user islocked out when 3 failed login attempts occur within a 30 minute time frame.

By default, the lockout threshold number is set to O; this means that there is no limit to the number of
failed login attempts allowed, even if alockout window time period exists. To configure alockout
threshold number, use the user lockout-threshold command. For example:

-> user lockout-threshold 3

Note that alocked user account is automatically unlocked when the lockout duration time (see
“Configuring the User Lockout Duration Time" on page 7-13) is reached or the admin user manually
unlocks the user account.

Configuring the User Lockout Duration Time

The user lockout duration time specifies the number of minutes a user account remains locked until itis
automatically unlocked by the switch. This period of time starts when the user account is locked out of the
switch. Note that at any point during the lockout duration time, the admin user can still manually unlock
the user account.

By default, the user lockout duration time is set to 0; this means that there is no automatic unlocking of a
user account by the switch. The locked user account remains locked until it is manually unlocked by the
admin user. To configure alockout duration time, use the user lockout-duration command. For example:

-> user lockout-duration 60

Do not configure alockout duration time that is less than the lockout window time period (see
“Configuring the User Lockout Window” on page 7-12).

Manually Locking and Unlocking User Accounts

The user lockout unlock command is used to manually lock or unlock a user account. This command is
only available to the admin user or a user who has read/write access privileges to the switch.

To lock a user account, enter user lockout and the username for the account. For example,
-> user j_smith lockout

To unlock auser account, enter user unlock and the username for the locked account. For example,
-> user j_smith unlock

In addition to this command, the admin user or users with read/write access privileges can change the user
account password to unlock the account.

Note that if alockout duration time (see “ Configuring the User Lockout Duration Time” on page 7-13) is
not configured for the switch, then it is only possible to manually unlock a user account with the user
lockout command or by changing the user password.
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Configuring Privileges for a User

To configure privileges for auser, enter the user command with the read-only or read-write option and
the desired CLI command domain names or command family names. The read-only option provides
access to show commands; the read-wr ite option provides access to configuration commands and show
commands. Command families are subsets of command domains.

If you create a user without specifying any privileges, the user’s account will be configured with the
privileges specified for the default user account.

Command domains and families are listed here:

Domain Corresponding Families

domain-admin file telnet debug

domain-system system aip snmp rmon webmgt config

domain-physical chassis module interface pmm health

domain-network ip rip ospf bgp vrrp ip-routing ipx ipmr ipms rdp
ospf3ipv6

domain-layer2 vlan bridge stp 802.1q linkagg ip-helper

domain-service dns

domain-policy gos policy slb

domain-security session avlan aaa

In addition to command families, the keywords all or none may be used to set privileges for all command
families or no command families respectively.

An example of setting up user privileges:
-> user thomas read-write domain-network ip-helper telnet

User thomas will have write accessto all the configuration commands and show commandsin the
network domain, aswell as Telnet and IP helper (DHCP relay) commands. The user will not be able to
execute any other commands on the switch.

Use the keyword all to specify accessto al commands. In the following example, the user is given read
accessto all commands:

-> user lindy read-only all

Note. When modifying an existing user, the user password is not required. If you are configuring a new
user with privileges, the password is required.

Use the keyword all-except to disable the function privileges for a specific family or domain for a user.
The following example creates a user with read-write privileges for all families except ‘aaa’.

-> user techpubs password writer read-write all-except aaa

The default user privileges may also be modified. See “ Default User Settings’ on page 7-6.
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Setting Up SNMP Access for a User Account

By default, users can access the switch based on the SNM P setting specified for the default user account.
The user command, however, may be used to configure SNMP access for a particular user. SNMP access
may be configured without authentication and encryption required (supported by SNMPv1, SNMPv2, or
SNMPv3). Or it may be configured with authentication or authentication/encryption required (SNMPv3

only).

SNMP authentication specifies the agorithm that should be used for computing the SNMP authentication
key. It may also specify DES encryption. The following options may be configured for auser’s SNMP
access with authentication or authentication/encryption:

e SHA—The SHA authentication algorithm is used for authenticating SNMP PDU for the user.
e MD5—The MD5 authentication algorithm is used for authenticating SNMP PDU for the user.

e SHA and DES—The SHA authentication agorithm and DES encryption standard is used for
authenticating and encrypting SNMP PDU for the user.

e MD5 and DES—The M D5 authentication algorithm and the DES encryption standard is used for
authenticating and encrypting SNMP PDU for the user.

e SHA and AES— The SHA authentication agorithm and AES encryption standard is used for
authenticating and encrypting SNMP PDU for the user.

e SHA224— The SHA224 authentication algorithm is used for storing the user passwords.
e SHA256— The SHA256 authentication algorithm is used for storing the user passwords.

The user’slevel of SNMP authentication is superseded by the SNMP version allowed globally on the
switch. By default, the switch allows all SNMP requests. Use the snmp security command to change the
SNMP security level on the switch.

Note. At least one user with SHA/MD5 authentication and/or DES encryption must be configured on the
switch for SNMPv3 communication with OmniVista.

The community string carried in the SNMP PDU identifies the request asan SNMPv1 or SNMPv2
request. The way the community string is handled on the switch is determined by the setting of the snmp
community-map mode command. If the community map mode is enabled, the community string is
checked against the community strings database (populated by the snmp community-map command). If
the community map mode is disabled, then the community string value is checked against the user
database. In either case, if the check fails, the request is dropped.

For more information about configuring SNMP globally on the switch, see Chapter 10, “Using SNMP.”
The next sections describe how to configure SNMP access for users. Note the following:
e SNMP access cannot be specified for the admin user.

e When modifying a user’s SNMP access, the user password must be re-entered (or a new one
configured). Thisis required because the hash algorithm used to save the password in the switch
depends on the SNMP authentication level.
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SNMP Access Without Authentication/Encryption

To give auser SNMP access without SNM P authentication required, enter the user command with the no
auth option. For example, to give existing user thomas SNM P access without SNM P authentication, enter
the following:

-> user thomas password techpubs no auth

For this user, if the SNMP community map mode is enabled (the default), the SNMP community map
must include a mapping for this user to a community string. In this example, the community string is
our_group:

-> snmp community map our group user thomas

In addition, the global SNM P security level on the switch must allow non-authenticated SNMP frames
through the switch. By default, the SNMP security level is privacy all; thisis the highest level of SNMP
security, which allows only SNM Pv3 frames through the switch. Use the snmp security command to
change the SNM P security level. For more information about configuring SNMP globally on the switch,
see Chapter 10, “Using SNMP.”

SNMP Access With Authentication/Encryption

To configure a user with SNMP access and authentication, enter the user command with the desired
authentication type (sha, md5, sha+des, and md5+des).

-> user thomas password techpubs sha+des

When SNM P authentication is specified, an SNMP authentication key is computed from the user
password based on the authentication/encryption setting. In this example, the switch would use the SHA
authentication algorithm and DES encryption on the techpubs password to determine the SNMP
authentication key for this user. The key isin hexadecimal form and is used for encryption/de-encryption
of the SNMP PDU.

The authentication key is only displayed in an ASCII configuration file if the snapshot command is
entered. The key isindicated in the file by the syntax authkey key. See Chapter 6, “Working With
Configuration Files,” for information about using the snapshot command. The key is not displayed in the
CLI.

Removing SNMP Access From a User
To deny SNMP access, enter the user command with the no snmp option:
-> user thomas no snmp

This command resultsin thomas no longer having SNM P access to manage the switch.

OmniSwitch AOS Release 8 Switch Management Guide  July 2020 page 7-16



Managing Switch User Accounts Multiple User Sessions

Multiple User Sessions

Several CLI commands give you information about user sessions that are currently operating on the
Omni Switch, including your own session. These commands allow you to list the number and types of
sessions that are currently running on the switch. Y ou can also terminate another session, provided you
have administrative privileges.

Listing Other User Sessions

The who command displays all users currently logged into the OmniSwitch. The following example
shows use of the who command and a resulting display:

-> who
Session number = 0

User name = (at login),

Access type = console,

Access port = Local,

IP address = 0.0.0.0,

Read-only domains = None,

Read-only families = ,

Read-Write domains = None,

Read-Write families = ,
Session number = 1

User name = admin,

Access type = http,

Access port = Ethernet,

IP address = 123.251.12.51,

Read-only domains = None,

Read-only families = ,

Read-Write domains = All

Read-Write families = ,
Session number = 3

User name = admin,

Access type = telnet,

Access port = Ethernet,

IP address = 123.251.12.61,
Read-only domains = None,
Read-only families = ,

Read-Write domains = All ,

Read-Write families = ,

The above display indicates that three sessions are currently active on the Omni Switch. Session number 0
always shows the console port whenever that port is active and logged in. The other sessions are identified
by session number, user name, the type of access, port type, |P address, and user privileges.
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Listing Your Current Login Session

In order to list information about your current login session, you may either use the who command and
identify your login by your IP address or you may enter the whoami command. The following will

display:

-> whoami
Session number = 4
User name = admin,

Access type telnet,
Access port = NI,

IP address = 148.211.11.02,
Read-only domains = None,
Read-only families = ,

Read-Write domains = All ,

Read-Write families = ,

This display indicates that the user is currently logged in as session number 4, under the username
“admin,” using a Telnet interface, from the | P address of 148.211.11.02.

Terminating Another Session

If you are logged in with administrative privileges, you can terminate the session of another user by using
the kill command. The following command will terminate login session number 4.

-> kill 4

The command syntax requires you to specify the number of the session you want to kill. Y ou can use the
who command for alist of al current user sessions and their numbers. The kill command takes effect
immediately.
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Verifying the User Configuration

To display information about user accounts configured locally in the user database, use the show
commands listed here:

show user Displays information about all users or a particular user configured in
the local user database on the switch.

show user password-policy Displays the minimum number of charactersthat are required for a user
password.

show user passwor d-policy Displays the expiration date for passwords configured for user accounts
stored on the switch.

show user password-policy Displays the global password settings configured for the switch.

show user lockout-setting Displaysthe global user lockout settings configured for the switch.

show aaa priv hexa Displays hexadecimal values for command domains/families.

For more information about the resulting displays from these commands, see the Omni Switch AOS
Release 8 CLI Reference Guide. An example of the output for the show user command is also givenin
“Quick Steps for Network Administrator User Accounts’ on page 7-5.
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Switch security is provided on the switch for al available management interfaces. The switch may be set
up to alow or deny access through any of these interfaces.

In This Chapter

This chapter describes how to set up switch management interfaces through the Command Line Interface
(CL1). CLI commands are used in the configuration examples; for more details about the syntax of
commands, see the OmniSwnitch AOS Release 8 CLI Reference Guide.

An overview of switch security isgiven in this chapter. In addition, configuration procedures described in
this chapter include:

e “Configuring Authenticated Switch Access’ on page 8-6

e “Setting Up Management Interfaces for ASA” on page 8-9

e “Configuring Accounting for ASA” on page 8-11

e “Authenticated Switch Access - Enhanced Mode” on page 8-12

e “Joint Interoperability Test Command - JITC Mode” on page 8-21

A user login procedure requires that users are authenticated for switch access via an external
authentication server or the local user database. For information about setting up user accounts locally on
the switch, see Chapter 7, “Managing Switch User Accounts.” For information about setting up external
serversthat are configured with user information, see the “Managing Authentication Servers’ chapter in
the OmniSwitch AOS Release 8 Network Configuration Guide.

This chapter describes how to enable/disable access for management interfaces. For information about
basic login on the switch, see Chapter 2, “Logging Into the Switch.”
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Switch Security Defaults

Access to managing the switch is always available for the admin user through the console port, even if
management access to the console port is disabled for other users.

Description Command Default
Console Access aaa authentication Enabled
Remote Access aaa authentication Disabled
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Switch Security Overview

Switch security features increase the security of the basic switch login process by allowing management
only through particular interfaces for users with particular privileges. Login information and privileges
may be stored on the switch and/or an external server, depending on the type of external server you are
using and how you configure switch access.

The illustration here shows the components of switch security:

End User

.

(-

login request

RADIUS or LDAP management interface

Server

local user
Servers supply login infor- database

mation about the user. User
privilege information is also
available on RADIUS and
LDAP servers.

OmniSwitch

Figure 8-1: Authenticated Switch Access Setup

An external RADIUS or LDAP server can supply both user login and authorization information. External
servers may also be used for accounting, which includes logging statistics about user sessions. For
information about configuring the switch to communicate with external servers, see the “Managing
Authentication Servers’ chapter in the OmniSwitch AOS Release 8 Network Configuration Guide.

If an external server is not available or is not configured, user login information and user authorization
may be provided through the local user database on the switch. The user database is described in
Chapter 7, “Managing Switch User Accounts.”

Logging may aso be accomplished directly on the switch. For information about configuring local
logging for switch access, see “ Configuring Accounting for ASA” on page 8-11. For compl ete details

about local logging, see the “Using Switch Logging” chapter in the OmniSwitch AOS Release 8 Network
Configuration Guide.
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Authenticated Switch Access

Authenticated Switch Access (ASA) isaway of authenticating users who want to manage the switch.
With authenticated access, al switch login attempts require authentication viathe local user database or
viaathird-party server.

This section describes how to configure management interfaces for authenticated access as well as how to
specify external servers that the switch can poll for login information. The type of server may be an
authentication-only mechanism or an authentication, authorization, and accounting (AAA) mechanism.

AAA Servers—RADIUS or LDAP

AAA servers are able to provide authorization for switch management users as well as authentication
(they also may be used for accounting). The AAA servers supported on the switch are Remote
Authentication Dia-In User Service (RADIUS) or Lightweight Directory Access Protocol (LDAP)
servers. User login information and user privileges may be stored on the servers.

Privileges are used for network administrator accounts. Instead of user privileges an end-user profile may
be associated with a user for customer login accounts. User information configured on an external server

may include a profile name attribute. The switch will attempt to match the profile name to a profile stored
locally on the switch.

The following illustration shows the two different user types attempting to authenticate with a AAA
server:

Network Administrator

login request

LDAP or RADIUS
Ser

The switch polls the server
and receives login and privi-
lege information about the
user.

OmniSwitch

Figure8-2: AAA Server (LDAP or RADIUS)

For more information about types of users, see Chapter 7, “Managing Switch User Accounts.”
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Interaction With the User Database

By default, switch management users may be authenticated through the console port viathe local user
database. If external servers are configured for other management interfaces (such as Telnet, or HTTP),
but the servers become unavailable, the switch will poll the local user database for login information.

Access to the console port provides secure failover in case of misconfiguration or if external
authentication servers become unavailable. The admin user is aways authorized through the console port
viathe local database (provided the correct password is supplied), even if access to the console port is
disabled.

The database includes information about whether or not auser is able to log into the switch and which
kinds of privileges or rights the user has for managing the switch. The database may be set up by the
admin user or any user with write privileges to the AAA commands.

See Chapter 7, “Managing Switch User Accounts,” for more information about setting up the user
database.

Secure Console Session for Admin User Only

This feature can be used to restrict all users except the user “admin” from accessing the switch through the
Secure console session.

To enable the restriction, use the aaa console admin-only command. For example:
-> aaa console admin-only enable
To disable the restriction, use the aaa console admin-only command. For example:

-> aaa console admin-only disable

Note.

¢ The secure console sessions which are aready established before enabling this feature will continue to
work until the session timer is refreshed.

e |f theroot accessis enabled, the root user shall be able to connect to the super user mode.
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Configuring Authenticated Switch Access

Setting up Authenticated Switch Access involves the following genera steps:

1 Set Up the Authentication Servers. This procedure is described briefly in this chapter. See the
“Managing Authentication Servers’ chapter of the OmniSwitch AOS Release 8 Network Configuration
Guide for complete details.

2 Set UptheLlocal User Database. Set up user information on the switch if user login or privilege
information will be pulled from the switch. See Chapter 7, “Managing Switch User Accounts.”

3 Set Up the Management Interfaces. This procedure is described in “ Setting Up Management
Interfaces for ASA” on page 8-9.

4 Set Up Accounting. This stepisoptional and is described in “ Configuring Accounting for ASA” on
page 8-11.

Additional configuration is required in order to set up the switch to communicate with external
authentication servers. This configuration is briefly mentioned in this chapter and described in detail in the
“Managing Authentication Servers’ chapter of the OmniSwitch AOS Release 8 Network Configuration
Guide.

If you are using the local switch database to authenticate users, user accounts must be set up on the switch.
Procedures for creating user accounts are described in this chapter. See Chapter 7, “Managing Switch User
Accounts.”

Note that by default:
e Authenticated switch accessis available only through the console port.
e Users are authenticated through the console port viathe local user database on the switch.

These defaults provide “ out-of-the-box” security at initial startup. Other management interfaces (Telnet,
HTTP, etc.) must be specifically enabled before they can access the switch.

A summary of the commands used for configuring ASA isgiven in the following table;

Commands Used for...

user Configuring the local user database on the switch.

aaaradius-server Setting up the switch to communicate with external RADIUS or LDAP
aaa tacacst-server authentication servers.

aaa authentication Configuring the management interface and specifying the servers and/or

local user database to be used for the interface.

aaa accounting session  Optional. Specifies servers to be used for accounting.
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Quick Steps for Setting Up ASA

1 If thelocal user database is used for user login information, set up user accounts through the user
command. In this example, user privileges are configured:

-> user thomas password mypassword read-write all

2 If an external RADIUS or LDAP server isused for user login information, use the aaa radius-server
or aaa tacacs+-server commands to configure the switch to communicate with these servers. For
example:

-> aaa radius-server radl host 10.10.1.2 timeout 3

For more information, see the “Managing Authentication Servers’ chapter in the OmniSwitch AOS
Release 8 Network Configuration Guide.

3 Usethe aaa authentication command to specify the management interface through which switch
access is permitted (such as console, telnet, ftp, http, or ssh). Specify the server and backup serversto be
used for checking user login and privilege information. Multiple servers of different types may be
specified. For example:

-> aaa authentication telnet radl ldap2 local

The order of the server names isimportant. The switch uses the first available server in the list. In this
example, the switch would useradl to authenticate Telnet users. If radl becomes unavailable, the switch
will use Idap2. If Idap2 then becomes unavailable, the switch will use the local user database to
authenticate users.

4 Repeat step 3 for each management interface to which you want to configure access; or use the default
keyword to specify accessfor al interfaces for which accessis not specifically denied. For example, if
you want to configure access for all management interfaces except HTTP, you would enter:

-> no aaa authentication http
-> aaa authentication default radl local

Note the following:

e SNMP access may only use LDAP servers or the local user database. If you configure the default
management access with only RADIUS SNMP will not be enabled.

e |tisrecommended that Telnet and FTP be disabled if Secure Shell (ssh) is enabled.
¢ |f you want to use WebView to manage the switch, make sure HTTP is enabled.

5 Specify an accounting server if aRADIUS or LDAP server will be used for accounting. Specify local
if accounting may be done on the switch through the Switch Logging feature. Multiple servers may be
specified as backups.

-> aaa accounting session ldap2 local
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The order of the server names isimportant here as well. In this example, the switch will use Idap2 for
logging switch access sessions. If Idap2 becomes unavailable, the switch will use the local Switch
Logging facility. For more information about Switch Logging, see the OmniSwitch AOS Release 8
Network Configuration Guide.

Note. To verify the switch access setup, enter the show aaa authentication command. The display is
similar to the one shown here:

Service type = Default

lrst authentication server = radl

2nd authentication server = local
Service type = Console

Authentication = Use Default,

lrst authentication server = radl

2nd authentication server = local

Service type = Telnet

Authentication = Use Default,

lrst authentication server = radl

2nd authentication server = local
Service type = Ftp

Authentication = Use Default,

lrst authentication server = radl

2nd authentication server = local
Service type = Http

Authentication = denied

Service type = Snmp
Authentication = Use Default,
lrst authentication server = radl
2nd authentication server = local

Service type = Ssh
Authentication = Use Default,
lrst authentication server = radl
2nd authentication server = local

For more information about this command, see the OmniSwitch AOS Release 8 CLI Reference Guide.
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Setting Up Management Interfaces for ASA

By default, authenticated access is available through the console port. Access through other management
interfaces is disabled. This chapter describes how to set up access for management interfaces. For more
details about particular management interfaces and how they are used, see Chapter 2, “Logging Into the
Switch.”

To give switch access to management interfaces, use the aaa authentication command to allow or deny
access to each interface type; the default keyword may be used to configure access for al interface types.
Specify the server(s) to be used for authentication through the indicated management interface.

To specify an external authentication server or servers, use the RADIUS or LDAP server name. To specify
that the local user database should be used for authentication, use the local keyword.

RADIUS and LDAP servers are set up to communicate with the switch viathe aaa radius-server and aaa
Idap-server commands. For more information about configuring the switch to communicate with these
servers, see the “Managing Authentication Servers’ chapter of the OmniSwitch AOS Release 8 Network
Configuration Guide.

The order of the specified serversisimportant. The switch uses only one server for authentication—the
first available server in the list. All authentication attempts will be tried on that server. Other servers are
not tried, even if they are available. If local is specified, it must belast in the list since the local user
database is always available when the switch is up.

Servers may also be used for accounting, or logging, of authenticated sessions. See “Configuring
Accounting for ASA” on page 8-11.

The following table describes the management access interfaces or methods and the types of
authentication servers that may be used with them:

Server Type Management Access M ethod
RADIUS Telnet, FTP, HTTP, SSH

LDAP Telnet, FTP, HTTP, SSH, SNMP
local console, FTP, HTTP, SSH, SNMP

Note: Remote authentication is not supported on secondary CMMs or Slave
chassis. Use local authentication on secondary CMMs and Slave chassis.

Enabling Switch Access

Enter the aaa authentication command with the relevant keyword that indicates the management
interface and specify the servers to be used for authentication. In this example, Telnet access for switch
management is enabled. Telnet users will be authenticated through a chain of serversthat includes a
RADIUS server and an LDAP server that have already been configured through the aaa radius-server
and aaa Idap-server commands respectively. For example:

-> aaa authentication telnet radl ldap2 local

After this command is entered, Telnet users will be authenticated to manage the switch through theradl
RADIUS server. If that server is unavailable, the LDAP server, Idap2, will be polled for user information.
If that server is unavailable, the local user database will be polled for user information. Note that if the
local user database is specified, it must be last in the list of servers.
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To disable authenticated access for a management interface use the no form of the command with the
keyword for the interface. For example:

-> no aaa authentication ftp

FTP accessis now denied on the switch.

Note. The admin user always has switch access through the console port even if accessis denied through
the console port.

To remove a server from the authenticated switch access configuration, enter the aaa authentication
command with the relevant server names (s) and leave out the names of any servers you want to remove.
For example:

-> aaa authentication telnet radl local

The server Idap2 isremoved for Telnet access and will not be polled for user information when users
attempt to log into the switch through Telnet.

Note. SNMP can only use LDAP servers or the local user database for authentication.

Configuring the Default Setting

The default keyword may be used to specify the default setting for all management interfaces except those
that have been explicitly denied. For example:

-> no aaa authentication ftp
-> aaa authentication default ldap2 local

In this example, all management interfaces except FTP are given switch access through Idap2 and the
local user database.

The default keyword may also be used to reset a specified interface to the default interface setting. For
example:

-> aaa authentication ftp default

In this example, FTP users will now be authenticated through the serversthat are specified for the default
interface.
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Configuring Accounting for ASA

Accounting servers track network resources such as time, packets, bytes, etc., and user activity (when a
user logsin and out, how many login attempts were made, session length, etc.). The accounting servers
may be located anywhere in the network.

Note the following:
e The servers may be different types.

¢ The keyword local must be specified if you want accounting to be performed via the Switch Logging
feature in the switch. If local is specified, it must be the last server in thelist.

Note that external accounting servers are configured through the aaa radius-server and aaa tacacs+-
server commands. These commands are described in “Managing Authentication Servers’ in the
OmniSwitch AOS Release 8 Network Configuration Guide.

To enable accounting (logging a user session) for Authenticated Switch Access, use the aaa accounting
session command with the relevant server name(s). In this example, the RADIUS and LDAP servers have
already been configured through the aaa radius-server and aaa |dap-server commands.

-> aaa accounting session radl ldap2 local

After this command is entered, accounting will be performed through the rad1l RADIUS server. If that
server is unavailable, the LDAP server, [dap2, will be used for accounting. If that server is unavailable,
logging will be done lacally on the switch through the Switch Logging feature. (For more information
about Switch Logging, see the OmniSwitch AOS Release 8 Network Configuration Guide.)

To remove an individual server from the list of servers, enter the aaa accounting session command with
the relevant server name(s), removing the desired server from the list. For example:

-> aaa accounting session radl local
The server [dap2 is removed as an accounting server.

To disable accounting for Authenticated Switch Access, use the no form of the aaa accounting session
command:

-> no aaa accounting session

Accounting will not be performed for Authenticated Switch Access sessions.
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Authenticated Switch Access - Enhanced Mode

Authenticated Switch Access - Enhanced M ode feature allows configuration of enhanced security restric-
tions to the Omni Switch.

Configuring the ASA Mode

Set the access mode to enhanced or default mode by using the aaa switch-access mode command.
Enhanced mode enables enhanced set of security options for switch access.

Note. It is recommended to save the configuration and reboot the switch when the ASA access modeis
configured.

For example, the following command sets the access mode to defaullt.
-> aaa switch-access mode default
The following command sets the access mode to enhanced mode.
-> aaa switch-access mode enhanced
The following functionality come into effect when the ASA enhanced mode is activated:

¢ When the enhanced mode isinitially activated, the default password-policy and lockout settings are
automatically set to enhanced mode default values. When the switch boots up with a vcboot.cfg config-
uration file that has the enhanced ASA mode activated, L ockoutSetting file will be considered for the
modified lockout settings as the modified values will not be stored in vcboot.cfg.

¢ The user hasto re-authenticate before entering to super user mode. The switch verifies whether the user
of the current session has the privilege to access the super user mode. If the user has enough privilege,
then the switch prompts for a password, if not, the switch prompts for the user credentials too with
enough privilege. Only if the authentication is successful, then the user shall be allowed to access the
mode prompt.

e Default password switch cannot be set anymore as it does not meet the enhanced mode password
policy. User ‘“admin’ shall be forced to change the password upon login if the password was not
changed from the default password ‘ switch’.

e Thefollowing table lists the factory default and the ASA enhanced mode values for password policy
and user lockout parameters:

Parameters ASA enhanced mode Factory default values
default values

User Password Palicy

Minimum size 9 8
Password expiration Disable Disable
Password cannot contain username No No
Minimum number of English uppercase 1 Disable
characters
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ASA enhanced mode

Parameters default values Factory default values
Minimum number of Englishlowercase 1 Disable
characters

Minimum number of base-10 digit 1 Disable
Minimum number of non-alphanumeric 1 Disable
Password history 4 4
Password minimum age Disable Disable
User Lockout Setting

Observation window 1 minute Disable
Duration 5 minutes Disable
Threshold 3 Disable

If the mode is changed from default to enhanced and if the user password policy settings and the user
lockout settings have the default mode default values, then corresponding enhanced mode default
values will be assigned. If the user password policy settings and the user lockout settings are assigned
with non-default values in the default mode, then the same values will be carried to the enhanced
mode.

When the mode is changed from enhanced to default, user password policy settings and user lockout
settings will be restored back to switch's default mode default values. Only those configurations
modified in the enhanced mode will be retained on the switch after reload.

When the enhanced mode isiinitially activated, since the password policy is automatically set to
enhanced mode default values, any login request through SNMP and FTP that does not follow the
enhanced mode password policy shall be considered as authentication failure.

In enhanced mode, a given user isrestricted to only one session. For example, if a user ‘admin' has
aready logged in a session, another session with the same user ‘admin’ is not alowed, and the new
session login is refused. Thisis applicable for both local and external users. If the user authentication
fails, thelogin failure attempt is considered as an invalid login attempt for I P lockout count.

A user account will be locked after the authentication failure based on the threshold value within the
observation window duration, irrespective of the access method. The user account will remain locked
for the lockout duration (lockout-window, lockout-threshold, and lockout-duration is based on the
configured or default values.) Thisis only supported for local users.

When the enhanced mode is activated, other existing sessions will not be logged out. The change of
password for internal or external user will not impact existing sessions until they log oui.

When the ASA mode is set to enhanced or default, the changes will take effect in secondary after write
memory flash-synchro.

Any local user who logs in with the password that does not comply with the enhanced mode password
policy will be prompted to change the password.

Enhanced mode allows the dynamic alignment of |P services like telnet, FTP, SSH, to the AAA
authentication statusin the default VRF. However, existing command [no] ip service can be used to
enable or disable individual IP services.
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¢ When enhanced mode is activated, TLS connections use only TLS version 1.2. Connection requests
with TLSversion 1.1 and lower shall be rejected. Thisis applicable only for Captive Portal and
WebView.

¢ |n the enhanced mode, all login attempts to the switch islogged along with the user name, | P address
of the host, switch access type like telnet, SSH, console and so on along with the authentication status.

¢ |n the enhanced mode, when the switch logging file reaches 90% of the configured threshold value, a
SWLOG message is displayed in the console and atrap is generated to alert the administrator to take a
backup of the SWLOG file beforeiit is overwritten.

For example, following message is displayed:

Sun Mar 29 12:42:15 : SSAPP main info message:
+++ Switch log file reached 90%, Backup files before overwritten

e AQOS supports both DSA 1024 and RSA 2048 public key algorithms for SSH private and SSH public
keys in enhanced mode. WebView access supports connection over TLS. In the enhanced mode, the
default certificates are generated with RSA 2048 bit keys.

e When the switch isin ASA enhanced mode, both user name and password is prompted to view the
SWLOG data when show log swlog commands are used by the users. Only those users who provide
valid ASA credentials are allowed to view the SWLOG data. For more information on the switch
logging commands, refer chapter Switch Logging Commands in Omni Switch AOS Release 8 CLI
Reference Guide.

Configuring Authorized User Configuration Mode

ASA Enhanced Mode allows configuration of enhanced security restrictions on the OmniSwitch. The
functionality is only available when running in Enhanced Mode.

This allows only authorized users to enter configuration mode to configure an OmniSwitch. Only a config-
mode user is authorized to enter configuration mode.

The configuration mode is active only when the switch isin Enhanced Mode. The config-mode user must
be created in the ASA Default M ode before enabling the Enhanced M ode on the switch.

The following procedure describes how to create a config-mode user, enter Enhanced Mode and enter
configuration mode of the switch:

1 Creating config-mode user: The config-mode user is created using the key word allow-config
when the switch isin the Default Mode. For example:

-> user config-mode-user password *****x***x** yead-write all allow-config enable

2 Entering Enhanced Mode: Enter the enhanced mode using the aaa switch-access mode command.
For example:

-> aaa switch-access mode enhanced

3 Save and synchronize the configuration and reboot. For example:

-> write memory flash-synchro
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Note. When the user initially enters the Enhanced Mode, only the show, clear, ping, and traceroute
commands will be available. The accessis restricted even if the user has full read-write privileges such as
the “admin” user. To configure the switch, the user must enter the configuration mode.

4 Entering the Authorized User Configuration Mode: To enter the Authorized User
Configuration Mode the user needs to enter the config command. For example:

-> config
Please enter username: config-mode-user
Password: *kkhkkkkkkkkk*
(config) #

After successful authentication, the “(config)#’ prompt will be displayed and configuration of AOS will
be allowed.

5 Viewing the config-mode status: To view the config-mode status, use the show user command. For
example:

-> show user config-mode-user
Allowed-Configure = Enabled

The following functionality come into effect when the switch is running in config-mode:

e |f the switchisrunning in Enhanced Mode an AOS software upgrade is not possible from arelease
prior to 8.6.R02. The user must re-enable the Default Mode, perform the software upgrade, configure
the config-mode user and then configure Enhanced Mode.

¢ The config-mode is available only in the CLI/Telnet/SSH sessions. If the switchis running in
Enhanced Mode, SCP/SFTP are not allowed since SCP/SFTP require read-write permission in the
default CLI.

¢ When the switch operates in Enhanced Mode in the default CLI shell, all AOS users only have read-
only permission irrespective of the privileges configured. Only the config-mode user is authorized with
read-write privileges after entering the configuration mode of the switch.

Image Integrity Check in Enhanced Mode
Integrity Checks for Firmware (AOS) Images

An integrity check isrun to verify the image files when the switch reboots during power-on or thereload
command.

Thereload command has been enhanced to automatically invoke SHA256 checksum verification of AOS
image files before allowing the switch to reboot. The checksum of the AOS image filesis compared
against the checksum stored in “imgsha256sum” file in the running directory. The reboot is allowed only
if the checksum matches.

If the checksum verification fails the switch is rebooted from the certified directory, if the certified
directory contains AOS images with a matching checksum “imgsha256sum” file the reboot will be
successful.

If the certified directory does not contain the correct AOS images, the image integrity check failsin the
certified directory and the switch reboots continuously from the certified directory. To recover the switch:

1 Pressany key at the start of the boot up to enter uboot prompt.
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2 Follow the Disaster Recovery Using a USB Flash Drive as described in Chapter 4, “Managing CMM
Directory Content”.

When the switch is running in Enhanced Mode for the image integrity to be successful during power-on,
the certified and running directories should have the “imgsha256sum” checksum file that matches the
AOS images. The user must upload the “imgsha256sum™ checksum file whenever new AOS images are
uploaded to the running directory. The following error messages will be displayed on the console and
SWLOG if the integrity check fails:

ERROR: Image verification failure on master chassis (reload command)
AOS image integrity check failed, Rebooting the switch... (power cycle)

Integrity Check for Configuration File (vcboot.cfg)

Thewrite memory operation computes a SHA256 checksum of the vcboot.cfg file and stores the SHA 256
checksum in the /flash directory.

During areboot and before applying the configuration, a checksum will be performed on the vcboot.cfg
file. The configuration will be applied only if the checksum matches, otherwise the switch will boot up
with an empty configuration file. When the integrity check for the vcboot.cfg file fails, an error message is
logged on the console and SWLOG indicating the failure, for example:

+++ AOS config integrity check failed. Rebooting the switch
If the checksum fails, the switch reboots again from the certified directory.

If the certified directory does not contain the correct AOS configuration, the integrity check failsin the
certified directory and the switch reboots continuously from the certified directory. To recover the switch
user must:

1 Pressany key at the start of the boot up to enter uboot prompt.

2 Follow the Disaster Recovery Using a USB Flash Drive as described in Chapter 4, “Managing CMM
Directory Content”.

On aVirtual Chassis, the above operations will be performed on both the Master and Slave chassis. If the
integrity check fails on any of the unitsit boots up with an empty configuration file. It will then fetch the
configuration file, along with the checksum file from the Master during image/config synchronization
operation and will reboot again to come up with new configuration. When the integrity check for the
vcboot.cfg file fails, error messages will be logged on the console and SWLOG indicating the failure.

Additionally, the flash-synchro, image/config sync operation between Master and Slave units copies the
checksum of the vcboot.cfg file along with AOS images and config.

Integrity Checks for Critical Software

During boot up, the status of critical AOS software processes like Chassis Supervisor, AAA
(Authentication, Authorization and Accounting), Configuration Management, Network, QoS, VLAN
Manager, H/W Driver, and Layer 2/Layer 3 Switching will be logged to the console and SWLOG. The
status of software processes indicates they are initialized successfully and working properly. AOS reboots
the switch if any critical software processesfail to initialize, this applies only to the processes running on
the CMM. Only the status of the processes running in the CMM is logged, for example:

AAA Switch-Access INFO message:

+++ Checking Chassis Supervision Process ---> Ok
+++ Checking AAA Process - - -> Ok
+++ Checking Configuraton Manager Process - - -> Ok
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Display AOS Upgrade Information in Enhanced Mode

AOS will store the previous loaded AOS image version. During boot up the current image version and the
stored version is compared. If the contents or version is different a message is logged on the console and
SWLOG displaying the original version and the new version, for example:

+++ New image information: Tos.img.7.X.X.6628.R01: Old image information:
Tos.img.7.X.X.6620.R01

Stored Password with Salt in Enhanced Mode

When anew user is created or a password changed, a 16-byte random salt is concatenated with the
password and hashed. It will store both the salt and the hash to the local user database.

When AOS is upgraded the current user table is migrated to the new user table. For example, when AOS 7
is upgraded to AOS 8 the userTable7 will be migrated to userTable8.

Note. Migrated users will not have a salt until the user's password is changed.

Configuring the IP Lockout Threshold Value

The lockout threshold number specifies the number of failed login attempts from an | P address after which
the IP address will be banned from switch access.

By default, the lockout threshold valueis set to 6. To configure alockout threshold number, use the aaa
switch-access ip-lockout-threshold command. For example:

-> aaa switch-access ip-lockout-threshold 2

IP address is permanently blocked/banned if the number of authentication failures from a particular IP
reaches the | P lockout threshold within the window, which is two times of the user lockout window.

A maximum of 128 IPswill be added to the banned list. When the maximum limit has reached, oldest
entry from the list is removed to accommodate the new entries.

Unlock/Release Banned or Locked IP

To release the banned | P addresses that are blocked due to failed login attempts, use the aaa switch-access
banned-ip release command. For example:

-> aaa switch-access banned-ip all release

-> aaa switch-access banned-ip 100.2.45.56 release
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Configuring Privileges for an Access Type

Configure the functional privileges mask for the switch access based on the access type on top of the user
privilege. The access privileges for the SSH, TELNET, Console, HTTP, HTTPS can be defined with the
read-only or read-write option and the desired CLI command domain names or command family names.
The read-only option provides access to show commands; the read-write option provides access to
configuration commands and show commands. Command families are subsets of command domains.

Possible values for domains and families are listed in the table here:

Domain Corresponding Families
domain-admin file telnet debug

domain-system system aip snmp rmon webmgt config
domain-physical chassis module interface pmm health
domain-network ip rip ospf bgp vrrp ip-routing ipmr ipms
domain-layer2 vlan bridge stp 802.1q linkagg ip-helper
domain-service dns

domain-policy gos policy slb

domain-security session avlan aaa

domain-mpls mpls

domain-datacenter fips, auto-fabric

domain-afn sip-snooping, dpi, app-mon

In addition to command families, the keywords all or none can be used to set privileges for all command
families or no command families respectively. And, use the all-except keyword to disable functional priv-
ileges for specific families for an access type.

An example of setting up access type privileges.
-> aaa switch-access priv-mask ssh read-write ripng rip rdp gos port-mapping pmm

Use the keyword all to specify that all command families and domains are available to the user for a
specific access type.

-> aaa switch-access priv-mask ssh read-write all

Use the keyword all-except to disable function privileges for a specific family for an access type. The
following example creates read-only privileges for SSH for all the families except VLAN.

-> aaa switch-access priv-mask ssh read-only all-except vlan

If privileges for specific families need to be re-applied, then remove the existing privilege using the no
command, and re-apply the required family privilege.

-> no aaa switch-access priv-mask telnet read-write all
-> aaa switch-access priv-mask telnet read-write vlan aaa
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Configuring Management Station
Enable or disable the |P management station feature in a switch.

When the | P management station is disabled, the switch access from any |P address is allowed. After login
failure, based on the lockout threshold value, (ip-lockout threshold) those | P address are banned/blocked
and are added to the banned |P address list.

When the management station is enabled, the switch accessis allowed only from those | P addresses
configured as management station IP, and only if they are not in the banned list.

To enable the | P management station feature in a switch, use the enable option in the aaa switch-access
management-stations admin-state command. Enable the management station from the console to avoid
termination of any session.

-> aaa switch-access management stations admin-state enable

To configure the | P address for the management station, use the aaa switch-access management-stations
command. The remote accessis allowed only from these IP addresses. A maximum of 64 management
stations can be configured.

-> aaa switch-access management stations 100.15.5.9
-> aaa switch-access management stations 100.15.5.9 255.255.255.0

To disable the |P management station feature in a switch, use the disable option in the aaa switch-access
management-stations admin-state command. By default, the |P management station feature state is
disabled.

-> aaa switch-access management stations admin-state disable
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Process Self-test Function Commands

When the switch isin the ASA enhanced mode, an option is provided to check the hardware and software
status during boot up. The following commands can be used to perform a self-test for the hardware
components and software processes sanity as and when necessary. This functionality is applicable only in
ASA enhanced mode.

To displays the major hardware components status, use the show aaa switch-access har dwar e-self-test
command.

-> show aaa switch-access hardware-self-test
Checking CPU status -> Ok

Checking Memory status -> Ok

Checking Flash Status -> Ok

Checking NI Module status -> Ok

Checking Power Supply status -> Ok

Checking Lanpower Status -> Ok

Checking GBIC Status -> Ok

To display the magjor software process status, use the show aaa switch-access process-self-test command:

-> show aaa switch-access process-self-test

Checking Chassis Supervision Process -> Ok
Checking AAA Process -> Ok

Checking Configuration Manager Process -> Ok
Checking Network Process -> Ok

Checking QoS Process -> Ok

Checking VLAN Manager Process -> Ok

Checking H/W Driver Process -> Ok

Checking Layer2/Switching -> Ok

Checking Layer3/Switching -> Ok
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Joint Interoperability Test Command - JITC Mode

Joint Interoperability Test Command (JTC) is a certification agency which provides risk based Test
Evaluation & Certification services, tools, and environments for certifying I T products that are used in
military and defense networks.

In JTC mode, the OmniSwitch enforces additional security measures as per the J TC certification agency
requirements.

Configuring the JITC Mode

To enable J' TC mode on the switch, use the aaa jitc admin-state CLI command.

-> aaa jitc admin-state enable

WARNING: JITC mode configuration is applied only after reload

Save the configuration and reboot the switch for the J TC mode to be activated.

Note. Before enabling JI'TC mode, ensure enhanced mode or common criteriamodeis disabled. JTC
mode is mutually exclusive of enhanced mode and common criteria mode.

The following functionality comesinto effect when the J'TC mode is activated:

The switch will display the date and time, the location of the last logon, the number of unsuccessful
and successful login attempts of the administrator account on the SSH and Console session.

The switch will store the successful and unsuccessful login attempts of the user and is displayed in the
console session when the administrator logs into the switch. The record is stored for a 24 hour time
period after which the login statistics are reset.

The following user authentication changes are applied when JITC is activated:

— The minimum password length must be 15 characters or more. The users with shorter password
(less than 15 characters) will be forced to change the password.

— The new password cannot be same as last five passwords.
— The password expiration is by default set to 60 days.

— The password expiration policy is applied to al the users except the admin (user with read and
write privilege for al domains).

— During password change it is required the characters are changed in at |east eight positions
within the password.

When a user account is created, modified, and deleted on the switch, the administrator is notified in the
swlog messages and SNMP traps.

The switch will capture the successful and unsuccessful attempts to access, modify, or delete
privileges. The information can be viewed in the SWlog of the switch.

The SSH sessions will rekey at aminimum every one gigabyte or every 60 minutes of data received or
transmitted.

SSH uses Diffie-Hellman-Group14-SHA1 algorithm as the preferred key exchange mechanism.
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¢ When the external TLS server does not support renegotiation_info extension (RFC 5746), the AOS
TLSclient applications actively terminates the TL S session.

e No compression isenabled in TLS communication by default.
e Site-Loca IPv6 addresses of range FECO::/10 (FEC, FED, FEE and FEF) cannot be configured.

e Software upgrades are allowed only after the digital signature of the software component is verified.
During software upgrade, the SHA 256 checksum of the imagesis verified against afile
"imgsha256sum” stored in the image directory. If the checksum matches, the software upgrade is
allowed.

e SWiog displays the start and end time of the administrator access to the system.
e User isrequired to re-authenticate for certain organization defined circumstances.

e The user session is terminated whenever a change is made to the user access privilege and when user
account is deleted.

e The switch will generate audit logs for session timeouts.

¢ The switch will generate audit logs in an event of successful and unsuccessful attempts to access,
modify, delete security levels and access, modify security objects.

e The switch will log destination | P address:

— When switch acting as LDAP client opens connection to LDAP server in insecure (without TLS)
and secured (with TLS) connection, if the username is found and password is correct.

— When switch acting as RADIUS client opens connection to RADIUS server in insecure (without
TLS) and secured (with TLS) connection, if the username is found and password is correct.

— When switch acting as SY SLOG-NG client opens TLS connection to SY SLOG-NG server in
secured connection successfully.

— When switch acting as SNMP client sends trap to SNMP server in secured and insecure connection
successfully.

To verify the operational status of J TC, use the show aaa jitc config CLI command.

OmniSwitch AOS Release 8 Switch Management Guide  July 2020 page 8-22



Managing Switch Security Verifying the ASA Configuration

Verifying the ASA Configuration

To display information about management interfaces used for Authenticated Switch Access, and ASA
enhanced mode configuration, use the show commands listed here:

show aaa authentication Displays information about the current authenticated switch session.

show aaa accounting Displays information about accounting servers configured for
Authenticated Switch Access or Authenticated VLANS.

show aaa server Displays information about a particular AAA server or AAA servers.

show aaa switch-access mode  Displays the global access mode configuration.

show aaa switch-access ip- Displays the lockout threshold configured for the remote | P addresses.

lockout-threshold

show aaa switch-access Displaysthe list of banned ip addresses.

banned-ip

show aaa switch-access priv-  Displaysthe privilege details for access types.

mask

show aaa switch-access Displaysthelist of configured management stations.

management-stations

For more information about the resulting displays from these commands, see the OmniSwitch AOS
Release 8 CLI Reference Guide. An example of the output for the show aaa authentication command is
also givenin “Quick Steps for Setting Up ASA” on page 8-7.
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The switch can be monitored and configured using WebView, Alcatel-Lucent Enterprise’ s web-based

device management tool. The WebView application is embedded in the switch and is accessible viathe
following web browsers:

In This Chapter

This chapter provides an overview of WebView and WebView functionality, and includes information
about the following procedures:

e WebView CLI (see “WebView CLI Defaults’ on page 9-2)
e WebView Quick Steps (see “WebView Page Layout” on page 9-4)
e WebView 2.0 (see “WebView 2.0" on page 9-9)

OmniSwitch AOS Release 8 Switch Management Guide  July 2020 page 9-1



Using WebView

WebView CLI Defaults

WebView CLI Defaults

Web Management Command Line Interface (CL1) commands allow you to enable/disable WebView,
enabl e/disable Secure Socket Layer (SSL), and view basic WebView parameters. These configuration
options are also available in WebView. The following table lists the defaults for WebView configuration.

Description Command Default
WebView Server webview server enabled
WebView Access webview access enabled
Force SSL webview for ce-sdl enabled
HTTPS port webview https-port 443
HTTP port webview http-port 80
WebView WLAN Cluster- webview wlan cluster-virtual-ip  lldp

Virtua-IP Precedence

precedence

Browser Setup

Y our browser preferences (or options) should be set up asfollows:

e Cookies should be enabled. Typically thisisthe default.

e JavaScript must be enabled/supported.

e Javamust be enabled.

e Style sheets must be enabled; that is, the colors, fonts, backgrounds, etc. of web pages should always
be used (rather than any user-configured settings).

e Checking for new versions of pages should be set to “Every time” when your browser opens.

e |f you are using aproxy server, the proxy settings should be configured to bypass the switch on which
you are running WebView (the local switch).

Typicaly many of these settings are configured as the default. Different browsers (and different versions
of the same browser) may have different dialogs for these settings. Check your browser help pagesif you

need help.
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WebView CLI Commands

The following configuration options can be performed using the CLI. These configuration options are also
available in WebView; but changing the web server port or secured port may only be done through the
CLI (or SNMP).

Enabling/Disabling WebView

WebView is enabled on the switch by default. If necessary, use the webview server and webview access
commands to enable/disable WebView. For example:

-> webview server enable
-> webview access enable

If web management is disabled, you will not be able to access the switch using WebView. Usethe
webview wlan cluster-virtual-ip command to view WebView status.

Changing the HTTP Port

Y ou can change the port using the webview http-port command.

Note. All WebView sessions must be terminated before the switch will accept the command.

For example:
-> webview http-port 20000
Torestorean HTTP port to its default value, use the default keyword as shown below:

-> webview http-port default

Enabling/Disabling SSL
Use the webview for ce-ssl command to enable Force SSL on the switch. For example:

-> webview force-ssl

Changing the HTTPS Port

Y ou can change the port using the webview https-port command.

Note. All WebView sessions must be terminated before the switch accepts the command.

For example:
-> webview https-port 20000
Torestorean HTTPS port to its default value, use the default keyword as shown below:

-> webview https-port default
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Quick Steps for Setting Up WebView

1 Make sure you have an Ethernet connection to the switch.

2 Configure switch management for HTTP using the aaa authentication command. Enter the command,
the port type that you are authenticating (http), and the name of an external or local server that is being
used for authentication. For example, to configure switch management for HTTP using the “local”
authentication server you would enter:

-> aaa authentication http local
3 Open aweb browser.

4 Enter the |P address of the switch you want to access in the Address field of the browser and press
Enter. The WebView login screen appears.

5 Enter the appropriate user 1D and password (the initial user name isadmin and the initial password is
switch). After successful login, the Chassis Management Home Page appears

Note. The WebView self-signed certificate will generate a certificate warning on the browser.

WebView Overview

The following sections provide an overview of WebView page layouts.

WebView Page Layout
As shown below, each WebView pageis divided into four areas:

e Banner—Used to access global options (e.g., global help, telnet, and log out). Aniconisalso
displayed in this area to indicate the current directory.

e Toolbar—Used to access WebView features.

e [Feature Options—Used to access specific configuration options for each feature (displayed in drop-
down menus at the top of the page).

e View/Configuration Area—Used to view/configure afeature.
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Figure9-1: WebView Chassis Home Page

Banner
The banner provides quick access to common tasks such as setting options, saving the switch
configuration and using telnet to access the switch.

Toolbar
Switch configuration is divided into configuration groups in the toolbar (for example, Physical, Layer 2,
etc.). Under each configuration group are switch features, identified by a name and an icon.

Feature Options
Feature configuration options are displayed as drop-down menus at the top of each feature page.

View/Configuration Area

The View/Configuration areais where switch configuration information is displayed and where
configuration pages appear. After logging into WebView, areal-time graphical representation of the
switch displays al of the switch’s current components. The feature configuration options on this page are
used to configure the switch.
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OAW-AP Web Management Configuration

The OAW-APs can be managed from the OAW-AP web interface. The OAW-AP web interface can be
accessed from the WebView page by clicking on the WL AN button under the Physical group.

User: ¢min | Logout

Alcatel.l-ucent @ OmniSWitCh WebView Options |D;vj:‘-a::cn(FilgD-;;i:Iizi::ojrl\‘l‘:’:r\s

Enterprise

Physical

ChassisMgm!
WLAN Home Refresh  SiteMap  Print

About WLAN

The WLAN feature provides management of the Access Points (AF). The Web GUI can be accessed for configuration by dlicking on the "AP Cluster” menu option.

Layer 2

Ietaarking

Pulicy

Security

Figure9-2: WLAN WebView Page

In order to access the OAW-AP web management interface, the switch must be aware of the Virtual Clus-
ter 1P of the AP. The WLAN web management can be used to configure and redirect the switch to the
URL of the AP (Virtual 1P Address) URL from where the OAW-APs can be managed. The Virtua Clus-
ter 1P address can be configured using the CLI on the OmniSwitch or from the WebView page.

Configélring the Virtual Cluster IP address for OAW-AP Web Management
using CLI

To configure the AP Virtual Cluster |P address using the CLI, use the webview wlan cluster-virtual-
ip CLI command. For example:

-> webview wlan cluster-virtual-ip 10.25.6.8
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Automatic Configuration of Cluster Virtual IP Address

The Cluster Virtual P address to access the group of APs through Omni Switch Webview can be automati-
cally configured. The OmniSwitch acquires the Cluster Virtual |P address from the LLDP TLV received
from the Access Points (AP).

All AP belonging to the same L2 domain and having the same cluster-1D are grouped into asingle cluster.
Each of these APs have their own unique I P address and the cluster is associated with asingle virtua IP
address for management. The cluster can be configured or managed through a Web interface by connect-
ing to the cluster virtual 1P address. The cluster virtual |P address is associated with the primary AP of the
cluster. The OmniSwitch automatically configures the cluster virtual 1P address from the received LLDP
packets from the APs.

Enabling Automatic Configuration of Cluster Virtual IP Address

To automatically configure the cluster virtual |P address the precedence to obtain the cluster |P address
from the LLDP packets must be set. To set the precedence for LL DP packets received from the APs, use
the webview wlan cluster-virtual-ip precedence command. For example, the following command sets
the precedence for LLDP packets:

-> webview wlan cluster-virtual-ip precedence 1lldp

Note. By default, the precedence is set for LLDP packets.

However, the precedence can be changed to the manually configured cluster virtual 1P address. To set the
precedence for manually configured virtual |P address, use the webview wlan cluster-virtual-ip prece-
dence command. For example, the following command sets the precedence for manually configured 1P
address:

-> webview wlan cluster-virtual-ip precedence configured
The configuration can be verified using the show webview wlan config command.

For more information on the CLI, refer to OmniSwitch AOS Release 8 CLI Reference Guide.
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Configurin%the Virtual Cluster IP Address for OAW-AP Web Management
Using WebView

The Virtual Cluster |P address of the AP can be configured from the WebView page by clicking on the
WLAN button under the Physical group. The WLAN WebView page is displayed.

Click on the Configuration tab to configure the Virtual Cluster |P address of the AP.

WLAN Configuration

WLAN Cluster-Virtual-IP Precedence |LLDP v
Configured WLAN Cluster IP address [1010711
LLDP Detected WLAN Cluster IP address 0.0.0.0

Apply| Restore| Refrash] Help|

Figure9-3: WLAN Virtual P Configuration

Set the precedence to obtain the cluster virtual |P address from the WL AN Cluster-Virtual-1P Prece-
dence drop down box. If LLDP is selected, then the precedence to abtain the cluster virtual IP addressis
set to LLDP packets coming from the APs. If Configured is selected, then the precedence to obtain the
cluster virtual 1P addressis set to the manually configured |P address.

To manualy configure the cluster virtual 1P address, enter the cluster IP addressin the Configure WLAN
Cluster 1P address box.

Click Apply to apply the changes. The Virtual Cluster IP addressis configured.
Click Restor e to restore the previous configuration.

Click Refresh to refresh the WLAN configuration page.

Note. By default, the precedenceis set to LLDP.

Verifying the WLAN Configuration

The Virtual Cluster |P address configuration can be verified in the WLAN Configuration screen in the
WebView or by using the show webview wlan config CLI on the OmniSwitch. For example:

-> show webview wlan config

WebView WLAN Cluster-Virtual-IP Precedence = LLDP
WebView WLAN Cluster-Virtual-IP configured address = 0.0.0.0

WebView WLAN Cluster-Virtual-IP LLDP address = 1.1.1.1

The output displays the precedence set for obtaining the cluster virtual |P address, the configured cluster

virtual |P address, and the cluster virtual |P address obtained from LLDP.
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WebView 2.0

WebView 2.0 provides amodern Ul management system for the OmniSwitch devices. It provides access
to al OmniSwitch device feature configuration with a consistent look and fedl.

In 8.6R02, for continuity purposes, WebView 2.0 is available for usersto access, aong with older
WebView.

Note. Old WebView will be deprecated shortly.

WebView 2.0 Installation

The WebView 2.0 is packaged into a Debian package which can be extracted and installed on the switch.
Thiswill allow upgraded version of WebView to be installed on the switch, without having to upgrade the
AOS software or reboot the switch.

Installing the WebView 2.0

1 TheWebView 2.0 package must be downloaded from the service and support website
(businessportal 2.al catel-lucent.com).

2 The Debian package must be copied to the running directory of the switch. For example, if “working”
is the running directory, then the package must be copied to /flash/working/pkg directory of the switch.

3 Ingtall the package using the pkgmgr install command. The files are extracted to the /var/webview/
pages directory on the RAMDISK. For example,

-> pkgmgr install package-webview-8.6.R02-168.deb

Note. If the memory threshold is hit, the RAM memory usage can be increased using the health thresh-
old memory command. For example, to increase the memory threshold to 90, enter: health threshold
memory 90

4 After verifying WebView 2.0 isinstalled successfully, to save the installation permanently, use the
pkgmgr commit command.

Note. Theinstalled WebView 2.0 package will not be restored on reload unless pkgmgr commit is
executed after installing the WebView 2.0 package manager.

For more information on the CL1, refer to OmniSwitch AOS Release 8 CLI Reference Guide.

Viewing the Installed Packages
Theinstalled packages and there status can be viewed using the pkgmgr list command.

Uninstalling the WebView 2.0
The WebView 2.0 can be uninstalled by using the pkgmgr remove command. For Example,
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-> pkgmgr remove webview

For more information on the CLI, refer to OmniSwitch AOS Release 8 CLI Reference Guide.

Accessing the WebView 2.0

The WebView 2.0 can be accessed from any of the supported browsers. The WebView 2.0 can be
accessed from Internet Explorer 11, Microsoft Edge (version 40 or above), Chrome (version 70 or above)
and Firefox (version 60 or above).

To Launch WebView 2.0
1 Open the web browser.

2 Enter the IP address of the switch on which the package isinstalled followed by new# (https://
Ip_Address/new#/). For Example:

https://10.0.0.2/new#/

The WebView 2.0 login pageis displayed.

Alcatel-Lucent @

Enterprise

OmniSwitch

Username

=f Password

@ English -

Figure 9-4: WebView 2.0 L ogin page

3 Enter the appropriate Username and Password and click LOG IN. On successful login, the WebView
2.0 dashboard page is displayed.
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WebView 2.0 Interface
On successful login the WebView 2.0 dashboard is displayed as follows:

Alcatel-Lucent @

L -] B o0 ®  VRF:default ~ A admin ~

Enterprise PHYSICAL ~ LAYER2 ~ NETWORKING - SERVICEMGR ~ SECURITY -  QUALITY OF SERVICE ~  DEVICE MGMT ~
Dashboard
CMM Utilization c x System Information .
cPU Memory

100 100 IP Address 135.254.163.119

90 90

_’;g _’;g Name WebView_Team_135.254.163.119

o o Chassis Type OmniSwitch 6865 28X-Fiber-Port Chassis

40 40

a0 a0 Location Unknown

20 20

10 ._-_-— 10 Contact Alcatel-Lucent Enterprise, https://www.al-enterprise.com

0 0
& @ & & & & & @ UpTime 000 days, 22:04:28 hh:mm:ss
g & & & g & & &
& Ny ~ & Ny N Running Configuration working
N N
R Alcatel-Lucent Enterprise 056865-U28X 8.6.108.R02 Development, N
Software Version
12,2019,

Certify Status Certify Needed
Synchronization Status Synchronized

Figure 9-5: WebView 2.0 Dashboard
The WebView 2.0 page has the following areas:
e Banner
e Horizontal Menu
® Vertical Menu

e View/Configuration Area
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Figure 9-6 : WebView 2.0 Menu
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Banner

The banner contains the Company Logo, Quick Config, Save Configuration, VRF, About, Help,
Username, and Language.

Horizontal Menu

The horizontal menu contains the seven main configuration groups of the switch. It is Physical, Layer 2,
Networking, Service Manager, Security, Quality of Service and Device Management.

Vertical Menu

Vertical Menu displays all the available configuration options for the selected configuration group from
the horizontal menu.

View or Configuration Area

View or configuration area displays the configuration information for the selected configuration option in
the vertical menu.

Global Alarm

The aarm or traps will be displayed on the bottom of the screen of the WebView 2.0 page. Thealarm is
displayed with the severity levels Critical, High, Medium. Low, and Warning.The alarm notification will
also display the number of alarms generated for the severity level. On clicking the alarm severity, the
alarm details are displayed.

W ok iy ) By D, W et O bl @i L e

"""" h - RATEIG - RETWOSES - BEICH R - MTAETY - QUALFY OF WENEE - e kcasi = 0

Figure 9-7 : Global Alarm View

WebView 2.0 Language Option
WebView 2.0 supports multiple language. It currently supports English and Simplified Chinese.

The language can be selected from the login screen.
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Alcatel-Lucent @

Enterprise

OmniSwitch

® |Jsername

The Username field must be required.

=f Password

Language

English

.EPK

Francgais

Figure 9-8 : Language Selection in Login Screen

The language can also be selected any time after login by clicking on the language displayed on the
Banner from any page of WebView 2.0.
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Figure 9-9 : Language Selection from Banner
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A sample WebView 2.0 page in Chinese.
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Figure9-10: WebView 2.0in Chinese
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The Simple Network Management Protocol (SNMP) is an application-layer protocol that allows
communication between SNM P managers and SNMP agents on an IPv4 as well as on an |Pv6 network.
Network administrators use SNM P to monitor network performance and to manage network resources.

In This Chapter

This chapter describes SNMP and how to use it through the Command Line Interface (CL1). CLI

commands are used in the configuration examples; for more details about the syntax of commands, see the
OmniSwitch AOS Release 8 CLI Reference Guide.

Configuration procedures described in this chapter include:

“* Setting Up An SNMP Management Station’” on page 10-3
e ‘'Setting Up Trap Filters”’ on page 10-4

e “Using SNMP For Switch Security” on page 10-10

e “Configure SNMP Engine ID” on page 10-14

e “Working with SNMP Traps’ on page 10-15

This chapter also includes lists of Industry Standard and Enterprise (Proprietary) MIBs used to manage the
Omni Switch.
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SNMP Defaults

The following table describes the default values of the SNMP protocol parameters.

Parameter Description Command Default Value/Comments
SNMP Management Station snmp station UDP port 162, SNMPv3, Enabled
Community Strings snmp community-map Enabled

SNMP Security setting snmp security Privacy all (highest) security
Trap filtering snmp-trap filter-ip Disabled

Trap Absorption snmp-trap absor ption Enabled

Enables the forwarding of trapsto snmp-trap to-webview Enabled

WebView.

Enables or disables SNMP snmp authentication-trap  Disabled

authentication failure trap forwarding.
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Quick Steps for Setting Up An SNMP
Management Station

An SNMP Network Management Station (NMS) is aworkstation configured to receive SNMP traps from
the switch. To set up an SNMP NMS by using the switch’s CLI, proceed as follows:

1 Specify the user account name and the authentication type for that user. For example:
-> user NMSuserV3MDS5DES md5+des password ***x**xi*

2 Specify the UDP destination port number (in this case 8010), the IP address of the management station
(199.199.100.200), a user account name (NM SuserV3MD5DES), and the SNMP version number (v3). For
example:

Note. The user account must already be created as documented in Step 1 above.

-> snmp station 199.199.100.200 8010 NMSuserV3MDSDES v3 enable
Use the same command as above for specifying the IPv6 address of the management station. For example:

-> snmp station 300::1 enable

Note. Optional. To verify the SNMP Management Station, enter the show snmp station command. The
display is similar to the one shown here;

-> show snmp station

ipAddress/udpPort status protocol user
——————————————————————————— B e e i TR
199.199.100.200/8010 enable v3 NMSuserV3MD5DES
199.199.101.201/111 disable v2 NMSuserV3MD5
199.199.102.202/8002 enable vl NMSuserV3SHADES

-> show snmp station

ipAddress/udpPort status protocol user
——————————————————————————————————————————————————— B e e
172.21.160.32/4000 enable v3 abc
172.21.160.12/5000 enable v3 userl
0300:0000:0000:0000:0211:d8ff:fe47:470b/4001 enable v3 user2
0300:0000:0000:0000:0211:d8ff:fe47:470c/5001 enable v2 abc

For more information about this display, see the “ SNMP Commands” chapter in the OmniSwitch AOS
Release 8 CLI Reference Guide.
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Quick Steps for Setting Up Trap Filters

Y ou can filter traps by limiting user access to trap command families. Y ou can aso filter according to
individual traps.

Filtering by Trap Families

The following example will create a new user account. This account will be granted read-only privileges
to three CLI command families (snmp, chassis, and interface). Read-only privileges will be withheld from
all other command families.

1 Set up auser account named “usermark?2” by executing the user CLI command.
-> user usermark2 password ******
2 Remove all read-only privileges from the user account.

-> user usermark2 read-only none

3 Add read-only privileges for the snmp, chassis, and interface command families.

-> user usermark2 read-only snmp chassis interface

Note. Optional. To verify the user account, enter the show user command. A partial display is shown here;

-> show user
User name = usermark?2

Read right = 0x0000a200 0x00000000,
Write right = 0x00000000 0x000000O00,
Read for domains =,

Read for families = snmp chassis interface ,
Write for domains = None ,

Snmp authentication = NONE, Snmp encryption = NONE

The usermark2 account has read-only privileges for the snmp, chassis, and interface command families.

4 Set up an SNMP station with the user account “usermark2” defined above.

-> snmp station 210.1.2.1 usermark2 v3 enable

Note. Optional. To verify the SNMP Management Station, enter the show snmp station command. The
display is similar to the one shown here:

-> show snmp station

ipAddress/udpPort status protocol user
——————————————————————————— R e i e
210.1.2.1/162 enable v3 usermark?2

The usermark2 account is established on the SNMP station at |P address 210.1.2.1.
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Filtering by Individual Traps

The following example enables trap filtering for the coldstart, warmstart, linkup, and linkdown traps. The
identification numbers for these traps are 0, 1, 2, and 3. When trap filtering is enabled, these traps will be
filtered. This means that the switch will not pass them through to the SNM P management station. All
other traps will be passed through.

1 Specify the IP address for the SNM P management station and the trap identification numbers.

-> show snmp trap filter 210.1.2.1 0 1 2 3
-> snmp trap filter 300::1 1 3 4

Note. Optional. Y ou can verify which traps will not pass through the filter by entering the snmp-trap
filter-ip command. The display is similar to the one shown here:

-> show snmp trap filter
ipAddress trapId list

The SNMP management station with the IP address of 210.1.2.1 will not receive trap numbers 0, 1, 2, and
3.

For trap numbers refer to the “Using SNMP For Switch Security” on page 10-10. For more information on
the CLI commands and the displays in these examples, refer to the OmniSwitch AOS Release 8 CLI
Reference Guide.
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SNMP Overview

SNMP provides an industry standard communications model used by network administrators to manage
and monitor their network devices. The SNMP model defines two components, the SNMP Manager and
the SNMP Agent.

Network Management Station OmniSwitch

SNMP Manager SNMP Agent
Figure 10-1 : SNMP Network Model

¢ The SNMP Manager resides on aworkstation hosting the management application. It can query agents
by using SNMP operations. An SNMP manager is commonly called a Network Management System
(NMS). NMS refersto a system made up of anetwork device (such as aworkstation) and the NM S
software. It provides an interface that allows users to request data or see alarms resulting from traps or
informs. It can also store data that can be used for network analysis.

e The SNMP Agent is the software entity that resides within the switch on the network. It maintains the
management data about a particular network device and reports this data, as needed, to the managing
systems. The agent also responds to requests for data from the SNMP Manager.

Along with the SNMP agent, the switch also contains Management | nformation Bases (MIBs). MIBs are
databases of managed objects, written in the SNM P module language, which can be monitored by the
NMS. The SNMP agent contains MIB variables, which have values the NM S can request or change using
Get, GetNext, GetBulk, or Set operations. The agent can also send unsolicited messages (traps or informs)
to the NM S to notify the manager of network conditions.

SNMP Operations

Devices on the network are managed through transactions between the NM S and the SNM P agent residing
on the network device (i.e., switch). SNMP provides two kinds of management transactions, manager-
request/agent-response and unsolicited notifications (traps or informs) from the agent to the manager.

In a manager-request/agent-response transaction, the SNM P manager sends a request packet, referred to as
a Protocol Data Unit (PDU), to the SNMP agent in the switch. The SNMP agent complies with the request
and sends a response PDU to the manager. The types of management requests are Get, GetNext, and
GetBulk requests. These transactions are used to request information from the switch (Get, GetNext, or
GetBulk) or to change the value of an object instance on the switch (Set).

In an unsolicited notification, the SNMP agent in the switch sends atrap PDU to the SNMP manager to
inform it that an event has occurred. The SNMP manager normally does not send confirmation to the
agent acknowledging receipt of atrap.
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Using SNMP for Switch Management

The OmniSwitch can be configured using the Command Line Interface (CL1), SNMP, or the WebView
device management tool. When configuring the switch by using SNMP, an NM S application (such as
Alcatel-Lucent Enterprise’s OmniVista or HP OpenView) is used.

Although MIB browsers vary depending on which software package is used, they al have afew thingsin
common. The browser must compile the Alcatel-L ucent Enterprise switch MIBs before it can be used to
manage the switch by issuing requests and reading statistics. Each MIB must be checked for dependencies
and the MIBs must be compiled in the proper order. Once the browser is properly installed and the MIBs
are compiled, the browser software can be used to manage the switch. The MIB browser you use depends
on the design and management requirements of your network.

Detailed information on working with MIB browsers is beyond the scope of this manual. However, you
must know the configuration requirements of your MIB browser or other NM S install ation before you can
define the system to the switch as an SNMP station.

Setting Up an SNMP Management Station

An SNMP management station is aworkstation configured to receive SNMP traps from the switch. Y ou
must identify this station to the switch by using the snmp station CLI command.

The following information is needed to define an SNM P management station.
¢ ThelP address of the SNMP management station device.

e The UDP destination port number on the management station. This identifies the port to which the
switch will send traps.

¢ The SNMP version used by the switch to send traps.
e A user account name that the management station will recognize.

Procedures for configuring a management station can be found in “ Quick Steps for Setting Up An SNMP
Management Station” on page 10-3

gonfiguring the Security Modes and User Certificate Identity for Management
tations

To send SNMP traps over TL S connection, the SNM P station needs to be configured with TSM user along
with certificate identities. These configurations are supported only for SNMP version 3.

-> snmp station 168.22.1.1 joe v3 tsm local-identity aluSubagent.crt remote-
identity manager.crt enable

When the TSM security model is enabled, all the vl/v2/v3 USM request and traps are discarded. The
SNMP requests are supported only over |Pv4 transport.

When TSM security model is disabled, all v1/v2/v3 (USM and TSM) requests and traps are alowed.

The TSM mode requires the users local and remote identity to be configured.
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Note. If the contents of local or remote certificates are changed, the updated certificates must be manually
copied from master or primary to all secondaries and slaves. A reboot is required for the changes to be

applied.

To view the configuration details, use the show snmp station command. For example;

-> show snmp station details

ipAddress/port: 10.255.24.59/162,
status: disable,
protocol: v2,
user: public,
ipAddress/port: localhost/10162,
status: disable,
protocol: v3,
security model: tsm,
user: joecool,

local identity: aluSubagent.crt,
remote identity: manager.crt,

SNMP Versions

The SNMP agent in the switch can communicate with multiple managers. Y ou can configure the switch to
communicate with different management stations by using different versions of SNMP. The switch
supports three versions of SNMP—v1, v2, and v3.

SNMPv1

SNMPv1 isthe original implementation of the SNMP protocol and network management model. Itis
characterized by the Get, Set, GetNext, and Trap protocol operations.

SNMPv1 uses arudimentary security system where each PDU contains information called a community
string. The community string acts like a combination username and password. When you configure a
device for SNMP management you normally specify one community string that provides read-write access
to objects within the device and another community string that limits access to read-only. If the
community string in adata unit matches one of these strings, the request is granted. If not, the request is
denied.

The community string security standard offers minimal security and is generally insufficient for networks
where the need for security is high. Although SNMPv1 lacks bulk message retrieval capabilities and
security features, it iswidely used and is ade facto standard in the Internet environment.

SNMPv2

SNMPv2 isalater version of the SNMP protocol. It uses the same Get, Set, GetNext, and Trap operations
as SNMPv1 and supports the same community-based security standard. SNMPv1 isincompatible with
SNMPv2 in certain applications due to the following enhancements:

e Management Information Structure

SNMPv2 includes new macros for defining object groups, traps compliance characteristics, and
capability characteristics.

e Protocol Operations

SNMPv2 has two new PDUs not supported by SNMPv1. The GetBulkRequest PDU enables the
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manager to retrieve large blocks of data efficiently. In particular, it iswell suited to retrieving multiple
rowsin atable. The InformRequest PDU enables one manager to send trap information to another
manager.

SNMPv3

SNMPv3 supports the View-Based Access Control Model (VACM) and User-Based Security Model
(USM) security models along with these added security features:

e Message integrity—Ensuring that a packet has not been tampered with in transit.

¢ Time Frame Protection—Limiting requests to specified time frames. The user can specify atime frame
so that any PDU bearing an out of date timestamp will be ignored.

¢ Encryption—Scrambling the contents of a packet to prevent it from being learned by an unauthorized
source.

¢ Authentication—Determining that the message is from a valid source holding the correct privileges.
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Using SNMP For Switch Security

Community Strings (SNMPv1 and SNMPv2)

The switch supports the SNMPv1 and SNM Pv2c community strings security standard. When a community
string is carried over an incoming SNMP request, the community string must match up with a user account
name as listed in the community string database on the switch. Otherwise, the SNMP request will not be
processed by the SNMP agent in the switch.

Configuring Community Strings

To use SNMPv1 and v2 community strings, each user account name must be mapped to an SNMP
community string. Follow these steps:

1 Create auser account on the switch and define its password. Enter the following CLI syntax to create
the account “community_userl”.

-> user community userl password ******* no guth read-only all

Note. A community string inherits the security privileges of the user account that createsit.

A user account can be created locally on the switch by using CLI commands. For detailed information on
setting up user accounts, refer to the “Using Switch Security” chapter of this manual.

2 Map the user account to acommunity string.

A community string works like a password so it is defined by the user. It can be any text string up to 32
charactersin length. If spaces are part of the text, the string must be enclosed in quotation marks (* ”). The
following CLI command maps the username “community _userl” to the community string “comstring2”.

-> snmp community-map comstring2 user community userl enable
3 Verify that the community string mapping mode is enabled.

By default, the community strings database is enabled. (If community string mapping is not enabled, the
community string configuration will not be checked by the switch.) If the community string mapping
mode is disabled, use the following command to enableit.

-> snmp community-map mode enable

Note. Optional. To verify that the community string is properly mapped to the username, enter the
show snmp community-map command. The display is similar to the one shown here:

->show snmp community-map
Community mode : enabled

status community string user name

________ o oo oo .
enabled  comstring2 community userl

Note. Thisdisplay aso verifies that the community map mode is enabled.
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Configuring TLS encryption for SNMP

TL S encryption can be enabled for the SNM P connections for enhanced security. To enable TLS
encryption use the snmp security tsm command. For example:

-> snmp security tsm enable

To view the configuration status of the TLS encryption over SNMP, use the show snmp security
command.

Note. The TLS encryption can be enabled only for SNMP version 3.
In Common Criteriamode (CC mode) TL S encryption for SNMP is enabled by default and cannot be
disabled.

Mapping the remote certificate for TLS authentication

The user account must be mapped to the remote certificate in TSM mode. To map the remote identity to a
user, use the snmp tsm-map command. For example:

-> snmp tsm-map remote-identity manager.crt user joe

If the content of remote certificate is changed, the updated certificate must be manually copied from
master or primary to all secondaries and slaves. A reboot is required for the changes to be applied.

The remote identity mapping can be done for only one user at atime. It cannot be mapped to multiple
users. Mapping it to a different user will replace the existing user.

Note. Use the show snmp tsm-map command to view the SNMP remote identity mapping for the user.

Encryption and Authentication (SNMPv3)

Two important processes are used to verify that the message contents have not been altered and that the
source of the message is authentic. These processes are encryption and authentication.

A typical data encryption process requires an encryption algorithm on both ends of the transmission and a
secret key (like acode or a password). The sending device encrypts or “scrambles’ the message by
running it through an encryption algorithm along with the key. The message is then transmitted over the
network in its encrypted state. The receiving device then takes the transmitted message and “ un-
scrambles’ it by running it through a decryption algorithm. The receiving device cannot un-scramble the
coded message without the key.

The switch uses the Data Encryption Standard (DES) encryption scheme in its SNM Pv3 implementation.
For DES, the datais encrypted in 64-bit blocks by using a 56-bit key. The algorithm transforms a 64-bit
input into a 64-bit output. The same steps with the same key are used to reverse the encryption.

The authentication process ensures that the switch receives accurate messages from authorized sources.
Authentication is accomplished between the switch and the SNMP management station through the use of
ausername and password identified viathe snmp station CLI syntax. The username and password are
used by the SNMP management station along with an authentication algorithm (SHA or MD5) to compute
ahash that is transmitted in the PDU. The switch receives the PDU and computes the hash to verify that
the management station knows the password. The switch will also verify the checksum contained in the
PDU.
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Authentication and encryption are combined when the PDU is first authenticated by either the SHA or
MD5 method. Then the message is encrypted using the DES encryption scheme. The encryption key is
derived from the authentication key, which is used to decrypt the PDU on the switch’'s side.

Configuring Encryption and Authentication

Setting Authentication for a User Account

User account names and passwords must be a minimum of 8 characters in length when authentication and
encryption are used. The following syntax sets authentication type MD5 with DES encryption for user
account “user_authl”.

-> user user_authl password ******** md5+des

SNMP authentication types SHA and MD5 are available with DES and AES encryption. The sha, md5,
shatdes, md5+des, shat+aes keywords may be used in the command syntax.

Note. Optional. To verify the authentication and encryption type for the user, enter the show user
command. The following is apartial display.

-> show user

User name = user_authl
Read right
Write right
Read for domains
Read for families
Write for domains
Snmp authentication

0x0000a200 0x00000000,
0x00000000 0x00000000,

snmp chassis interface ,
None ,
MD5, Snmp encryption = DES

Note. The user’'s SNMP authentication is shown as MD5 and SNMP encryption is shown as DES.

Separate Auth Key and Encryption Key for SNMPv3 User Access

The switch supports SNM Pv3 users with both hashing and encryption such as SHA+DES, MD5+DES, or
SHA+AES. Two different passwords are supported for a SNMPv3 user, one for switch login and another
for SNM Pv3 frames authenti cation/encryption using the priv-password parameter.

When the user does not specify any separate password for SNMPv3 (privilege password), user login pass-
word shall be used for SNMPv3 frame authentication. This privilege SNMP password shall be configured
only for users with encryption security level; user without encryption security level will not be ableto
configure the privilege password. Also when the authentication level of user with separate privilege pass-
word is changed, user shall be forced to change the privilege password.

For example,

-> user snmpv3user password passlpassl priv-password privlprivl read-write all
sha+aes

The privacy password can be entered in a masked format rather than as clear text format. While creating a
user, prompt-priv-password option can be used with the ‘user’ command to configure the privacy pass-
word for the user. When this option is selected, a password prompt appears and the password can be
provided. Password needs to be re-entered, and only if both the passwords match, command is accepted.
Password provided in this mode is not displayed on the CLI as text.

For example,
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-> user snmpv3user password passlpassl prompt-priv-password sha+aes
Enter privacy password: Kk ok ok ok ok ok ok ok
Re-enter privacy password: ***xkkkxi

Setting SNMP Security

By default, the switch is set to “privacy al”, which means the switch accepts only authenticated and
encrypted v3 Sets, Gets, and Get-Nexts. Y ou can configure different levels of SNMP security by entering
snmp security followed by the command parameter for the desired security level. For example, the
following syntax sets the SNM P security level as “authentication al” as defined in the table bel ow:

-> snmp security authentication all

The command parameters shown in the following table define security from the lowest level (no security)
to the highest level (traps only) as shown.

Security Level SNM P requests accepted by the switch
no security All SNMP reguests are accepted.
authentication set SNMPv1, v2 Gets

Non-authenticated v3 Gets and Get-Nexts
Authenticated v3 Sets, Gets, and Get-Nexts
Encrypted v3 Sets, Gets, and Get-Nexts

authentication all Authenticated v3 Sets, Gets, and Get-Nexts
Encrypted v3 Sets, Gets, and Get-Nexts
privacy set Authenticated v3 Gets and Get-Nexts
Encrypted v3 Sets, Gets, and Get-Nexts
privacy all Encrypted v3 Sets, Gets, and Get-Nexts
trapsonly All SNMP requests are rejected.
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Configure SNMP Engine ID

A unique engine ID for the OmniSwitch SNMP agent can be configured.

When the SNMP agent isfirst initialized, the SNMP engine ID is set to the base MAC address of the
switch appended to the enterprise value for OmniSwitch platforms (for example, if the enterprise valueis
“8000195603" and the switch base MAC addressis“2c:fa:a2:13:e4:02", then the default engine ID is set
to “80001956032cfaa213e402”). During the SNMP agent configuration process, if theengineID is
configured and saved in the configuration file, then the SNMP agent engine ID will be reconfigured to
match what is in the configuration file and to what the user has set it to.

SNMP agent engine ID must be avalid |Pv4 address, |Pv6 address, MAC address, or text. SNMP engine
ID can be restored to the original value by using the ‘ default’ option as shown below. The default value is
reserved for MAC Addresstype only.

To configure aunique engine ID for the Omni Switch SNMP agent, use the snmp snmp-engineid-type
command. For example,

-> snmp snmp-engineid-type text snmp-engineid "test lab"
-> snmp snmp-engineid-type mac-address snmp-engineid 00:2a:95:01:02:03

-> snmp snmp-engineid-type ipv4-address snmp-engineid 168.22.2.2 111

To set the engine ID back to the default value, specify the mac-addr ess parameter and the default
parameter with this command. For example,

-> snmp snmp-engineid-type mac-address snmp-engineid default

Use the show snmp snmp-engineid command to view the current SNMP engine ID value for the switch.
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Working with SNMP Traps

The SNMP agent in the switch has the ahility to send traps to the management station. It is not required
that the management station request them. Traps are messages a erting the SNM P manager to a condition
on the network. A trap messageis sent viaa PDU issued from the switch’s network management agent. It
is sent to aert the management station to some event or condition on the switch.

Traps can indicate improper user authentication, restarts, the loss of a connection, or other significant
events. Y ou can configure the switch so that traps are forwarded to or suppressed from transmission to the
management station under different circumstances.

Trap Filtering

You can filter SNMP trapsin at least two ways. Y ou can filter traps by limiting user accessto trap
families or you can filter according to individua traps.

Filtering by Trap Families

Access to SNMP traps can be restricted by withholding access privileges for user accounts to certain
command families or domains. (Designation of particular command families for user access is sometimes
referred to as partition management.)

SNMP traps are divided into functional families as shown in the “Using SNMP For Switch Security” on
page 10-10. These families correspond to switch CLI command families. When read-only privileges for a
user account are restricted for acommand family, that user account is also restricted from reading traps
associated with that family.

Procedures for filtering traps according to command families can be found in the Quick Steps for
“Filtering by Trap Families’ on page 10-4. For alist of trap names, command families, and their
descriptions refer to the “Using SNMP For Switch Security” on page 10-10.

Filtering By Individual Trap

Y ou can configure the switch to filter out individual traps by using the snmp-trap filter-ip command.
This command allows you to suppress specified traps from the management station. The following
information is needed to suppress specific traps:

¢ ThelP address of the SNMP management station that will receive the traps.
e TheID number of theindividual traps to be suppressed.

Procedures for filtering individual traps can be found in the Quick Steps for “Filtering by Individual
Traps’ on page 10-5. For alist of trap names, ID numbers, and their descriptions refer to the table “Using
SNMP For Switch Security” on page 10-10.
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Avuthentication Trap

The authentication trap is sent when an SNMP authentication failureis detected. Thistrap isasignal to the
management station that the switch received a message from an unauthorized protocol entity. This
normally means that a network entity attempted an operation on the switch for which it had insufficient
authorization. When the SNM P authentication trap is enabled, the switch will forward atrap to the
management station. The following command will enable the authentication trap:

-> snmp authentication trap enable

The trap will be suppressed if the SNM P authentication trap is disabled.

Trap Management

Several CLI commands allow you to control trap forwarding from the agent in the switch to the SNMP
management station.

Replaying Traps

The switch normally stores all traps that have been sent out to the SNM P management stations. Y ou can
list the last stored traps by using the show snmp-trap replay-ip command. This command lists the traps
along with their sequence number. The sequence number is arecord of the order in which the traps were
previously sent out.

Y ou may want to replay traps that have been stored on the switch for testing or troubleshooting purposes.
Thisisuseful in the event when any traps are lost in the network. To replay stored traps, use the snmp
trap replay command followed by the | P address for an SNM P management station. This command
replays (or re-sends) all stored traps from the switch to the specified management station on demand.

If you do not want to replay all of the stored traps, you can specify the sequence number from which the
trap replay will start. The switch will start the replay with atrap sequence number greater than or equal to
the sequence number given in the CLI command. The number of traps replayed depends on the number of
traps stored for this station.

Absorbing Traps

The switch may send the same traps to the management station many, many times. Y ou can suppress the
transmission of identical repetitive traps by issuing the snmp-trap absor ption command. When trap
absorption is enabled, traps that are identical to traps previously sent will be suppressed and therefore not
forwarded to the SNM P management station. The following command will enable SNMP trap absorption:

-> snmp trap absorption enable

To view or verify the status of the Trap Absorption service, use the show snmp-trap config command.

Sending Traps to WebView

When WebView forwarding is enabled, all traps sent by switch applications are also forwarded to
WebView. The following command allows a WebView session to retrieve the trap history log:

-> snmp trap to webview enable

OmniSwitch AOS Release 8 Switch Management Guide  July 2020 page 10-16



Using SNMP SNMP MIB Information

SNMP MIB Information

MIB Tables

You can display MIB tables and their corresponding command families by using the show snmp mib-
family command. The MIB table identifies the MIP identification nhumber, the MIB table name and the
command family. If acommand family is not valid for the entire MIB table, the command family will be
displayed on a per-object basis.

For alist and description of system MIBs and Traps refer to Appendix B, “SNMP Trap Information,” in
this guide.

The following isa partia display.

-> show snmp mib-family

MIP ID MIB TABLE NAME FAMILY

______ U
6145 esmConfTrap NO SNMP ACCESS
6146 alcetherStatsTable interface

6147 dot3ControlTable interface

6148 dot3PauseTable interface

6149 dot3StatsTable interface

6150 esmConfTable interface
77828 healthModuleTable rmon

77829 healthPortTable rmon

77830 healthThreshInfo rmon

78849 vrrpAssoIpAddrTable vVIrrp

78850 vrrpOperTable vIrrp

78851 vrrpOperations vVrrp

78852 vrrpRouterStatsTable vIrrp

87042 vacmContextTable snmp

87043 vacmSecurityToGroupTable snmp

87044 vacmAccessTable snmp

87045 vacmViewTreeFamilyTable snmp

MIB Table Description

If the user account has no restrictions, the display shown by the show snmp mib-family command can be
very long. For documentation purposes, a partial list is shown above and three entry examples are defined.

e Thefirst entry in the MIB Table shows an MIP identification number of 6145. The MIB table nameis
esmConfTrap.Thistableis found in the AlcatelIND1Port MIB, which defines managed objects for the
ESM Driver subsystem.

e For MIP Id number 77828, the MIB table name is heathModuleTable. Thistableis found in the
AlcatelIND1Health MIB, which defines managed objects for the health monitoring subsystem.

e For MIB |d number 87042, the MIB table name is vacmContextTable. Thistable isfound in the
SNMP-VIEW-BASED-ACM MIB, which serves as the view-based access control model (VACM) for
the SNMP.
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Verifying the SNMP Configuration

To display information about SNM P management stations, trap management, community strings, and
security, use the show commands listed in the following table.

show snmp station

Displays current SNMP station information including IP address, UDP
Port number, Enabled/Disabled status, SNM P version, and user account
names.

show snmp community-map

Shows the local community strings database including status,
community string text, and user account name.

snmp security tsm

Displays current SNM P security status.

show snmp statistics

Displays SNMP statistics. Each MIB object is listed along with its
status.

show snmp mib-family

Displays SNMP MIB information. Information includes MIP ID
number, MIB table name, and command family.

show snmp-trap replay-ip

Displays SNM P trap replay information. Thisincludesthe | P address of
the SNMP station manager that replayed each trap and the number of
the oldest replayed trap.

show snmp-trap filter-ip

Displays the current SNMP trap filter status. Thisincludesthe IP
address of the SNMP station that recorded the traps and the
identification list for the traps being filtered.

show snmp authentication-
trap

Displays the current authentication failure trap forwarding status (i.e.,
enable or disable).

show snmp-trap config

Displays SNMP trap information including trap ID numbers, trap
names, command families, and absorption rate. This command also
displays the Enabled/Disabled status of SNMP absorption and the
Trapsto WebView service.

For more information about the resulting displays from these commands, see the Omni Switch AOS

Release 8 CLI Reference Guide.

OmniSwitch AOS Release 8 Switch Management Guide  July 2020 page 10-18



Using SNMP Verifying the SNMP Configuration

OmniSwitch AOS Release 8 Switch Management Guide  July 2020 page 10-19



11 Using OmniVista Cirrus

OmniVista Cirrus is a cloud-based network management solution used to deliver zero-touch provisioning
using the cloud. The OmniVista Cirrus NM S solution provides reduced costs, ease of device provisioning
and a unified wired/wireless management from the cloud. The OmniSwitch cloud management feature is
configured using the OmniVista Cloud Agent.

Deployment of OmniVista Cirrus provides easier to use management and monitoring tools in a network
and the ability to manage the network using devices ranging from workstations to smartphones.

In This Chapter

This chapter provides an overview of OmniVista Cirrus and functionality, and includes information about
the following procedures:

® “Quick Stepsfor Configuring OmniVista Cirrus’ on page 11-3
® “OmniVista Cirrus Overview” on page 11-5

e “Components of OmniVista Cirrus’ on page 11-5

e “DHCP Server Option 43" on page 11-8

e ‘“Interaction with Other Features’ on page 11-9

e “OmniVista Cirrus Deployment Scenarios’ on page 11-10

“Verifying the OmniVista Cirrus Configuration” on page 11-10
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OmniVista Cirrus Defaults

When OmniVista Cirrusis configured, the following default parameter values are applied unless otherwise

specified:
Par ameter Description Default Value
OmniVista Cirrus Agent Admin Status Enabled

Note: OmniVista Cirrus Agent
Admin Statusis enabled by
default only during RCL cases
where (vc)boot.cfg is not present
in the switch.

For Switch with (vc)boot.cfg, it
needs to be enabled using CLI
command.

OmniVista Cirrus Agent Discovery Interval

30 minutes

Default location of Activation Server downloads

[flash/switch/cloud/

Default URL of the Activation Server

activation.myovcloud.com:443
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Quick Steps for Configuring OmniVista Cirrus

The following steps provide a quick tutorial on how to configure and enable OmniVista Cirrus on an
Omni Switch.

1 The OmniSwitch must have access to the DHCP server in the network with zero configurations on the
devices. The DHCP server should be configured for the following:

— IPaddress

— IPsubnet

— Default gateway address

— DNS server address

— Domain name (optional)

— NTP server address (Option 42)

— DHCP Vendor-Specific Options (Option 43 - VSO)

2 When the OmniSwitch is booted up for the first time, the switch will not have a[(vc)boot.cfg]
configuration file. Hence, OmniVista Cirrus is enabled by default.

3 Inan existing switch, which has been upgraded from a previous build and has a vcboot.cfg, Cloud
agent has to be enabled manually. Enable the OmniVista Cirrus functionality on the switch using the
cloud-agent admin-state command. For example:

-> cloud-agent admin-state enable
Call home can a'so be initiated using cloud agent admin state restart command and connect to OV Cirrus.

4 Configurethetimeinterva after which the switch will call-home the activation server, in case of any
fatal error. Use the cloud-agent discovery-interval command. For example:

-> cloud-agent discovery-interval 60

5 The OmniSwitch will now be connected to the OmniVista Cirrus.

Note. To verify and display the Cloud Agent status and parameters received from the DHCP and
activation server, use the show cloud-agent status command. For example,

-> show cloud-agent status

Admin State : Enabled,

Activation Server State : CompleteOK,

Device State : DeviceManaged,

Error State : None,

Cloud Group : €6a05537-4810-4231-8e3a-£903c5£86374,

DHCP Address : 135.254.171.88,

DHCP IP Address Mask : 255.255.255.0,

Gateway : 135.254.171.1,

Activation Server : activation.myovcloud.com:443,

NTP Server : 135.254.171.160,

DNS Server : 10.67.0.254,

DNS Domain : netaos.in,

Proxy Server : 192.168.254.49:8080,

VPN Server : £5f86374.tenant.vpn.8xsw.myovcloud.com:443,
Preprovision Server : e5f86374.tenant.ovd.8xsw.myovcloud.com:80,
OV tenant : pingram999.ov.8xsw.myovcloud.com:443,

VPN DPD Time (sec) : 600,
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Image Server : ,
Image Download Retry Count N

Discovery Interval (min) : 30,

Time to next Call Home (sec) : 0,

Call Home Timer Status : Not-Running,
Discovery Retry Count : 1,
Certificate Status : Consistent
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OmniVista Cirrus Overview

The OmniVista Cloud-based solution is an alternative to the current on-premise version of OmniVista.
OmniVista Cirrus Agent is a solution to deliver zero-touch provisioning using OmniVista over the cloud.
The solution provides reduced costs, ease of device provisioning and a unified wired/wirel ess management
from the cloud. The solution also provides an ability to identify each device uniquely and provide a
freemium/premium solution based on the user policy.

Components of OmniVista Cirrus

Omni Switch interacts with the following main componentsin an OmniVista Cirrus topology.

DHCPDNS NTP

OmniSwitch

Customer Premises Network

Figure 11-1 : Components of OmniVista Cirrus
The above diagram shows the deployment topology of OmniVista Cloud.

OmniVista Cirrus agent configures and enables the DNS resolver service based on the DHCP option
received

Omni Switch interacts with the following main componentsin an OmniVista Cirrus topology.
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DHCP Server
The DCHP Server islocated at the customer network premises. The DHCP server in the network should
be configured for the following.

— IPaddress

— IP subnet

— Default gateway address

— DNS server address

— Domain name (optional).

— NTP server address (Option 42)

— DHCP Vendor-Specific Options (Option 43)

See “DHCP Server Option 43" on page 11-8" for more information on DHCP V endor-Specific Option 43.

Activation Server

The Activation Server (AS) placed in the cloud environment and has to be reachable through the secure
Internet router with minimal to no special configuration. The default cloud agent configuration filein the
Omni Switch (cloudagent.cfg) will have “activation.myovcloud.com” as the default activation server.

OV Cirrus Instance

Thisisin the Cloud and is accessible through the Internet router. This connection is secure and OV Cloud
manages the Omni Switch using SNMP. A secure VPN connection is used to communicate between the
switch and the OV Cirrus instance.

Proxy Server

All the communication to the Activation site and OmniVista Cirrus connects through this Proxy server.
The VPN client and HTTPS client must be able to work through a Proxy in the network. The Proxy server
address and port shall be obtained from the DHCP VSO. A secure VPN connection should be used to
communicate between the switch and the OV Cloud instance.

Note. It is not mandatory for a proxy to be present. This comes into consideration only if aproxy is pres-
ent.

NTP Server

Time synchronization between the devices and across the network is critical to ease communication across
the network. Time synchronization helps to trace and track security issues, network usage and
troubleshoot network issues.

The Network Time Protocol (NTP) helps to obtain the accurate time from a server and synchronize the
local time in each network element. Connectivity to avalid NTP server is required to synchronize the
OmniSwitch clock to set the correct time. If NTP server is not configured in the network, OmniSwitch
reboot may lead to variation in time data.

NTP server is used to synchronize the time of VPN server and OmniVista Cirrus. NTP update is used to
set timeinitially through NTP step mode. Thisis to shorten the convergence of NTP time and ensures that
the device timeis within the certificate validity time.
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Initially, OmniVista Cirrus agent configures and enables the NTP server based on the DHCP parameters
received. It will first run NTP date to set up the time in step mode and then starts the NTP client to keep
synchronizing the switch time.

If NTPis not configured or present in [(vc)boot.cfg] or the NTP information is not available in the DHCP
response, OmniSwitch will configure default NTP pool servers for use after the DNS resolution.

The four available NTP pool servers are “clock0.ovcirrus.com”,“clockl.ovcirrus.com”,
“clock3.ovcirrus.com” and “clock4.ovcirrus.com’. These four NTP pool servers will be configured, if the
NTPinformation is not received in DHCP messages and when NTP configuration is not present in switch.
This newly added NTP pool serversis saved in [(vc)boot.cfg] in FQDN format. Each configured NTP pool
servers can resolveto 2 | P address.

The show cloud-agent status command displays all the configured NTP servers under “NTP server”.

Note. Without NTP, devices will not be able to talk to the activation server and join the cloud, unless the
user manually sets the correct date.

For detailed information on how to configure the NTP server, see the Chapter 16, “ Configuring Network
Time Protocol (NTP)”

Image Download Server

Omni Switch downloads the AOS images from this server. The Activation server provides this URL for
this server to the OmniSwitch. The switch uses HTTPS to download the images.

VPN Server

VPN Server is afull-featured secure network tunneling VPN solution that integrates VPN server
capabilities and enterprise management capabilities. This server isin the Cloud. OmniSwitch establishes
the VPN connection to this server for secure communication with the OV instance. The Activation server
provides VPN configuration to the OmniSwitch.

When trying to connect to the VPN server, if the connection is not established is 90 seconds, the switch
will moveto an error state and will call home after the expiry of the discovery interval. After the VPN
connection is established, and if for any reason, the VPN connection is lost, the switch shall keep trying to
re-connect with the VPN server. If the VPN connection cannot be re-established for a period of 10 mins,
the switch shall terminate the VPN client and call home again.

To displays the Cloud Agent VPN status, use the show cloud-agent vpn status command.

-> show cloud-agent vpn status

VPN status : Connected,
VPN Assigned IP : 10.8.0.4,
VPN DPD time (sec) : 600
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DHCP Server Option 43

In an OmniVista Cirrus network, a DHCP server should be configured to send the | P address along with
other parameters and options. The Vendor-Specific Option Code (option 43) is one such option to be
configured in the DHCP server. Thisinformation allows an OmniSwitch to automatically discover the use
of Activation server for its configuration and management.

OmniSwitch DHCP Server

The Vendor-Specific Option Code (option 43) has to be configured for the following sub-optionsin the
dhcpd.conf file on the OmniSwitch DHCP server.

Sub Options Option Code
OXO/ OV server 1(0x1)
Activation server URL 128 (0x80)
Proxy server URL 129 (0x81)
Proxy server Port 130 (0x82)
User Name 131 (0x83)
Password 132 (0x84)

An example of the configuration for Option 43 that needs to be added to the DHCP configuration fileis:

option 43 1 alcatel.nms.ov2500 128 activation.dev.myovcloud.com 129
URL=192.168.254.49 130 8080 131 admin 132 password;

For detailed information on configuring an internal DHCP server on the OmniSwitch, see the
“Configuring an Internal DHCP Server” chapter in the OmniSwitch AOS Release 8 Network Configuration
Guide.

Note. Unless prompted by customer support, there is no reason to configure an alternate Activation URL
using option 43.

Linux DHCP Server

On aLinux DHCP server, option 43 sub-options cannot be configured similar to an Omni Switch DHCP
server. Instead, the sub-options have to be configured in hexadecimal format. For example:

option vendor-specific
[010c616c656e7465727072697365 61637469766174696f6e2e6465762e6d796£76636c6£756
42e636f6d] ;
e Suboption 1, length 12, value alenter prise
— Suboption hex
— Length hex Oc
— Value hex 010C616c656€7465727072697365

e Suboption 128, length 28, value activation.dev.myovcloud.com
— Suboption hex

— Length hex
— Value hex 616374697661 74696f6e2e6465762e6d796f 76636¢6f 75642e636f6d
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For more information on File Parameters and Syntax, see as “ Configuration File Parameters and Syntax”
section on page 23-14 in the OmniSwitch AOS Release 8 Network Configuration Guide.

Interaction with Other Features

Remote Configuration Download (RCL) and Auto Fabric

When the switch first boots up, if it does not have a (vc)boot.cfg config file, the switch will launch with
identifying and configuring a virtual chassis using auto VC. After this, the switch initiates RCL (Auto
Remote config download) to help configure the switch locally using a DHCP discovered TFTP server.
After RCL is complete the switch attempts auto-fabric to auto-discover LACP, SPB and then MV RP.
Once the auto-fabric discovery window is over, it will trigger OmniVista Cirrus agent.

If the switch boots up with a (vc)boot.cfg, the switch will skip auto VC and RCL. If auto-fabric is enabled,
it will attempt to auto-discover LACP, SPB and then MV RP. Once the auto-fabric discover window is
over, it will trigger OmniVista Cirrus agent.

Virtual Chassis

Upon VC takeover by OmniSwitch, the new master starts fresh “ Call-home” with the original master's
synced VC Mac Address and VC serial number, and the previously received client-side certificate bundle.

Upon receipt of the certificate from the Activation server, the switch will first sync the client side
certificate bundle, along with the master VC Mac Address and V C serial number, before initiating a new
call home using this certificate. Thiswill prevent a scenario where takeover occurs before the certificates
are synced.

If atakeover occurs before the certificate is received, the new master will “call home” with the hash
method using the VC Mac Address and V C serial number of the newly elected master.

Upon OmniSwitch V C takeover, the VPN connection will be terminated, and the new master will start
again with a call-home, fetch the VPN and other parameters and then connect to the VPN server using
these credentials.

HTTP/TLS

HTTP/TLS is the secure protocol that is used for communication between the switch with the activation
server and image server. The OmniSwitch first obtainsiits certificates from the Activation Server. All
subsequent communication with the Activation server or OV is secured using this certificate. The VPN
client and HTTPS/TLS client will work through a proxy in the network. The proxy address and port are
obtained from the DHCP V SO. In thisway, a secure VPN connection is established and used to
communicate between the switch and the OmniVista Cirrus instance.

Dependencies

e The switch will initiate a call-home after every reboot if there is no configuration file on the switch.

e |f thereisaconfiguration file on the switch, the switch will initiate a call-home only if the cloud agent
enabled explicitly using the cloud-agent admin-state command in the configuration. Enabling cloud
agent using this command will immediately initiate a call-home sequence with the activation server.
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e |f the call-home sequence is already in progress or in a connected state, the CLI will display awarning
“Switch is already connected/connecting to OV Cloud. Please “write memory’ to save the
configuration”. Use the write memory command ° to save the configuration.

OmniVista Cirrus Deployment Scenarios

The deployment scenarios of ALE devices are asfollows:

Greenfield deployments: In this scenario, ALE switches/APsthat at are deployed for the first time with
Freemium or Non-Freemium OV Cloud service.

Brownfield deployments 1: In this scenario, the network consists of an existing operational network of
third-party devices, ALE switches, and APs. To this operational network, the customer adds ALE
switches/APs with Freemium or Non-Freemium OV Cloud service. Only the newly added devices are
using the OV Cloud service.

Brownfield deployments 2: In this scenario, the network consists of an existing operational network of
third-party devices, ALE switches, and AP. To this operational network, the customer adds the OV Cloud
management service to manage the existing network. The existing configuration of the customer should
not be overwritten when moving to the cloud unless explicitly changed from the cloud.

Verifying the OmniVista Cirrus Configuration

To display information about OmniVista Cirrus on the switch, use the show commands listed below:

show cloud-agent status Displays the Cloud Agent status and parameters received from the
DHCP and activation server.

show cloud-agent vpn status  Displaysthe Cloud Agent VPN status.
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12 Web Services, CLI
Scripting, OpenFlow, and AOS

Micro

Services (AMS)

The Web Services feature provides the ability to customize and extend the management interface on AOS
devices. It supports the use of CLI scriptingin AOS aswell as a REST based 'web' interface that interacts
with AOS management variables (MIB) and CLI commands. It provides two methods for configuration
through either the direct handling of MIB variables or the use of CLI commands and supports both XML
and JSON response formats.

In This Chapter

This chapter contains the following information:

“Web Services Overview” on page 12-2

“Web Services REST Examples’ on page 12-5
“Using Python” on page 12-15

“CLI Scripting” on page 12-20

“Embedded Python Scripting” on page 12-25
“AOS Micro Services (AMS)” on page 12-27
“OpenFlow Agent Overview” on page 12-33

“Quick Stepsto Configure OpenFlow Agent” on page 12-35

“Open vSwitch(OV S) Overview” on page 12-36
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Web Services Overview

The Web Servicesinterface provides two levels of granularity, either through direct handling of MI1B
variables or using the embedded CLI commands to configure the switch. The Web Services feature
provides a RESTful interface to OmniSwitch configuration.

Representational State Transfer (REST)

REST isaset of guidelines for software architecture of distributed systems. It is an architectural style with
the following characteristics:

REST Characteristics

e Client-Server architecture: all interactions are based on a set of Consumers performing pull-based
interactions with a set of Producers.

e Stateless: each request from Consumers to Producers must be self-sufficient and not presume any pre-
agreed upon knowledge on the Producer side. Each request must contain all information necessary for
the Producer to understand and reply to it. If a new resource or API isidentified, the Producer needs to
return a unique URL to the Consumer who will then re-use that URL when communicating with the
Producer. Thisis known as Interconnected Resource Representation: this succession of URLsishow a
Consumer can move from one state to another without the Producer needing to maintain any state
information.

e Cacheable: when similar requests are issued repeatedly to a Producer, existing HTTP caching
mechanisms must be capable to cache results the way HTTP caches usually do. Caching can be
handled using the usual mechanisms: unique URL generation and cache lifecycle headers. This
reliance on caches, proxies, etc. follows the natural layer model found in Web models.

e Names Resources: al resources are named using a Uniform Resource Identifier (URI). Their location
is defined using a complete URL. No URL isto be manually recreated client-side based on previous
assumptions. All URL s are assumed to be canonical.

e Uniform Interface: al resources can be thought of as nouns:. as hinted before, both state representation
and functionality are expected to be represented using nouns; and accessed using aminimal set of
verbs: GET, POST, PUT, and DELETE.

e MediaTypes: These are to be used to identify the type of resources being dealt with.

REST Verbs
As described earlier, only asmall set of verbs are be used. They are:

e GET: Toretrieve information. It isarough equivalent to SNMP/MIP GET but also, at ahigher level, a
SHOW command. Thisis exclusively for read-only, side-effect free commands.

e PUT: To create new information. For instance, anew VLAN. Thisisawrite operation.

e POST: The same action used when submitting web forms is used, in a Web Service context, to update
existing information.

e DELETE: To deleteinformation. This verb is used to delete resources.

Unsupported verbs will cause the Producer to return an error diagnostic such as '405 Method Not Allowed'
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Web Service Routing

The producer (server-side) isimplemented by piggybacking on top of the existing Webview architecture.
WehView continues to provide web pages as usual. However, when a certain URL is requested ("Web
Service Endpoint"), information isinterpreted and delivered using alternative formats such as JSON or
simple XML, rather than HTML pages or HTML forms.

Security

Security is maintained through the use of backend sessions and frontend cookies which is the same as
current HTTP security for thin clients.

e Authentication - Adheres to aweb-service model, through its own REST domain and use of the GET
verb.

e Authorization - Follows the usual authorization mechanism already in use in WebView, where
WebView checks with Partition Manager what permission families a user belongs to, thus specifying
which MIB tables are accessible to that user.

e Encryption - Follows the same model as WebView: if unencrypted access ("HTTP") is allowed, then
the Web Service is alowed over the same transport. Similarly, if listening HTTP/HTTPS ports are
changed, the Web Service will be available through those ports.

AOS REST Implementation

All requests are performed through a URL being in accordance with the principles of REST. The
following elements are used to build the REST URL.:

Protocol—The protocol can be 'http' which defaults to port 80, or 'https which defaults to port 443.
HTTPSisencrypted and HTTP is clear-text.

Server address[:port]—Server address: the | P address typically used to access the switch’s WebView
interface. If the listening port was changed, the port number should be appended after "' The combination
of Protocol + Server address[:port] constitutes the Web Service's endpoint.

Domain—Thisthisisthe first element the AOS REST web service will ook at. It indicates in what
domain the resource being accessed is located as listed below:

e MIB - Used to denote accessing MIB variables.
e CLI - Used to ask the web service to run CLI commands.
e |NFO - Used to return information on aMIB variable.

URN—A Unified Resource Name represents the resource to be accessed.. For instance, when reading
information from the 'mib' domain, URNs are MIB variables names; in most instances, tables. The URN is
accessed using the following verbs: GET, PUT, POST, DELETE.

Variables—A list of variables that are dependent on the domain being accessed. When reading from the
'mib' domain, thisisalist of variablesto be retrieved from a MIB table.

Output Format

The output format can be encoded using either XML or JSON. The Accept request-header can be used to
specify a given mediatype and leveraged to specify what the output type will be:

e application/vnd.a catellucentaos+json
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e application/vnd.al catellucentaos+xml

Caching

Due to the volatile nature of the content being returned, the producer will instruct any system sitting
between the producer and the consumer (included) not to cache its output. The following headers are sent
by the producer:

e Cache-Control: no-cache, no-store
e Pragma: no-cache
e Vary: Content-Type

Thefirst two headers indicate that caching should not take place. The last header is intended for proxy
servers, informing them that the Content-Type header is a variable not to cache. Should a proxy server
decide not to respect the latter header it’s possible to have unexpected behaviors such as retrieving JSON-
encoded data after specifically requesting XML -encoded data.
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Web Services REST Examples

All regquests are performed through a URL being in accordance with the principles of REST. The
following elements are used to build the REST URL

Query Structure
e Endpoint: <http|https>://<device ip>

e Unified Syntax: <endpoint>/<domain>/<URN>
<var 1> .. <var n>

JSON or XML
The response format can be returned in either JSON or XML.

GET https://192.168.1.1/auth/?&username=admin&password=switch
Accept: application/vnd.alcatellucentaos+json

Response Elements

domain Shows how the Producer interpreted the domain parameter; in most instances, it will
be the same domain passed by the Consumer plus some internal information

diag This integer will be an HTTP standard diagnostic code:
e A 2xx vaueif the command was successful; in most cases '200' will be used.
e A 3xx vaueif aresources was moved (not implemented).

e A 4xx vaueif the request contained an error; e.g. ‘400" in case of failed
authentication.

e A 5xx vaueif the server encountered an internal error such as aresource error.

error May be a string, containing a clear text error message. It may also be an array of
such strings in case the Producer found multiple problems with arequest.

output In some instances, the subsystem being queried may wish to return a "blob of text"
and this variable will contain it.

data If aGET request isissued this variable should contain the values being queried in a
structured form.
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Login Example

This REST example logs a user into the switch.

Domain auth

URN -

Verb GET

Variables username, password

REST URL

GET https://192.168.1.1/auth/?& username=admin& password=switch

Example Success Response

JSON XML
{"result":{ <?ml version="1.0" encoding="UTF-8" ?>
"domain”:"auth (login)", <nodes>
"diag:200, <reslt>
,,gﬁtorut-,, <domain>auth (login)</domain>
D <diag>200</diag>
atar:[]}} <
error></error>
<output></output>
<data></data>
</result>
</nodes>
Example Error Response
JSON XML
{"result":{ <?ml version="1.0" encoding="UTF-8" ?>
"domain”:"auth (login)", <nodes>
|Zld|®'|||:.ﬂ-oo, H H H <reg'l|t>
error":"Authenticationfailure  _yomain>auth (login)</domain>
: Invalid login name or ) .
i n m.nn <d|w>400</dlw>
password","output":"", o . . .
"data:[]}} <error>Authentication failure : Invalid login name or password</

error>
<output></output>
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Web Services REST Examples

Logout Example

This REST example logs a user out of the switch.

Domain auth

URN -

Verb GET

Variables -

REST URL GET https://192.168.1.1/auth/?

Example Success Response

JSON XML
{"result":{ <?xml version="1.0" encoding="UTF-8" 2>
"domain":"auth (logout)", <nodes>
d|ag200 <result>
"gﬁtopruf" <d_omai n>auth_ (logout)</domain>
“data’:[]}} <diag>200</diag>
<arror></error>
<output></output>
<data></data>
</result>
</nodes>
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Web Services REST Examples

Create Table Entry Example - VLAN

The following REST example createsanew VLAN using MIB objects.

Domain mib

URN vlanTable

Verb PUT

REST URL PUT https://192.168.1.1/mib/vlanTable?

mibObj ectO=vlanNumber:2& mibObject1=vlanDescription:VLAN-2

Example Success Response

JSON XML
{"result":{ <?ml version="1.0" encoding="UTF-8" ?>
"domain”:"mib:vianTable", <nodes>
diag:200, <result>
..g;*rtopr‘ﬂt,[- : <domain>mib:vianTable</domain>
"Set operation finished <diag>200</diag>
successfully!"], <output></output>
"data:[]}} <error>

<node name="0">Set operation finished successfully!</node>
</error>

<data></data>
<[result>
</nodes>
Example Error Response
JSON XML
{"result":{ <?ml version="1.0" encoding="UTF-8" ?>
"domain":"mib:vlanTable", <nodes>
diag 2400, <resuit>
--g;thgrL{[- O <domain>mib:vlanTable</domain>
"Submission failed : VLAN ~ <diag>400</diag>
Id should be between 1 and 4096~ <output></output>
(inclusive)" <error>
1, <node name="0">Submission failed : VLAN Id should be between
“data":[]}} 1 and 4096 (inclusive)</node>

</error>
<data></data>
</result>
</nodes>
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Create Table Entry Example - IP Interface

The following REST example creates an IP interface using MIB objects.

Domain mib
URN alalpltfConfigTable and aal plnterface
Verb PUT

REST URL PUT https://192.168.1.1/mib/aal pltfConfigTable?
mibObjectl=alal pltfConfigName:my_new_interface2& mibObjectO=alal pltfConfig
IfIndex:0

POST Reguest: [https://192.168.1.1/mib/alal pl nterfaceT able?]
mibObjectl=alal pl nterfaceAddress:2.1.1.1& mibObjectO=ifl ndex: 13600002& mibO
bject3=alal pl nterfaceVlanl D: 1& mibObject2=alal pl nterfaceM ask:255.255.255.0

Example Success Response

JSON XML
{"result":{ <?ml version="1.0" encoding="UTF-8" ?>
"domain":"mib:vlanTable", <nodes>
diag:200, <result>
..gﬁtgrlft. [' ' <domain>mib:vlanTable</domain>
"Set operation finished <diag>200</diag>
successfully!"], <output></output>
"data:[]}} <error>
<node name="0">Set operation finished successfully!</node>
<[error>
<data></data>
<[result>
</nodes>

Example Error Response

JSON XML
{"result":{ <?ml version="1.0" encoding="UTF-8" ?>
"d_omai n":"mib:vlanTable", <nodes>
"diag":400, <result>
output ", <domain>mib:vlanTable</domain>

"error: . :
ubmisson failed: VLAN  <diag>400</diag>
Id should be between 1 and 4096 ~ <output></output>
(inclusive)" <error>
1. <node name="0">Submission failed : VLAN Id should be between
“data:[]}} 1 and 4096 (inclusive)</node>
</error>
<data></data>
</result>
</nodes>
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Modify Table Entry Example - VLAN
The following REST example modifies the VLAN description for an existing VLAN using MIB objects.

Domain mib
URN vlanTable
Verb POST

Variables mibObject0, mibObjectl

REST URL POST https://192.168.1.1/mib/vlanTable?
mi bObj ect1=vlanNumber:2& mibObjectO=vlanDescription:vlian-Two

Example Success Response

JSON XML
{"result":{ <?xml version="1.0" encoding="UTF-8" ?>
"domain":"mib:vlanTable", <nodes>
,diag:200, <result>
..gfrtopr‘.{t_[- ! <domain>mib:vlanTable</domain>
"Set operation finished <diag>200</diag>
successfully!"], <output></output>
"data:[]}} <error>
<node name="0">Set operation finished successfully!</node>
</error>
<data></data>
<[result>
</nodes>
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Modify Table Entry Example - Interface Speed
The following REST example modifies the interface speed for a port using M1B objects.

Domain mib
URN esmConfigTable
Verb POST

Variables mibObject0, mibObjectl

REST URL POST Request: https://192.168.1.1/mib/esmConfTable?
mibObj ectO=esmPortCfgSpeed: 1000& mibObject1=iflndex: 1001& mibObj
ect2=esmPortCfgDuplexModel

Example Success Response

JSON XML
{"result":{ <?ml version="1.0"encoding="UTF-8"?>
"domain”:"mib:esmConfTable", <nodes>
glu?gutzoo <result><domain>mib:esmConf Table</domain>
"errgr":["Sét operation finished <diag>200</diag>
successfully!"], <output></output> S
"data"[]}} <error><node name="0">Set operation finished successfully!</node>
</error>\n<data></data>
</result>
</nodes>
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Delete Table Entry Example
The following REST example deletes an existing VLAN using MIB objects.

Domain mib
URN vlanTable
Verb DELETE

REST URL DELETE https://192.168.1.1/mib/vlanTable?
mibObjectl=vianNumber:2

Example Success Response

JSON XML
{"result":{ <?ml version="1.0" encoding="UTF-8" ?>
"domain":"mib:vlanTable", <nodes>
diag:200, <result>
..g;*rtopr‘ﬂt,[- : <domain>mib:vianTable</domain>
"Set operation finished <diag>200</diag>
successfully!"], <output></output>
"data":[]1}} <error>
<node name="0">Set operation finished successfully!</node>
</error>
<data></data>
<[result>
</nodes>

Example Error Response

JSON XML
{"result":{ <?ml version="1.0" encoding="UTF-8" ?>
"domain":"mib:vianTable", <nodes>
g'u"f[% ut400 <result><domain>mib:vlanT able</domain>
woerenr <diag>400</diag>
Sbmission faled: VLAN 5 - <Oupu></output>
does not exist" <error><node name="0">Submission failed : VLAN 5 does not exist</
1, node>
"data':[]}} </error>
<data></data>
</result>
</nodes>
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Query Table Info Example
Thefollowing REST example queriesthe VLAN table for an existing VLAN using MIB objects.

Domain info
URN vlanTable
Verb GET

REST URL GET https://192.168.1.1/info/vlanTable?

Example Success Response

JSON XML
{"result"{ <?ml version="1.0" encoding="UTF-8" ?>
"domain":"info", <nodes>
diag:200, <result>
..g;’rtopﬁt...:. ’ <domain>info</domain>
"data { ' <diag>200</diag>
"table":"vianTable", <output></output>
"type":"Table", <error></error>
"rowstatus’:"vlanStatus”, <data>
i _ <table>vlanTable</table>
"firstobject":"vlanStatus'} } } <type>Table</type>

<rowstatus>vlanStatus</rowstatus>
<firstobject>vlanStatus</firstobject>
</data>
</result>
</nodes>
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CLI Example

The following REST example return the output of the * show vlan’ command using the CLI.

Domain cli
URN aos
Verb GET

REST URL GET https://192.168.1.1/cli/a0s?& cmd=show+vlan+5

Example Success Response

JSON XML
{"result":{ <?ml version="1.0" encoding="UTF-8" ?>
"domain":"cli","cmd":"show <nodes>
vian1*, <result><domain>cli</domain>
,,ghﬁgut%‘}?,\’me ~ <cmd>show vlan 5</cmd>
VLAN-1\nType . <diag>200</diag>
Static Vlan,\nAdministrative ~ <output>Name - VLAN-5,
State : enabled,\nOperational  Type : Static Vlan,
State . enabled\nIP Router  Administrative State  : enabled,
Port :enabled\nIPMTU Operational State : enabled,
| érsr’g?\n IP Router Port - enabled,
W IPMTU : 1500
" data”[]}} </output>
<error></error>
<data></data>
</result>
</nodes>

Example Error Response

JSON XML
{"result":{ <?ml version="1.0" encoding="UTF-8" ?>
“domain”:"show vlan 5", <nodes>
:ghat%ﬁ% <result><domain>mib:vlanTable</domain>
"error':": VLAN 342 does not <diag>400</diag>
existin” <output></output>
"data":[]}} <error><node name="0">Submission failed : VLAN 5 does not exist</
node>
<lerror>
<data></data>
<[result>
</nodes>
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Using Python

Python is an easy to learn, powerful, general-purpose scripting language. It combines easily readable code
with an object-oriented programming approach for fast and easy development on many platforms.
Additional information on Python as well as installation instructions can be found from the Python
website:

http://www.python.org.

A Python library has been created which can be used by any Python Consumer communicating with the
AOS Web Service Provider. The library is available in source form and provides atool alowing
developers to learn how to write code that communicates with the Omni Switch Web Service Provider. In
addition, thislibrary can aso be used as a standalone query tool using the command line.

Library Use
Invoking the library from third-party code is as simple as importing the relevant classes:
from consumer import AOSAPI, AOSConnection

The library itself relies on the dependency injection pattern, allowing the implementer to replace only bits
of the library with their own code, should they need to do so. The two example components imported
above alow a connection to be established to an AOS device.

Connection Example
A typical connection to an AOS device should look like this:

def do_something() :
try:

api = AOSAPI (AOSConnection (
username = 'admin',
password = 'switch',
hostaddress = '192.168.1.1",
secure = False,
obeyproxy = False,
prettylinks = True,
useport = 80,
aosheaders = None,
debug = True))

api.login/()

# Additional code goes here
api.logout ()
except HTTPError, e:
api.logout ()
print "Error: " + e.msg
Query Example

Augmenting the code above to perform a query is straightforward. Simply call api.query() and check its
success() property as in the example below:
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results = api.query('mib',

'chasEntTemperatureTable', {
'mibObject0':'chasEntTempCurrent',
'mibObjectl': 'chasEntTempThreshold',

'mibObject2':'chasEntTempDangerThreshold'}) ['result']
if api.success():

return results(['data'] ['rows']
else:

raise HTTPError ("Bad Diag: %d" % api.diag())
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PYTON APIs - Quick Reference
AOSAPI (AOSConnection connection)

Connection is an AOSConnection object being injected into AOSAPI. The client implementer can write
their own connection class and use it instead.

Methods
login() Invoke this method to log in to the Web Service. A cookie will be
created.
logout() Invoke this method to log out from the Web Service. If acookie

exists, it be destroyed.

guery(domain, urn, args) Invoke this method to perform a"show" query or run a CLI
command.

domain - the semantic domain being accessed. when accessing
mibs, it can be 'mib' if performing a'show' command; it can be
‘info’ to retrieve information on a mib table (helpful when
developing new queries); when running a CL1 command, domain
must be ‘cli’;

urn - represents the "address" of the entity being accessd: when
accessing mibs, it will typically be a mib table name;when running
aCLIl command, it will represent the CLI type being used; in
version 1, only one typeis available: 'AOS

args- isadictionary of key->value pairs where each respective
key's name if 'mibObjectx’ and the trailing X is avalue ranging
from 0 to (max number of arguments - 1): when accessing mibs,
the values will typically be the name of the table columns being
accessed; when running a CLI command, the dictionary will
contain only one element, named ‘cmd’; its value will be the
command's plain text representation followed by an equal sign
('="), followed by the value being used for filtering results.

put(domain, urn, args) Invoke this method to create a new object. It isnot avalid
command when using the ‘cli' domain.

domain - isthe same as described in the ‘query()’ section, except
‘cli* is not supported.

urn - isthe same as described in the 'query()' section, except no cli-
related value is supported.

args- isadictionary of key->value pairs as described in the
‘query()' section, with amajor difference: the values will be
composed of a column name, followed by a column, followed by
the value being set;
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post(domain, urn, args) Invoke this method to update an existing object. Arguments are the
same as described in the 'put()' section with one semantic
difference: values specified for columnsthat belong to atable
index will be used to, first, find the row matching thisindex, then
update the value of the non-index columns specified in this query.

delete(domain, urn, args) Invoke this method to delete an object. Arguments are the same as
described in the "post()’ section; however, non-index columns will
be ignored.

success() This method will return true if the previous operation succeeded. It
is a convenience method that will evolve to support al success
codes returned by future versions of the AOS API.

diag() This method can be used to retrieve a specific error code delivered
by the Web Service Producer. It is not recommended to useit to
determine success or failure; the preferred approach isto invoke
'success()' first and, if it returns False, call 'diag()' to retrieve the
error code.

AOSConnection (siring username, string password, string server, boolean secure, boolean
obeyproxy, boolean prettylinks, int port, AOSHeaders headers, boolean debug)

username AAA username; same as when using WebView.

passwor d AAA user password

server The address of the device to connect to.

secure When True, SSL connections will be used.
default value: True

obeyproxy When True, system proxy settings will be followed.
default value: True

prettylinks When True, use semantically correct links as opposed to
‘?a=b&c=d..."

default value: True

port The port where the Web Service Producer is expected to be
available; typically 80 or 443; however, -1 can be used to specify
the use of the default port for secure/unsecure HTTP.

default value: -1

headers An object used to inject additional headersin the request if
necessary.
default value: None

debug When True, low-level GET, POST, PUT and DELETE commands

will be displayed in the current terminal.
default value: False
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AOSHeaders (Dict config)

config A adictionary that contains the current configuration:

if config['json] is True, then a mime-type of
vnd.alcatellucentaos+json will be requested; if it is False, then
vnd.alcatellucentaos+xml will be requested;

config['api'] will be used to specify a given version of the API.
Since the implementer can specify their own header object, they
are free to create their own object (child of Dict or, preferably,
child of AOSHeaders) which will provide its own additiona
headers in key->value form.
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CLI Scripting

The AOS CLI relies on Bash scripting, it can be leveraged for creating CLI scripts without the need for an
external tool. This Bash-based CLI allows users to perform high-level scripting work if necessary as given
in the example below. This example illustrates simple example that creates multiple, non-contiguous,
through the use of loops and variables. For instance:

#!/bin/bash

for vlanid in 1 2 3 4 10 15; do
vlan $vlanid

done

Since the existing CLI infrastructure is being leveraged, the CLI's own security model is followed (Bash
already authorizes commands based on partition management).

Quoting and Escaping

Quotes (*) and double quotes (") are used to enclose literal strings. Single quotes provide the most literal
guard whereas double quotes will expand "$" variables. Due to this behaviour, entering the text below will
display "Hello" on afirst row of the terminal, followed by "World" on the next row.:

echo 'Hello, <Return>
World'<Returns>

Because literal mode single quotes were used pressing <Return> simply added that key's code to its literal
string. Literal mode was exited with the closing single quote, which is why the second <Return> submitted
the command to Bash.

Backslash (\) isa continuation character. This means that the current line is continued on the next line.
The example below will display “Hello World” on asingle row:

echo Hello, \<Returns>
World<Returns>

HEREDOC (<<) isaform of I/O redirection that will feed awhole block to executables. HEREDOC
takes a parameter and that parameter will be used by Bash to find the end of this pseudo 1/O stream.

For instance, entering as root:

wall <<EOB<Returns>
Hello, <Return>
World<Returns>
EOB<Return>

will display the following on every logged in user's terminal :

Broadcast message from root (<Dates):
Hello,
World

The example above indicated to Bash a block of text was begun and that it would end when EOB was
encountered at the beginning of aline.
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Variables and Functions

Variables

The asterisk character (*') and the question mark have very specific meaningsin Bash. The asterisk
character can be used to replace an arbitrary number of characters of acommand with afile name. This
file needs to be referenced in away that lets Bash find it. For instance, the following will list all the files
found in the current directory that begin with the letter 'a and end with the letter 'c'.

-> 1ls a*c

Similarly, the question mark will be replaced by a single character. Therefore, the following will list al
files, in the current directory, that are three characters long, begin with the letter 'a and end with the |etter
'c'. Three characters long because '? can only be replaced by asingle character.

-> 1ls av?c

The dollar sign prefix is used to name variables.Assigning avalue to a variable is done without the dollar
sign prefix as shown below.

-> A="hello there"
-> echo S$A
hello there

Variables can be used in CLI commands. For instance;

-> MYIF=192.168.1.1
-> ip interface S$MYIF
-> show ip interface S$MYIF

Functions

A function is a piece of code that can be reused after creating it. It can take parameters and return a
diagnostic value. As asimple exampleisthere's aneed to repetively create VLANs with similar
parameters a function can be used to avoid having to specify these parameters every time.

To create a function, type its name followed by apair of parenthesis and an opening curly brace. To
complete the function definition, enter aclosing curly brace. The body of the function will go between
both curly braces, the function can then be run by entering its name as in the example below:

function myvlans ()

{
}

To handle parameters within the function, positional parameters are used. For instance the following will
create VLAN 5:

function myvlans ()

{
}

-> myvlans 5

vlian $1
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Additional functionality can be added. As an example the function can be enhanced to handle cases when
the user forgets to pass a parameter.

function myvlans ()

{
if [ $# -1t 1 ]; then
echo "Please provide a paramater"
else
vlian $1
fi

}

-> myvlans

Thiswill display an error message because $#, which represents the number of arguments that were
passed to the function, isless than ("-It") one.

Shift can be used to cycle through a parameter list so that multiple parameters can be used with a function.
The example below creates each VLAN using the "vlan" command. Every parameter will end up being
seen as "parameter 1" due to the "shift" command. Shift moves all the positional parameters down by one
every timeit isinvoked asin the example below:

function myvlans ()
{
while [ "$1" != "" ], do
vlian $1
shift
done

}

-> myvlans 5 6 7
Now, the script will “shift” the parameters, cycling through them:

$1:||5||’ $2="6", $3:n7n
> shift

$l="6", $2=ll7ll

> shift

$1:n7n

Additional functionality can be added to check that a VLAN was successfuly created before moving on to
the next one. This can be done using the previous command's return code which is stored in $?, for
instance:

function myvlans ()

{

while [ "$1" != "" ]; do
vlian $1
if [ $? -ne 0 1; do
echo "Error!"
return 1
done
shift
done

}

-> myvlans 5 6 7

If "vlan $1" returned a value other than "0" which traditionally denotes success, the script returns
immediately.
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The $_ represents the most recently used parameter. For instance, the following would result in VLAN 5
being created and then del eted:

vlan 5
no vlan $_

Adding User Interaction

To enhance afunction even further user interaction can be added. As an example, to have the function
prompt the user for information the read command can be used to read user input as in the example
bel ow:

function myvlans ()

{
echo -n "Enter VLAN id: "
read vlanid

if [ "$vlanid" -eq "" 1; do
echo "No VLAN ID entered..."
return 1

fi

vlan $vlanid

CLI Tools

Shell-based scripting is only one aspect of the programmability of the AOS CLI. Specialized tools such as
grep can also be invoked to refine the behavior of CLI commands. Additionally, awk offers a powerful
syntax for advanced users.

Thefollowing isalist of some of the more common tools available in AOS:

e Page/search in current output/file: more, less

e Search/Filter files, output on strings, regular expressions: egrep, fgrep, grep

e Filter file/output: cat, head, tail

e |nput parser (Can be used in conjunction with other commands such as 'find' or 'cat’): sed
e Count words/line/charactersin file/current output: wc

e Evaluate arbitrary expressions (Bash built-in evaluation engine): expr

e Search for files: "find (based on name/wildcard, file type, access date, etc.). Combined with xar gs or
using built-in -exec can be used in conjunction with grep, etc.

e Comparefiles: cmp, diff

awk

As mentioned earlier, awk is scripting language in its own right. Here is a sample awk script that can be
used to filter output based on current grouping. The show ip routes command produces the following
output:
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+ = Equal cost multipath routes? Total 25886 routes

Dest Address Gateway Addr Age
P mmm - - o - -
1.1.1.1/32 +10.1.12.1 02:19:54
+10.2.12.1 02:19:54
+10.3.12.1 02:19:54
+10.4.12.1 02:19:54
1.1.1.2/32 10.1.22.100 02:19:54
1.1.1.3/32 +10.11.23.3 02:19:42
+10.12.23.3 02:19:54
+10.13.23.3 02:19:54
+10.14.23.3 02:19:42
1.1.1.4/32 10.1.24.4 02:19:54

If we use the gr ep command we can extract just thefirst line asin the following example:

-> show ip routes | grep "1.1.1.3/32"

Protocol

1.1.1.3/32 +10.11.23.3 02:19:42 OSPF

Using awk the command output can be filtered more precisely. The following is a script that would

perform this task:

awk -v pattern="$1" 'BEGIN ({
# This will be our flag:

# are we currently reading desired block of info?

INBLOCK = 0

(when it is, number of fields (NF) is just 3

}
{
# Is first field not empty?
#
if (NF == 4) {

)

# Check whether our string is found in column 3

if ((p = index($0, pattern)) == 3) {
INBLOCK = 1
}
else {
INBLOCK = 0
}
}
# If in block, display line
if (INBLOCK == 1) {
print $0
}

} 1

This script can then be easily turned into a standalone shell script by storing it in /flash asfilter.sh and

sourcing it using the"." prefix syntax. The script can then be used to filter the output as shown below:

-> show ip routes | . /flash/filter.sh 1.1.1.3/32

1.1.1.3/32 +10.11.23.3 02:19
+10.12.23.3 02:19:
+10.13.23.3 02:19:
+10.14.23.3 02:19

142

54
54

142

OSPF
OSPF
OSPF
OSPF
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Embedded Python Scripting

The OmniSwitch includes many standard Python packages to access AOS and system functions. This
feature allows administrators to create Python scripts and associate these scripts with specific traps. When
the traps are generated by the switch, the pre-configured scripts will be run on the switch. This provides
the capability to adapt to a dynamically changing network and customize how the switch should react to
those changes. There are multiple ways to execute Python on the switch:

e Automatically, as an event-action when atrap occurs

¢ [nteractively, from the console

¢ |nascript file executed by command from the console
AQOS Python includes many standard Python packages for:
e OS access and issuing AOS commands

e Sending email and database access.

Guidelines

e Scripts can only be created by administrators with write privileges to the partition management family
AAA.

e Event-based scripts must be stored in the /flash/python directory.
e The show snmp-trap config command can be used to seelist of traps on the switch.

e Anevent can have only one script assigned to it, but a script can be assigned to multiple events.

° L]
Assigning Events
To assign a switch event to a script use the event-action command, for example:
-> event-action trap linkDown script /flash/python/link event.py

-> event-action trap stpNewRoot script stp event.py

Note. use the interfaceslink-trap command to enable traps for link up/down events.

View the Events

To view statistics such as how many times a script has been run use the show event-action command, for
example:

-> show event-action

type name script (/flash/python/..)

______ o o o e e mel oo
trap linkDown link_event.py

trap stpNewRoot stp event.py

trap sessionAuthenticationTrap catchAll .py
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-> show event-action statistics

Script Launch
Type Name Last Launched Count
———-—- e e e it +----
trap linkDown 2014-10-23 13:45:34

Python Examples in AOS

To following is a simple interactive example of how AOS can be used to execute Python commands.

-> python3

Python 3.2.2 (default, Dec 10 2014, 02:41:47)

[GCC 4.8.2] on linux2

Type "help", "copyright", "credits" or "license" for more information.
>>> print ("Hello, World from AOS-python\n")

Hello, World from AOS-python

>>> quit ()

->

To following is an example of how AOS can be used to execute a Python script named sample.py that is

stored on the switch.

-> cat sample.py
# sample python command file
for i in [1, 2, 3, 4]:
print ("Hello, World " + str(i))
-> python3 sample.py
Hello, World 1
Hello, World 2
Hello, World 3
Hello, World 4

->

To following is an example of how AQOS can be used to execute a Python script named import_sample.py

that is stored on the switch and uses the imported subprocess and os libraries.

-> cat import sample.py
#!/bin/python3

import os

import subprocess

result = subprocess.check output (["show", "microcode"],universal newlines=True)
print ("----Subprocess Output----")

print (result)

print ("----0S Output----")

os.system("show microcode")
->

-> python3 import sample.py
----Subprocess Output----

/flash/working

Package Release Size Description
————————————————— B e i e e
Tos.img 7.3.4.314.R0O1 210517932 Alcatel-Lucent OS
----0S Output----

/flash/working

Package Release Size Description
————————————————— e et T e
Tos.img 7.3.4.314.RO1 210517932 Alcatel-Lucent OS
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AOS Micro Services (AMS)

AOS Micro services (AMS) is anetwork programmability application ecosystem which provides an
asynchronous mechanism for communication and information synchronization across a community of
Omni Switches. The mechanism requires the presence of a broker to relay the messages across
OmniSwitches. Therole of broker is played by OmniVista or by an OmniSwitch if OmniVistais not
present in a network.

Sw-3

]T:"HIII!III:I:I:IIIIHIIIII?
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€+ Subscribe = |
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Figure12-1: AoSMicro Services

AMS uses publish-subscribe messaging as the underlying protocol for communication among switches.
All OmniSwitches can act as subscribers or clients. A client firstly needs to establish a connection with the
broker (another Omni Switch) and subscribe to atopic to which it wishesto listen or advertise to. Any
logical grouping can be used to create atopic of interest, for example, all access switches, all OmniSwitch
6560 switches in a network or al switchesin a particular location.

As an example, AMS provides an application of synchronizing the OS6465 power supply configuration
information. In this example all 0S6465 switches will subscribe to atopic pertaining to the OS6465 power
supply configuration and other non-OS6465s would not. Once a power supply is configured on a OS6465,
the same information can be shared with the community of all OS6465 switches using AMS. The broker
switch can be any of the Omni Switches, although it's recommended to use an OS6860, OS6900 or
0S9900 as a broker. Any number of topics can be created for communication across switches

AMS provides an environment for ALE bundled or 3rd party (customer developed) applicationsto be
loaded on the switches outside of AOS and which can utilize this mechanism for sharing information
across switches. 10T device profiling agent and OS6465 power supply configuration synchronization are
some of the applications that have been devel oped and bundled with AOS to showcase the AMS
application environment. The bundled applications can be installed, uninstalled, started and stopped
without impacting AOS in any way. AMS a so provides a"configuration replay" functionality (when the
broker is an OmniSwitch) where any new switch joining the community gets areplay of the previous
messages on the topics (for live configuration) to which the new switch is subscribing to. The AMS
application infrastructure also provides an environment for hosting user developed applications and the
mechanisms for synchronization of information across the community of switches.
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AMS Components

Broker - AMS uses a publish / subscribe mechanism which requires a broker to relay all the messagesin
the network. A broker IP needs to be configured in the switch.

There are two options to provide the broker information:

- Manually: modify the ams-broker.cfg file in the switch that can be found in the /flash/working/pkg/ams
folder.

- Automatically: configure VSO option 43 of DHCP server.

Topics- Therelation of publisher and subscriber is associated with TOPIC names. When a client registers
with Broker, it can provide set of Topicsit wants to register with the Broker. Subsequently when any
client publishes a message on one of these Topics, al the other clients would get the message if they have
registered for this specific Topic. Topic isastring name and hierarchical.

Community - A group of switches participating in AMS. Community is part of the Topic hierarchical
definition of COMMUNITY _NAME/APPLICATION/APPLICATION_SUB_CONFIG. For example,
ALE_ACCESS/DEVICE_PROFILING/DEVICE_PROFILING_SNMP_TABLE_NAME. If agroup of
switches subscribes to the Topic COMMUNITY _NAME/# then all Topics under that community will be
sent to those subscribers. If agroup of switches subscribesto Topic COMMUNITY _NAME/
APPLICATION/# then al Topics associated with that application will be sent to the subscribers.

Config DB - A component residing on Omni Switch Broker. Config-DB maintains a record of all
configuration between the subscriber switch and Broker switch. When a new switch joins the community
it'sresponsible for replaying all the earlier for atopic to that new switch. The corresponding application
needs to be started only on Broker.

Config-sync - An application running on al switches responsible for formatting messages received from
Broker for consumption on local switch. Corresponding application needs to run on all switches.

AMS Applications

Device Profiling Agent A bundled application with AMS, this application provides the reporting &
synchronization of 10T device signatures in a network. When used with
OmniVista, this application provides the endpoint information on any new
loT device connecting on that switch to OmniVista. In non-OmniVista
environment, this application helps to synchronize across the network,
device signatures of any new 0T device connecting to the switch.

0S6465 Power Supply A bundled application with AMS, this application helps to synchronize the
Configuration power supply configuration for 0S6465-P6 & 0S6465-P12 switchesin a
Synchronization network in cases where the same power supplies are being used across the
network. The power supply needs to be configured on one switch first
before initiating the synchronization.

AMS Configuration
The following configuration files are used by AMS.

Note. The default broker port is 8883 (e.g. 10.10.0.1:8883). For modifying the port number, the broker
configuration file has to be edited manually.
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dhcpd.conf

The configuration file for clients to connect to the broker. This
configuration has to be done in the V SO option 43 of DHCP server, so that
the OmniSwitch in the network receive the details of Broker | P/Port
automatically.

For example:
option 43 140 | P-address=10.10.0.1

The default port is 8883. There is no need to specify the default port value.
In case you need to modify the default port value, use the below syntax.
Note that you need to modify Broker protocol stack aswell to reflect the
new port configured as part of below configuration.

option 43 140 IP-address=10.10.0.1 141 5555 142

Note. If an OmniSwitch is configured as the DHCP server, then the
dhcpd.conf need to be stored at /flash/switch.

ams-broker .cfg

Manually modify the ams-broker.cfg file that can be found in the /flash/
wor king/pkg/ams folder for clientsto connect to the broker. The broker IP
can be updated as part of "-h" option in the file. Thefileislocated at /flash
working/pkg/ams folder in the switch.

For example:
-h 10.135.82.43

config-sync.cfg

The config-sync configuration file provides configuration options to start
the config-sync. Thefileislocated at /flash/switch folder in the switch.
Some of the user configurable parameters are as follows:

- community: The community that the client belongs to.

- topics: The list of topics and SNM P table mapping that the client
subscribes to synchronize configuration in.

For example:

"topics": {
"alaDpDevicesTable": "DP_DEVICES TABLE",
"alaDpGlobal Config":"DP_GLOBAL_CONFIG"

}

The above example provides the configuration for Device Profiling
signatures (i.e. SNMP table alaDpDevicesTable) on a switch to be
synchronized to other switches in the community.

Note. AMS clients connect to AMS broker for information exchange. IPv6 level is supported for AMS.
To make AMS clients/ broker to connect using IPv6, user needs to configure | Pv6 interface on AOS

Switch.
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Use Case Example - Device Profiling Signature Synchronization

A currently supported use case for the AMS framework isto synchronize device profiling signatures and
configuration between switches. The following device profiling tasks are supported:

e Device Profiling Global Configuration Synchronization
¢ Device Profiling Signature Synchronization

As an example, there will be cases where an unknown device is reclassified as known by providing the
device type and device name along with a signature. Once a single device instance is reclassified, al the
subsequent instances of similar devices would be automatically identified and the UNP profile updated.

To replicate this behavior on other switches of the network an administrator would need to configure the
device signature on each individual switch. But by leveraging AMS, the device signature can be
automatically synchronized throughout the network. By updating the device signature on one switch on
the network, the same signature is updated on all the switches which are part of AMS framework.

Use Case Example - OmniSwitch 6465 Power Supply Configuration
Synchronization

Power supply configuration commands for the OmniSwitch 6465 can be synchronized. For example:

-> powersupply 1 name psl type ale hi-ac chassis-id 1

Enabling AMS

There are two options to provide the broker information for the switches in a network.

e Broker IP address is automatically received through DHCP V SO option 43, when the DHCP server is
configured with the details of Broker IP/Port of the switch which isintended to be the broker in a
network.

e Manualy modify the ams-broker.cfg file that can be found in the /flash/wor king/pkg/ams folder.

Enabling AMS Automatically

To automatically enable broker information in Omni Switches in a network, the DHCP server needs to be
configured. The VSO option 43 of DHCP server has to be configured with the details of Broker |P/Port of
the switch which isintended to be the broker in a network. For example:

option 43 140 |P-address=10.10.0.1 141 5555 142 keyspace;

Enabling AMS Manually

Before enabling AMS, the broker configuration file must be edited on all switches and the I P address of
the broker modified to be that of the broker switch. The following configuration steps are required , if you
want to configure the Broker 1P/Port of the switch manually.

Change the default | P address to that of the broker switch.
1 Start the broker switch and required agents:

-> appmgr start ams broker - (Starts the broker)

-> appmgr start ams config-dbase - (Starts the config-dbase application)
-> appmgr start ams config-sync - (Starts the config-sync application)
-> appmgr commit - (Saves the appmgr settings across reboots)
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Start all the subscriber switches:

-> appmgr start ams config-sync - (Starts the config-sync applicaton)
-> appmgr commit - (Saves the appmgr settings between reboots)

Display the running modules on the broker switch:

-> appmgr list
Legend: (+) indicates application is not saved across reboot

Application Status Package Name User/Group Status Time Stamp
——————————————— B e e e it
broker started ams admin/user May 01, 2019: 09:18:25
config-dbase started ams admin/user May 01, 2019: 15:16:32
config-sync started ams admin/user May 01, 2019: 15:16:42

Display the running modules on the subscriber switches:

-> appmgr list
Legend: (+) indicates application is not saved across reboot

Application Status Package Name User/Group Status Time Stamp

config-sync started ams admin/user Jun 22, 2014: 18:52:19

Device Profile Example

1 Create anew device profile on either the broker or a subscriber switch:

Switchl-> device-profile admin-state enable
Switchl-> device-profile device-type new-device-type device-name new-device-name
from dhcp-option-55 1,3,6

2 Display the device profile configuration on the other switches. Device profiling will be enabled and the
new device profile will be automatically created by AMS:

-> show device-profile signatures

Device Type Device Name DHCP Option 55
,,,,,,,,,,,,,,,,,,,,,, U

ip-cam netcam 1,3,6,15

SmartPhone/PDA/Tablets Apple iPad 1,3,6,15,119,252

IP-Phone Gigaset A580 VoIP 1,3,6,120,125,114

Printer Kyocera Network Printer 1,3,12,23,6,15,44,47
SmartPhone/PDA/Tablets Motorola 1,121,33,3,6,28,51,58,59

Windows Windows XP 1,15,3,6,44,46,47,31,33,249,43

Printer SAMSUNG Network 1,3,6,7,12,15,18,23,26,44,46,51,54,58,59,78,79,81
*new-device-type new-device-name 1,3,6

Number of Signatures: 8 grpl
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OmniVista Device Profiling Interface

An additional use case of this new model is between device profiling and OmniVista. This model can be
used to communicate between AOS switches and OmniVista using the client/broker relationship to
provide various information related to endpoints attached to the switches. The switch can provide end-
point MAC detection and deletion events, DHCP/DNS/HT TP user-agent information and packet-type
information that is collected for the end-point to the device profiling application running on OmniVista.

Note: This capability will be availablein afuture version of OmniVista
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OpenFlow Agent Overview

OpenFlow is a communications interface defined between the control and forwarding layersthat isused in
a Software Defined Network (SDN). OpenFlow essentially separates the control plane and the data plane
in the switch. Traditionally, switches and routers have made decisions on where packets should travel
based on rules local to the device. With OpenFlow, only the data plane exists on the switch itself, and all
control decisions are communicated to the switch from a central Controller. If the device receives a packet
for which it has no flow information, it sends the packet to the Controller for inspection, and the
Controller determines where that packet should be sent based on QoS-type rules configured by the user
(drop the packets to create afirewall, pass the packets to a specific port to perform load balancing,
prioritize packets, €tc).

The OmniSwitch can operate in AOS or OpenFlow mode, including a modified OpenFlow mode known
as Hybrid mode. AOS will designate the ports managed/controlled by AOS or by OpenFlow on a per-port
basis. By default, ports are managed/controlled by AOS.

The following are the key components available on an OmniSwitch for OpenFlow support.

OpenFlow Logical

An OpenFlow logica switch consists of a portion of the switch's resources that are managed by an
OpenFlow Controller (or set of Controllers) viathe OpenFlow Agent. Logical switches can be configured
on an Omni Switch, with each logical switch supporting separate controllers. A logical switch hasa
VLAN, physica ports, and/or link aggregate ports assigned to it. All packets received on these ports are
forwarded directly to the Openflow agent. Spanning tree and source learning do not operate on OpenFlow
assigned ports.

OpenFlow Normal Mode

In Normal mode, the logical switch operates as per the OpenFlow standards.

OpenFlow Hybrid (APl) Mode

In Hybrid mode, the logical switch acts as an interface through which the Controller may insert flows.
These flows are treated as QoS policy entries and offer the same functionality. A Hybrid logical switch
operates on all ports, link aggregates, and VLANS not assigned to other OpenFlow logical switches.

Support OpenFlow Parameters

In following OpenFlow tables, match fields, groups and actions are supported.
Flow Definitions

e Exact Match

e Wildcard

e MACTable

Matich Fields
e Ingress Port

e FEthernet Destination Address
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Ethernet Source Address

e VLAN Tag/VLAN Priority

e FEthernet Type

e |Pv4 or IPv6 Protocol Number

® |Pv4 Source Address/ IPv4 Destination Address
e TCP/UDP Source & Destination Ports

e |CMP Type/ Code

e ARP Operation

Groups

Groups are away of combining a set of activitiesinto one action. For example, a Group could be used to
represent an | P next hop with all of the associated activities (MAC change, VLAN update, etc.). The
collection of actionsis stored in a bucket. Each group includes a collection of buckets and the different
types identify policies on how to select which bucket(s) to use.

e ALL - Theactions of all buckets are executed. Thiswill be used to implement broadcast or multicast
activities. Packet modification actions are not supported by this type of group.

e INDIRECT - Thisisan ALL type group with asingle bucket. Packet modification actions are
supported by this type of group.

Actions Fields

e OQutput - To physical, reserved or linkagg port

e Drop - Drop the packet

e Group - Process packets according to specified group

e Set Field - Set fieldsin the packet (only for single egress port). VLAN priority can only be set for
tagged packets.
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Quick Steps to Configure OpenFlow Agent

Follow the stepsin this section for a quick tutorial on how to configure an OpenFlow Agent on the
OmniSwitch. A logical switch in Hybrid mode does not have aVLAN or interface configured.

1 Createthelogica switch and configure the mode:

-> openflow logical-switch vswitchl mode normal version 1.3.1 vlan 5
-> openflow logical-switch vswitch2 mode api

2 Assign acontroller to the logical switch:

-> openflow logical-switch vswitchl controller 1.1.1.1
-> openflow logical-switch vswitch2 controller 2.2.2.2

3 Assigninterfacesto the logical switch:
-> openflow logical-switch vswitchl interfaces port 1/1/3

4 Verify the configuration

-> show openflow logical-switch

Admin
Logical Switch State Mode Versions VLAN Ctrlrs Intf Flows
————————————————————————— B e e e i e
vswitchl Ena Norm 1.3.1 5 1 1 5
vswitch?2 Ena APT 1.0 1.3.1 N/A 1 56

-> show openflow logical-switch controllers

Admin Oper
Logical Switch Controller Role State State
—————————————————————————————— e b e T e T
vswitchl 1.1.1.1:6633 Equal Ena Connect
vswitch2 2.2.2.2:6633 Equal Ena Backoff

-> show openflow logical-switch interfaces

Logical Switch Interface Mode
________________________________ U
vswitchl 1/1/3 Norm
vswitch2 1/1/1 API
vswitch2 1/1/2 API
vewitch2 1/1/4 APT
vswitch?2 1/1/5 API
vswitch2 1/1/6 API
vswitch2 1/1/7 API

(output truncated)
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Open vSwitch(OVS) Overview

Open vSwitch is an open-source software switch designed to be used as a vSwitch (virtual switch) in
virtualized server environments. A vSwitch forwards traffic between different virtual machines (VMs) on
the same physical host and also forwards traffic between VMs and the physical network. Open vSwitch is
open to programmatic extension and control using OpenFlow and the OV SDB (Open vSwitch Database)
management protocol.

Using the OV SDB protocol, the number of individual virtual bridges can be determined within an
Open vSwitch implementation, allowing a user to create, configure and delete ports and tunnels from a
bridge.

OV SDB facilitates devices to exchange control and statistical information with the Nuage controller,
thereby enabling virtual machine (VM) traffic from the entities in a virtualized network to be forwarded to
entitiesin a physical network and vice versa.

Open vSwitch Database (OVSDB) Support in OmniSwitch

Omni Switch supports programmability using OV DSB to integrate with Nuage Controller. OmniSwitch
AOS to OV SDB connector alows the OmniSwitch to be managed and integrated into Nuage using
vstep(5) schema.

The OmniSwitch implements L2 switching, L3 routing, Qos ACLs and VXLAN tunneling. OmniSwitch
can also be used to connect VXLAN tunnels to physical switches and serversthat are not vxlan-aware.
The Nuage system acts as a controller and the OmniSwitch act as VXLAN tunnel endpoints. Nuage
Graphical User Interface can be used to onfigure VXLAN tunnels on the Omni Switch.

OV SDB supports VTEP schema for configuring VXLAN on the OmniSwitch. The OVSDB
implementation on the switch consists of a OV SDB server and a OV SDB client. OV SDB client interfaces
between OV SDB server and AOS switch for configuring VXLAN and also for reporting VXLAN related
status from switch to Controller through OV SDB server.

When the network configuration is updated through the Nuage GUI, Nuage updates the copy of the
OV SDB database on the OmniSwitch (with the OV SDB server) and OmniSwitch is configured
appropriately using a REST API interface between the OV SDB client running on the switch and AOS..

Note. Nuage controller with OV SDB client will be in the cloud and OmniSwitch (with OV SDB server and
client) will be on the premise. Access Control List (ACL) is not supported on OVSDB.

Note. OV SDB is supported on OS6900-X 72, OS6900-V 72,, 0S6900-Q32, and OS6900-C32 models only.
In this 8.7R01 Release, OV SDB is not supported on OmniSwitch Virtual Chassis (VC).
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Prerequisite and Guidelines for OVSDB
There are few dependencies for the OmniSwitch to implement OV SDB.

¢ The network device must have access to Nuage network, and must allow to access the following port:
— 6640
— 6632
e OmniSwitch must be prepared for control from an external Controller like Nuage. The following
pre-configuration is expected to happen to the switch prior to connection from the controllers:
— Configure management VLAN and associate portsto the VLAN.
— Configure management VLAN IP interface.
— Configure the LoopbackO I P address of the Omni Switch.

— If static routing is used, configure the static route and enable BFD to the next hop interface or If
dynamic routing is used, enable BFD on the OSPF interfaces.

— UNP Access Ports must be provided to OV SDB client which updates the OVSDB schemato notify
controller about the ports eligible for VXLAN access to be configured on them.

e OmniSwitch must be provided with Controller 1P address (Nuage), port, security protocol through the
configuration file to the OVSDB client.

e All these prerequisite configurations must be configured on the switch and retrieved by OV SDB client
on installation of the OV SDB client package.

e \Webview ssl must be enabled for REST APl communication.

e Hybrid of locally managed dynamic VXLANs and from Nuage Controller simultaneously is not
supported. All Dynamic VXLANs must be managed either from external Controller or local.

Preconfiguration of OmniSwitch

The OmniSwitch needs to be configured prior to the connection from the controllers. An example of the
configuration steps are, as folllows.

1 Configure management VLAN and associate ports to the VLAN using the vlan member s tagged
command. For example,

-> vlan 100 members port 4/1-10 tagged

2 Configure theinterface LoopbackO I P address of the switch using the ip interface command. For
example,

-> ip interface Loopback0 address 198.206.181.100

3 |If static routing is used, configure the static route and enable BFD to the next hop interface using
theip static-route all bfd-state command. For example,

-> ip static-route all bfd-state enable

-> ip static-route 192.100.1.0/24 gateway 100.1.1.10 bfd-state enable

4 If dynamic routing is used, enable BFD on the OSPF interfaces using the ip ospf bfd-state all-
interfaces command. For example,

-> ip ospf bfd-state all-interfaces enable

-> ip ospf interface intl bfd-state all-neighbors enable

5 ldentify the ports on the switch as “unp access ports’ to allow VXLAN SAPs to be configured on
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them. These information is provided to OV SDB client which updates the OV SDB schemato notify
controller about the ports eligible for VXLAN. Use the unp port command. For example,

-> unp port 1/1 port-type access

-> unp port 1/1 admin-state enable

-> no unp port-template accessDefaultPortTemplate 802.1x-authentication
-> no unp port-template accessDefaultPortTemplate mac-authentication

Refer to OmniSwitch AOS Release 8 CLI Reference Guide for more information on the CLI commands.

OVSDB Package Overview and Installation

The OV SDB package file tos-aos-ovsdb-8.7.R01.xx.deb consist of the OV SDB daemon (AOS-OVSDB-
Server) — an open source code and OV SDB client (AOS-OVSDB-client)

Installation of OVSDB

The OV SDB is packaged into a Debian package which can be extracted and installed on the switch. The
package is downloaded to the "pkg" directory inside the running directory of the switch.

1 The OVSBD packages must be downloaded from the service and support website
(businessportal 2.al catel-lucent.com).

2 The Debian package must be copied to the running directory of the switch. For example, if “working”
is the running directory, then the package must be copied to /flash/working/pkg directory of the switch.

Install the package using the pkgmgr install command and commit command. For example,
-> pkgmgr install tos-aos-ovsdb-8.7.R1.277.deb
-> pkgmgr commit

The pkgmgr commit command save the installation permanently on the switch.

3 OVSDB applications must be started and committed by using the Appmgr command. For example,
-> appmgr start aos-ovsdb ovsdb-server
-> appmgr start aos-ovsdb ovsdb-client
-> appmgr commit

The OV SDB Package contain the configuration file, which stores the following,

e Physical_namein VTEP database

e Physical_port (or network device port/service access port) in VTEP database

e Controller Management I P address, protocol and port

e Username/password to access REST API. Password shall not be stored in clear text.

Uninstalling OVSDB
The OV SDB can be uninstalled by using the pkgmgr remove command. For Example,
-> pkgmgr remove tos-aos-ovsdb-8.7.R1.277.deb

For more information on “Installing and Upgrading Third Party Application Packages’, see “Package and
Application Manager” section on page 3-22
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Use Case Example

OV SDB alowsintegration of virtual workloads running on virtual servers connected to VNIs (VXLAN
Network Identifier) to be on the same subnet and broadcast domain as physical workloads connected to
VLANSs through physical switches that support VXLAN VTEP functionality.

Existing Data Cener (DC) solutions rely on VLANS to provide subnet connectivity and isolate application
tiers or tenants. In anetwork, L2 service emulates VLAN connectivity applications using VXLAN tunnels
over astandard | P fabric as part of the the overlay solution.

There are several cases where an L2 service might be preferred as part of a multi-tenanted data center
environment:

-The network has only one subnet and does not require external connectivity.

-The network has already implemented third party L3 services to route between local subnetsin the data
center.

-The network has to extend the existing L2 WAN service (VPLS) connecting remote offices into the data
center, emulating asingle LAN environment.
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Figure12-1: Usecase- OVSDB
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L2 OVSDB Integration workflow

In this usecase, OVSDB server isreferred to HW VTEP OS6900 Switch or HW VTEP. OVSDB client or
client isreferred to network Virtualized Serices Control (V SC)

1 After OVSDB session is established, the VSC will receive from the Hardware gateway the list of
access ports.

2 Available gateways are auto discovered by Virtualized Services Directory (V SD) (data provided by
VSC).

3 VXLAN/VLAN gateway ports has to provided in the network VSD .
4 VSC sends VLAN/VXLAN/Physical Port mapping to Hardware VTEP.
5 Floodlist is programmed with Mcast_Macs Remote. MAC is set as unknown-destination.

6 The HW VTEP 0S6900 Switch performs VXLAN tunnel based learning. VSC is not expected to do
the data plane programming. No exchange of local or remote MAC addresses is needed and hence not
supported in the V SC usecase. Omni Switch does the Head-End Replication. Service node support is not
needed.

7 Upon losing the Client (Nuage controller) connection, HWV TEP keeps the current configuration
based on the timer, which isoptional. Sinceit is only configuration (no forwarding entries), itis
accepted not to purge the current VTEP configuration, if the connection islost for relatively longer
time.

8 Upon reconnection, HWVTEP has to audit and reconcile the configuration based on the new client
information. The client will now provide the updated/latest configuration information. Transition from
the server configuration to client configuration should be managed carefully by the HWV TEP. Easiest
option isto purge the server configuration completely and update with the client supplied configura-
tion. This may impact the dataplane flows for the config that are not changed. Hence, it is the responsi-
bility of the HWV TEP to enable a smoother transition to the client config, without disrupting the
existing flows.

9 On HWVTEP reboot, apply the config from client directly as there is no existing configuration and
the associated flows. Should there be afailure to connect to client, it is up to the HWVTEP to decide if
it should use the configuration from database. If so, upon successful connection to client at alater time,
procedure similar to above stepno. 8 to be followed.
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13 Configuring Virtual
Chassis

A Virtual Chassisisagroup of switches managed through a single management I P address that operates as
asingle bridge and router. It provides both node level and link level redundancy for layer 2 and layer 3
services and protocols acting as asingle device. The use of avirtual chassis provides node level
redundancy without the need to use redundancy protocols such as STP and VRRP between the edge and
the aggregation/core layer.

The following are some key points regarding avirtual chassis configuration:

¢ With the introduction of the Virtual Chassis feature a switch can now operate in two modes; Virtua
Chassis or Standalone.

¢ When aswitch operatesin Virtual Chassis thiswill cause a change to the CLI requiring a chassis
identifier to be used and displayed for some commands such as interfaces or ports.

e A Virtual Chassis provides a single management |P address for a group of switchesthat are acting asa
single bridge or router.

e The switches participating in a Virtual Chassis are created by inter-connecting them via standard single
or aggregated interfaces.

For more information on the components of aVirtual Chassis, see “Virtual Chassis Overview” on
page 13-6
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In This Chapter

This chapter describes the basic components of a Virtual Chassis and how to configure them through the
Command Line Interface (CLI). CLI commands are used in the configuration examples; for more details
about the syntax of the commands, see the OmniSwitch AOS Release 8 CLI Reference Guide.

The following information and configuration procedures are included in this chapter:

“Virtual Chassis Default Values’ on page 13-3

“Quick Steps for Configuring A Virtual Chassis’ on page 13-4
“Virtual Chassis Overview” on page 13-6

“Virtual Chassis Topologies’ on page 13-14

“Interaction with Other Features’ on page 13-16

“Configuring Virtual Chassis’ on page 13-17

“Virtual Chassis Configuration Example” on page 13-24
“Automatically Setting up a Virtual Chassis’ on page 13-29
“Displaying Virtual Chassis Configuration and Status’ on page 13-39
“Automatic Virtual Chassis Flow” on page 13-34

“Virtual Chassis Split Protection (VCSP)” on page 13-36

See Chapter 1, “ Getting Started and Upgrading AOS,” for licensing information and getting started with
this feature.
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Virtual Chassis Default Values

The table below lists default values for Virtual Chassis.

Parameter Description

Command

Default Value/Comments

Chassis Identifier

virtual-chassis configured-
chassis-id

0

Chassis group identifier

virtual-chassis chassis-group

Derived from last byte of Master

chassis MAC address

Chassis priority virtual-chassis configured- 0S6900-Q32/X72 - 120

chassis-priority All Others - 100
Hello-interval virtual-chassis hello-interval 10 seconds
Control VLAN virtual-chassis configur ed- 4094

control-vlan
Default VLAN virtual-fabric link N/A 1
VFL Mode virtual-chassis vf-link-mode Auto

Default auto-VFL ports

virtual-chassis auto-vf-link-
port

0S6900 - The last 5 ports of
each chassis, including
expansion slots (if applicable).
Ports without a transceiver
present are included when
determining default auto-VFL
port eligibility. A port that has a
splitter cable will be counted as
four ports.

0S6860 - Dedicated VFL ports.

OS6860N - Dedicated VFL
ports.

0S6865 - None.

0S6560 - Dedicated VFL ports
and last two 10G SFP+ portson
(P)24X4/(P)48X 4.

0S9900 - Static VFL only.

0S6465-P6/P12 - None.
0S6465-P28 - Ports 27/28.
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Quick Steps for Configuring A Virtual Chassis

Follow the steps below for aquick tutorial on configuring two switches to operate as a Virtual Chassis.
Additional information on how to configure a Virtual Chassisis provided in the section “ Configuring
Virtual Chassis’ on page 13-17.

A switch running in standalone mode can be converted to a Virtual Chassis participant by using the CLI to
create the required vesetup.cfg and veboot.cfg files. The virtual chassis configuration can be kept in any
directory, including the /flash/working directory. The example below uses a new directory named vc_dir.

The minimum configuration requirements for a switch to operate in virtual chassis mode are:

e A vcsetup.cfg file must be present in the running directory and it must have, at least, avalid chassis
identifier and virtual-fabric link configured. Additionally for the switch to join avirtual chassis
topology, the virtual-fabric link must have member ports assigned to it and the underlying interfaces
administratively enabled.

e A vcboot.cfg file containing the generic virtual chassis configuration present must be present in the
running directory.

Note: Multi-Chassis Link Aggregation cannot be configured on a switch prior to converting it to virtual
chassis mode. The MC-LAG configuration must first be removed.

Virtual Chassis Conversion

1 Enter the following on each switch using the appropriate port numbers based on the chassis physical
connections. Note that vc_dir isthe name of the directory where the virtual chassis configuration will be
stored, it will be automatically created if it does not exist.

Chassis_1-> virtual-chassis configured-chassis-id 1
Chassis 1-> virtual-chassis vf-link 0 create
Chassis_1-> virtual-chassis vf-link 0 member-port 1/1
Chassis_1-> virtual-chassis vf-link 0 member-port 1/24
Chassis 1-> write memory

Chassis_1-> convert-configuration to vc_dir

Chassis 2-> virtual-chassis configured-chassis-id 2
Chassis 2-> virtual-chassis vf-link 0 create
Chassis_2-> virtual-chassis vf-link 0 member-port 1/1
Chassis_2-> virtual-chassis vf-link 0 member-port 1/24
Chassis_2-> write memory

Chassis 2-> convert-configuration to vc_dir

2 Reload both chassis from the newly created vc_dir directory:

Chassis 1-> reload from vc_dir no rollback-timeout
Chassis 2-> reload from vc_dir no rollback-timeout
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Viewing the Virtual Chassis Configuration
1 Use the show virtual-chassistopology command to check the topology of the Virtual Chassis.

-> show virtual-chassis topology
Local Chassis: 1

Config
Chas Role Status Chas ID Pri Group MAC-Address
————— R e e e e
1 Master Running 1 100 0 00:e0:bl:e7:09:a3
2 Slave Running 2 100 0 00:e0:bl:e7:09:a4

2 use the show virtual-chassis consistency command to check the consistency of the virtual chassis.

-> show virtual-chassis consistency

Legend: * - denotes mandatory consistency which will affect chassis status
Config Oper Config Oper Config
Chas Chas Chas Control Control Hello Hello
Chas* ID Type License* Group* Vlan* Vlan Interv* Interv Status
—————— B e e
1 1 0S6900 0x3 0 4094 4094 5 10 OK
2 2 0S6900 0x3 0 4094 4094 5 10 OK

3 Use the show virtual-chassis vf-link command to check the status of the of the virtual-link (VFL).

-> show virtual-chassis vf-link member-port

Chassis/VFLink ID Chassis/Slot/Port Oper Is Primary
——————————————————— e e e
1/0 1/1/1 Up Yes

1/0 1/1/24 Up No

2/0 2/1/1 Up Yes

2/0 2/1/24 Up No
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Virtual Chassis Overview

Virtual Chassisisagroup of switches managed through a single management | P address. It provides both
node level and link level redundancy for both layer 2 and layer 3 protocols and services. This section
describes the main topics regarding Virtual Chassis such as benefits, components, mode of operation,
configuration conversion, start up and redundancy.

Some of the key benefits provided by a Virtual Chassis are:

e A single, simplified configuration to maintain

e Optimized bandwidth usage between the access layer and core

e Active-Active multi-homed link aggregation

e Provides predictable and consistent convergence with redundant links to the two switches

¢ Allowsfor exclusion of spanning-tree and other redundancy protocols like VRRP between the access
layer and the core

e A Virtual Chassis appears as single router or bridge with support for all protocols

e A Virtual Chassis can be upgraded using 1SSU to minimize network impact

\

VFL

Slave /

Basic Virtual Chassis

Figure 13-1: Virtual Chassis Basic Topology

Virtual Chassis Concepts and Components

Virtual Chassisisan OmniSwitch feature that requires specific building blocks to provide full
functionality. The following sections highlight the various components of a Virtual Chassis architecture.

Virtual Chassis—The entity consisting of multiple physical switches connected using the virtual-fabric
links.

Master Chassis—The Master chassisin avirtua chassis topology acting as the entry point for
management and control operations. All configuration changes will be made on this chassis and
communicated to the Slave chassis.

Slave Chassis—Any chassis which is not the Master chassisis considered a Slave chassis. A Slave
chassisis not directly configured, it communicates with the Master chassis via the virtual-fabric links to
determine its configuration.

Virtual Chassis EMP Address—The Virtual Chassis management |P address (EMP-VC). Thisisa
configurable IP address that is automatically assigned to the current primary chassis management module
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(CMM) of the master chassis. This parameter is stored in the vcboot.cfg configuration file in aswitch
operating in virtual chassis mode. It is recommended to have both the EMP-V C IP address and the Chassis
EMP | P address configured.

ChassisEM P Address—Thelocal chassis management | P address (EMP-CHAS1 or EMP-CHAS2). This
isaconfigurable IP address that is automatically assigned to the primary chassis management module
(CMM) of the local chassis regardless of its master or slaverole. This parameter is stored in the switch
specific vesetup.cfg configuration file in a switch operating in virtual chassis mode.

Virtual Fabric Link (VFL)—A single or aggregated group of ports that connects the switches
participating in the Virtual Chassis. Asone of the basic building blocks of aVirtual Chassis configuration,
the VFL facilitates the flow of traffic and the transfer of control data between the Master and Slave
chassis.

Control VLAN—A special type of VLAN reserved for the inter-chassis communication exchange
between the switches participating in a Virtual Chassis. Only VFL ports are assigned to this VLAN, and
no other ports are allowed to join the Control VLAN.

Remote Chassis Detection (RCD) protocol—Provides a back up mechanism for helping to detect a split-
chassis scenario.

SIS VC—Proprietary protocol for managing aVirtual Chassis mesh topology. This protocol has no
interaction with IS-1Srouting or 1S-1S SPB protocols. Responsible for information exchange with peers
over the VFL, determining adjacencies, |oop-detection and the shortest path between members of the VC.

VCSP - Virtual Chassis Split Protection. A proprietary protocol used by VC to detect and protect against
network disruption when aV C splits.

vesetup.cfg—A file containing information pertaining to the current physical switches, helping
incorporate it into avirtual chassis. Thisfile contains information such as Chassis ID, Group ID, Chassis
priority, control VLAN, chassis EMP |P addresses and VFL links.

vcboot.cfg—A file containing information pertaining to the virtual chassisasawholeincluding L2 and L3
configuration, management configuration, user ports configuration, etc. Similar to the boot.cfg file used in
standalone mode. The vcboot.cfg fileis only used when a switch operatesin virtual chassis mode.

Converting to Virtual Chassis Mode

In order for aswitch to become part of avirtual chassisit must first be converted from a standalone
switch. Virtual chassis operation reguires the two files below to be created. They can be created manually
or automatically using the convert-configuration command.

e vcsetup.cfg—Virtual chassis setup file used to incorporate the physical chassisinto the virtual chassis
topology.

e vchoot.cfg—Virtual chassis configuration file.
Before converting a standalone switch’s configuration keep the following in mind:

¢ The switches to be converted cannot have multi-chassis link aggregation configured. A switch
operating in multi-chassis link aggregation mode must be reconfigured to operate in standalone mode
and rebooted before the conversion to avirtual chassis can be automatically accomplished viathe steps
described here. An alternative conversion from multi-chassis link aggregation mode to virtual chassis
is aways possible manually. This can be achieved by manually creating both vcsetup.cfg and
vcboot.cfg files offline in the appropriate running directory and rebooting the switches.
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Converting Chassis Mode Using the CLI

The following shows an example of how to convert two switches that are in standalone mode to virtual
chassis mode.

e The VFL member ports configuration should reflect the switch’s current physical connections.

e Thedirectory vc_dir can be any directory, including the working directory. By creating a separate
directory specifically for virtual chassis operation the existing working directory is not affected.

Chassis #1

Chassis-> virtual-chassis configured-chassis-id 1
Chassis-> virtual-chassis vf-link 0 create

Chassis-> virtual-chassis vf-link 0 member-port 1/1
Chassis-> virtual-chassis vf-link 0 member-port 1/24
Chassis-> write memory

Chassis-> convert-configuration to vc_dir

Chassis-> reload from vc_dir no rollback-timeout

Chassis #2

Chassis-> virtual-chassis configured-chassis-id 2
Chassis-> virtual-chassis vf-1link 0 create

Chassis-> virtual-chassis vf-link 0 member-port 1/1
Chassis-> virtual-chassis vf-link 0 member-port 1/24
Chassis-> write memory

Chassis-> convert-configuration to vc_dir

Chassis-> reload from vc_dir no rollback-timeout

Note. It is recommended that the switches be rebooted at approximately the same time.

Conversion Process

1 A directory with the name vc_dir will be created if it does not exist.

2 If acurrent standalone configuration (e.g. boot.cfg) existsit will not be affected.

3 The vesetup.cfg and veboot.cfg files will be automatically created within vc_dir directory.

4 Theimages from the current running directory will be automatically copied to the vc_dir directory. If
different image files are to be used they should be manually copied after the convert configuration
command has been executed and prior to the reload command.

Reboot Process

When the switches come up after the reload command, here is what will happen:

1 Thevcboot.cfg and image files must be the same on all switches running in virtual chassis mode. Asa
result, if there is a mismatch between the Master and Slave vcboot.cfg or images files, the Master will
overwrite the files on the Slave chassis and the Slave will automatically reboot.

2 Theorigina configuration of the Slaves will be overwritten and must be reapplied if necessary once
the Virtual Chassisis up and stabilized.
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New “chassis/slot/port” Syntax

Once the switches are operating in virtual chassis mode all commands that relate to specific ports or NI
modules must have aleading chassisidentifier to differentiate between the physical ports on each switch
as seen in the example below.

Sandalone M ode Virtual Chassis Mode
interfaces 1/1 admin-state enabled interfaces 1/1/1 admin-state enabled (chassis 1)
interfaces 1/1 admin-state enabled interfaces 2/1/1 admin-state enabled (chassis 2)

Virtual Chassis - Boot-Up

The Master chassis contains the vcboot.cfg file that contains the configuration for the entire virtual

chassis. All the switches (i.e. the one that will eventually become the Master and the ones that will become
Slaves) contain avcsetup.cfg file that allows them to establish an initial connection over aVFL to al the
other neighboring switches.

1 Upon boot-up, a switch will read itslocal vesetup.cfg file and attempt to connect to the other neighbor
switches.

2 Upon connection, the switches will exchange the parameters configured in their local vesetup.cfg files.

3 Asaresult of thisexchange, they will discover the topology, elect a Master based on criteria described
in the next section, start periodic health checks over the VFL and synchronize their configuration as
defined within the vcboot.cfg configuration file.

4 All Slaves, if they do not have alocal copy of vcboot.cfg, or their local copy does not match the copy
found on the Master, will download their complete vcboot.cfg from the Master chassis and reboot using
this copy of vcboot.cfg asits configuration file.

Startup Error Mode

If aswitch is unable to successfully come up in virtual chassis mode, it enters a special fallback mode
called start up error mode. A switch movesto start up error mode if the vesetup.cfg file is corrupted or
edited in such away that it is unableto read avalid chassis identifier in the appropriate range.

A switch start up error mode will keep all of its front-panel user ports, including the virtual-fabric links
member ports disabled. This mode can be identified on the switch by using the show virtual-chassis
topology command. The chassisrole will display | nconsistent, whereas the chassis status will show either
one of the following values:

¢ |nvalid-Chassis-|d: The chassisis not operational in virtual chassis mode because no valid chassis
identifier has been found in the configuration. Typically this means that the vcsetup.cfg fileis
corrupted, empty or contains an invalid (e.g. out of range) chassis identifier.

¢ |nvalid-License (nolonger applicable): The chassisis not operational in virtual chassis mode because
no valid Advanced license has been found.
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License Behavior

A Slave chassis must have the proper license(s) when attempting to join an existing VC. Based on the type
of license installed on the Master, the Slave chassis may fail to join the existing VC or may inherit the
existing licenses. Only valid Demo or Advanced licenses are inheritable. No other licenses are inheritable
and must be installed on the switch prior to joining the VC.

Master/Slave Election

Once al switches complete their initialization their VFLs become operational, they start the virtual chassis
protocol. This protocol performs three basic functions including: topology discovery, master election and
keep-alive/hello monitoring. The election of the Master chassis is based on the following criteria, which
are listed from the higher to the lower priority.

1. Current Master Chassis - The current master chassis will remain the master chassisif it is not rebooted.
2. Highest chassis priority value

3. Longest chassis uptime

4. Smallest Chassis ID vaue

5. Smallest chassis MAC address

Virtual Chassis - Redundancy

¢ |f the Master chassis goes down the Slave chassis will takeover the Master role and all traffic flows
that are based on the multi-homed physical connections will reconverge on the new Master.

e |f the Slave chassis goes down the Master chassis will retain its Master role and all traffic flows that
are based on multi-homed physical connections will reconverge on the existing Master.

e |f the VFL goes down, the Master chassis will retain its Master role. The Slave chassis will transition
to assume the Master role as well. At this point the virtual chassis topology has been split and there
will be two Masters in the network. If a management EMP network has been configured the Remote
Chassis Detection (RCD) protocol will detect this split topology. In response to this event, the former
Slave chassis will shutdown al its front-panel user ports to prevent duplicate |P and chassis MAC
addresses in the network. The Slave's chassis status will be modified from Running to Split-Topology
to indicate this second pseudo-master chassisis hot operational at this point. If the VFL comes back
up, the former Slave chassis will reboot and rejoin the virtual chassistopology assuming its Slave role

again.
e |f the primary CMM on the Master chassis fails the secondary CMM, if available, will takeover and the
chassis will remain the Master chassis.

e |f all CMMs on the Master chassisfail the chassis will reboot and the first-in-line Slave chassis will
take over becoming the new Master chassis. The first-in-line is derived from the same election criteria
that were used to select the original Master.

Split Chassis Detection

Split chassis detection isimplemented using a proprietary protocol called RCD (Remote Chassis
Detection) protocol. The goa of the split-chassis detection mechanism isto provide informationin a
virtual chassis environment which can be used to determine whether a VFL hasfailed. A split chassis can
occur when the VL connection is broken but each of the switches remains operational. This scenario
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must be detected so that one of the switches remains the Master and continues using the same | P and
MAC address in the network.

Note. RCD isonly enabled once the virtual chassisis operational. If aswitch isunabletojoin avirtual for
any reason, the RCD protocol will not be enabled.

To help detect this scenario each switch in the Virtual Chassistopology periodically sends information via
itslocal EMP port. All of the switches participating in aVirtual Chassis should be able to communicate
viathe local EMP port using an out-of-band network. When aVFL goes down, each switch can till
communi cate with the others viathe EMP port, this acts as a backup mechanism to help detect the split
chassis scenario. RCD will use the following |P addresses in order of preference:

1 CMM IP address stored in NVRAM (if configured)
2 ChassisEMP IP address

See the “Configuring EMP IP Addresses’ on page 13-21 for information on configuring the EMP IP
addresses. Also, see the “ Split Chassis Detection - Chassis-based CMMSs’ on page 13-11 for information
on EMP communication between CMMs.

e \E\N/‘P\m\ Each chassis in the Virtual Chassis
- Out-of-band | sends periodic updates via the EMP
K Management ( port. Each chassis should be able to
( 9 | communicate with the other via the EMP
) ~ Ve out-of-band network.

-
U

Figure 13-2 : Split Chassis Detection

Having both switches with all the front-panel ports up while the VFL is down can cause layer 2 and layer
3 connectivity issues. In order to avoid this scenario an out-of-band management protocol has been
implemented on the EMP port that detects the status of each chassis. If all VFL links go down then this
protocol will detect and shutdown all user ports on the former Slave chassis to prevent the duplicate | P and
MAC addresses from being used on the network. The user ports will automatically come up when the VFL
connectivity is re-established.

Note. If morethan oneVirtual Chassisis part of the same EM P out-of-band management network
then each Virtual Chassis MUST have a unique chassis-group I1D. Otherwisethe RCD protocol
cannot differentiate between the two Virtual Chassis and will not operate correctly.

Split Chassis Detection - Chassis-based CMMs

Directly connecting the EMP ports of the CMMs on the Slave and Master switchesis not a recommended
method for detecting a split chassis scenario. Using directly connected CMM EMP ports could result in a
scenario where the Primary CMM on one switch is directly connected to the Secondary CMM on the other
switch if aloca CMM takeover occurred on one of the switches. Since the RCD protocol is only active on
the Primary CMM, thiswould result in aloss of RCD communication.
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Virtual Chassis Split Protection (VCSP)

Virtual chassis split protection isimplemented using the proprietary VCSP protocol. The goa of the
VCSP mechanism is to provide information in avirtual chassis environment which can be used to
determine whether aVFL has failed and resulted in a split VC. A split VC can occur when one or multiple
VFL connections are broken but each of the switches remains operational. This scenario must be detected
so that only one of the switches remains the Master and continues using the same IP and MAC addressin
the network.

See the “Virtual Chassis Split Protection (VCSP)” on page 13-36 for information on configuring VCSP.

Remote Virtual Chassis (Remote Stacking)

Long distance VFL connections can be configured on the 10G SFP+ ports to extend the capability of the
virtual chassisto remote locations. Thisis achieved by configuring the 10G SFP+ user ports as auto-VFL
ports in addition to the 20G dedicated VFL ports.

Seethe “Automatic VFL” on page 13-30 for information on configuring a port as an auto VFL port.

I~ [feesetsnssssanannsuss
Cossass tessssiensonee pus Location 1 - Co-located VC of four chassis with dedicated
(Tsansae sass sesanennne - 20G VFL ports.
Chassis-id 2- Slave

[Chassisid3- Save |

[ Chassisid4- Save | .

I

I

I

I

| Remote |ocations interconnected with remote VFL using
| | SFP+ 10G ports.
I

I

I

I

2X10G VFL | 2X10G VFL

Chassis-id 5- Slave
| Location 2- Co-located V C of two chassis with dedicated

B L 20G VFL ports.

Figure 13-3 : Remote VC Example
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Virtual Chassis Topology Change Notification

The VC topology is saved and synchronized across the VC when the write memory command is issued.
During areboot or takeover scenario the Master will compare the current V C topology with the previous
saved topology. An SNMP trap will be sent if an element of the VC has been removed or added. Addition-
aly, atrap will be sent if aVC element is added or removed during runtime after the write memory
command is issued.

Scenario Description Trap
V C Takeover Any element including the previous Mas- | Trap will not be sent after the new Master
ter does not join after takeover. reaches ready state.

Any element including the previous Mas- | Trap will be sent by the new Master.
ter rejoins after takeover.

Element added New element added to the VC. Trap will be sent.
Element removed | Element removed from the VC. Trap will be sent.

VC Topology Change Notification - Confirmation

After executing the write memory command, if any one of the VC elementsis down the configuration for
that element will be lost. When the write memory command isissued the current V C topology will be
compared against the saved V C topology and if thereis any difference then awarning will be issued about
possible configuration purge and ask for confirmation from the user to proceed. If the user confirms, the
existing configuration for the element which is down will not be saved. If the user does not confirm then
the write memory operation will not proceed. Thiswill ensure that configurations will not be lost without
notification to the user.

Virtual Chassis - Upgrading
See “Upgrading the Software” on page 1-5.
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Virtual Chassis Topologies

This section describes the building blocks that are used to construct more flexible network topology using
virtual chassis feature. Some example topologies for virtual chassis are given below. For more information
on virtual chassistopologies, refer to the following sections.

* “Basic Virtual Chassis Building Block” on page 13-14
« “Recommended Topologies’ on page 13-14
* “Interaction with Other Features’ on page 13-16

Basic Virtual Chassis Building Block

The building block below can be used to connect to the edge or core devices in the network and is
comprised of two switches connected with avirtual fabric link (VFL).

Figure 13-4 : Virtual Chassis Building Block

Recommended Topologies
The following topologies are recommended to support the virtual chassis functionality:
e Virtual Chassisin a Campus Core

e Virtua Chassisin a Data Center

Campus Core

In the topology shown below, all edge devices are attached to both virtual chassis peers at the core.
Spanning Treeis not needed in this network because there are no loops. In this topology, the physical loop
around the virtual chassis ports and Virtual Fabric Link is prevented.
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m \Vi rtual Chassis Core

Stack of OmniSwitches

Figure 13-5: Virtual Chassisat the Core

Data Center VC

In the topology shown below, edge switches are connected through virtual chassis and core switches are
dual attached.

ST
Corporate j
Network

N

ni rtual Chassis DC

Virtual Chassis of 6 OS6900s

Figure 13-6 : Data Center VC
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Interaction with Other Features

This section contains important information about how other OmniSwitch features interact with the virtual
chassis feature. Refer to the specific chapter for each feature to get more detailed information about how
to configure and use the feature.

Multicast Load Balancing

IP Multicast traffic load balancing may not be optimized on VFL member ports that belong to the same
port group as listed in the table above. To ensure |P Multicast traffic load balancing is optimized over the
VFL, only one VFL member port should be included per port group.

QoS

It is recommended to use only QSP1 (strict priority) if configuring QSP onaVFL.

VCSP

If aVCissplit, configuration changes on the split switch will not take affect until the switch is rebooted.
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Configuring Virtual Chassis

This section describes commands to configure virtual chassis on an OmniSwitch.

“Virtual Chassis Configuration Guidelines’ on page 13-17
“Configuring the Chassis Identifier” on page 13-19

“Configuring the Virtual Chassis Group Identifier” on page 13-20
“Creating the Virtual Fabric Link (VFL)” on page 13-20
“Configuring the Hello Interval” on page 13-20

“Configuring the Control VLAN” on page 13-21

“Configuring EMP IP Addresses’ on page 13-21

“Hot-Swapping / Removing VC Elements’ on page 13-22

Note. See “Quick Stepsfor Configuring A Virtual Chassis’ on page 13-4" for abrief tutorial on
configuring these parameters on an OmniSwitch.

Virtual Chassis Configuration Guidelines

The following sections provide configuration guidelines to follow when configuring avirtual chassison an
Omni Switch. The configuration commands related to the virtual chassis functionality vary depending on
whether they are executed while a switch is operating in standalone mode (conversion process) or virtual
chassis mode (runtime configuration). The following guidelines focus on the initial configuration, when a
switch is still operating in standalone mode. For a thorough description of the configuration process while
aswitch is already operating in virtual chassis mode, please refer to the CLI guide.

General

Virtual chassis functionality isonly active for switches on which avalid chassis identifier is
configured.

One of the chassis will become the Master chassis while the remaining switches will become Slaves.
A virtual chassis cannot contain amix of different families of switches (i.e OS6900 and OS6860).

Some of the virtual chassis parameters runtime modification only take effect after the next reboot of
the switch. These parameters are chassis identifier, chassis priority, control VLAN and hello interval.
For thistype of parameters, the following terminology is used.

— Operationa values - The current or running values, are those in effect at the present time.

— Configured values - The next or future values are those that are currently configured or set, but that
are not in effect at the present time. These values will only become effective after the next reboot of
the switch.

When a new chassisis added to an existing virtual chassis the new chassis will reboot two times under
any of the following conditions:

— The new chassis has a different running configuration directory name than the existing VC.

— The new chassis has different images than the existing VC.

— The new chassis has a different vcboot.cfg file than the existing VC.
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Chassis Identifier

Each switch requires a chassis identifier that is unique within the virtual chassis group of topology.

If aduplicate chassisidentifier is detected within the virtual chassis group then the chassis role will be
reported as inconsistent and the chassis status will be Duplicate-Chassis. The front-panel ports will not
be operational and the configuration should be corrected by accessing the switch directly viathe local
EMP port.

The chassis identifier is used to generate globally unique values for the module identifiers as well as
allowing inter-chassis communication.

A switch reboot is required for a newly configured chassisidentifier to take effect.

For information about configuring the Chassis ID, see “ Configuring the Chassis I dentifier” on page 13-19.

Virtual Chassis Group Identifier

Each switch also requires avirtual chassis group identifier to identify the switch as belonging to that
specific virtual chassistopology.

When determining the chassis group ID the last byte of the Master chassis MAC addressis used. For
example, if the Master's MAC address is Xx:Xx:XX:xx:xx:7e, the chassis group will be 126 (the decimal
equivalent to hexadecimal 7€).

The same group identifier must be assigned to each switch in the virtual chassis topology. Switches
belonging to other virtual chassis groups must use a different group identifier.

If two or more switches within the same virtual chassis group do not have the same group identifier
configured, the chassis role will be reported as Inconsistent and the chassis status will be Mismatch-
Chassis-Group. The front-panel user ports will not be brought to an operational state. The
configuration should be corrected by accessing the switch directly vialocal EMP port.

If two or more separate virtual chassis groups use the same group identifier, this inconsistency is not
detected or corrected by the virtual chassis functionality. It is up to the administrator to ensure that
each domain uses a unique group identifier. This configuration may cause problems for the RCD
(Remote Chassis Detection) protocol used to detect virtual chassis topology splits as well as other
unpredictable issues.

When communicating between V Cs the Master chassis MAC address is used.

For information about configuring the chassis group identifier, see “Configuring the Virtual Chassis
Group Identifier” on page 13-20.

Virtual Fabric Link (VFL)

Individual protocols such as SFlow, ERP, UDLD and LLDP are not supported on VFLs and must not
be configured on ports belonging to aVVFL. This situation may occur if a previous configuration, such
as MC-LAG, isconverted to a Virtual Chassis configuration. It is highly recommended to review the

configuration carefully and make the necessary changes particularly when converting from MC-LAG
toVC.

An operational VFL isabasic requirement to support afully functional virtual chassis.
The Link Aggregation Control Protocol (LACP) is used to mange and monitor the state of the VFL.

Explicitly configuring the VFL and the physical port membersis required. It's recommended to
configure the VFL during network maintenance time or when the virtual chassisisfirst configured.
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Changing the VFL configuration at runtime is supported but should be performed with caution as an
incorrect VFL configuration can cause undesirable disruption to traffic flows.

It is recommended to configure the VFL at the same time as the chassis identifier. This ensures that the
switch reboots with the correct VFL configuration.

For increased resiliency, there should be a minimum of two member ports and they should be
distributed across different port groups and NI modules.

Only physical ports operating at 10-Gbps (not including 10GBaseT), 40-Gbps, or 100-Gbps can be
members of a VFL. Additionally, 10-Gbps and 40-Gbps links cannot be mixed in the same VFL. Any
type of 10Ghbps or 40-Gbps transceiver or direct-attached cable can be used for creating the VFL.
10GBase-T ports cannot be members of aVFL.

The member ports configured as part of the VFL are bundled to form asingle logical link. All the
member ports must operate at the same speed.

To help avoid a split chassis scenario the last active VFL member port cannot be deleted or disabled.
Additionally, the last NI module hosting the last active member port cannot be administratively
powered down or reloaded.

The VFL automatically becomes a member of al VLANSs configured on the switch.

VFL member ports can only be configured on interfaces that are fixed ports, network ports or PFC
enabled ports. For instance, interfaces configured as Q-tag ports or ERP ports cannot be configured as
VFL member ports.

The hello interval parameter must match between switches. The hello protocol runs across the VFL
between the switches.

Some user-data traffic loss may be seen on VFL link when sending at wire rate. Since all packets that
traverse the VFL have an additional 16 byte header prepended to the packet this reduces the effective
bandwidth of agiven VFL port.

For more information on Virtual Fabric Link, see “Creating the Virtual Fabric Link (VFL)” on
page 13-20.

Control VLAN

The control VLAN isareserved VLAN used for transporting control packets among the switches
comprising the virtual chassis.

Runtime configuration changes to the control VLAN will only take effect after the next reboot of the
switch.

The control VLAN must be the same between the switches comprising the virtual chassis.

For more information on the Control VLAN, see “Configuring the Control VLAN" on page 13-21

Configuring the Chassis Identifier

To configure the Virtual Chassis feature, a unique chassis identifier must first be assigned to each of the
switches that will form the Virtual Chassis group. Assigning the chassis identifier also enables the
configuration of the additional virtual chassis parameters for the switch.

The virtual-chassis configur ed-chassis-id command is used to configure a unique chassis identifier for a
switch within the virtual chassis group. For example:
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-> virtual-chassis configured-chassis-id 1

By default, the chassis identifier is set to “0”. Thisindicates the switch is running in standal one mode,
which means that no virtual chassis functionality is available.

Duplicate Chassis Identifier

In the event two switches have the same operational chassis identifier value, one of them will be reported
as Inconsistent role (instead of Master or Slave) and Duplicate-Chassis status. Thiswill cause the
operational chassisidentifier of one of the switches to be automatically renumbered to fall into the range
(101-102). Thisrange is reserved to represent switches whose chassis identifier is duplicate. All
management interface commands must use this new operational chassis identifier to affect any
configuration. The duplicate chassis identifier must be corrected by re-configuring the switch locally via
EMP port access.

Configuring the Virtual Chassis Group Identifier

A virtual chassis group identifier must be assigned to each of the switches that will form the Virtual
Chassis group. Each of these switches must use the same group identifier, which identifies the switch as
belonging to that virtual chassis group.

The virtual-chassis chassis-group command is used to configure the same group identifier for each
switch within the virtual chassis group. For example:

-> virtual-chassis chassis-group 1

By default, the virtual chassis group identifier isset to “0". In a network environment where more than
one virtual chassis group may exist, configure each virtual chassis group with its own unique group
identifier. Duplicate group identifiers are not supported.

Creating the Virtual Fabric Link (VFL)

The VFL is an aggregate of high-speed ports used for inter-chassis user traffic and control data. For a
virtual chassis group to become operational, a VFL must be configured and brought to an operational
State.

To configureaVFL and its member ports, use the virtual-chassis vf-link create and virtual-chassis vf-
link member -port commands. For example:

-> virtual-chassis vf-link 0 create
-> virtual-chassis vf-link 0 member-port 1/1
-> virtual-chassis vf-link 0 member-port 1/24

Configuring the Hello Interval

Hello packets are used for establishing and maintaining the neighbor relationship between virtual chassis
switches and ensures that communication between switches is bidirectional. Hello packets are sent
periodically out VFL interfaces. Bidirectional communication is indicated when the switch sees itself
listed in the neighbor's hello packet. The hello interval value determines how often these packets are sent.

It is recommended that the same hello interval be used for all switches that will participate on the same
virtual chassis topology. Failure to adhere to this recommendation will lead the switches whose values
depart from the master chassis' settings to assume the Inconsistent role and Misconfigured-Hello-Interval
status.
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To configure the hello interval between the multi-chassis peers, use the virtual-chassis hello-interval
command as shown below:

-> virtual-chassis hello-interval 10

Configuring the Control VLAN

Under normal circumstances, it is not necessary to change the control VLAN.

However, it isimportant to note that the VLAN configured as the Control VLAN is reserved specifically
for transferring virtual chassis control information purposes and it can no longer be used for normal data
traffic.

If necessary, use the virtual-chassis configur ed-contr ol-vlan command to modify the Control VLAN.
For example:

-> virtual-chassis configured-control-vlan 4093

Configuring EMP IP Addresses

In order to access the virtual chassis through the EMP | P addresses the port's | P address and network mask
can be configured. There are multiple |P addresses to consider when configuring the EMP |P addressesin
avirtual chassis environment.

¢ The Virtual Chassis EMP IP address represents the address of the entire virtual chassis (EMP-VC).
This address is automatically assigned to the primary CMM of the Master chassis and can be used for
remote access to the entire Virtual Chassis.

e The Chassis EMP IP address is assigned to each switch comprising the virtual chassis (i.e. EMP-
CHASL or EMP-CHAS?). This address can be used for remote access to each switch comprising the
virtual chassis. This addressis automatically assigned to the primary CMM of the local chassis.

e All the EMP IP addresses and CMM’s | P addresses must be in the same subnet.
e Each of the IP addresses must be unique.

¢ |tisrecommended to have both the EMP-VC |P address and the Chassis EMP | P address configured.

Configuring the Chassis EMP IP Address - Standalone Mode

Use the ip interface command to modify the Chassis EMP IP address as shown below. These commands
would be issued prior to the execution of the convert configuration command.

Chassisl-> ip interface local emp address 10.255.100.1 mask 255.255.255.0
Chassis2-> ip interface local emp address 10.255.100.2 mask 255.255.255.0

Configuring the Chassis EMP IP Address - Virtual Chassis Mode

Use the ip interface command to modify the Chassis EMP | P address as shown below. These commands
would be issued after the virtual chassisis operational:

-> ip interface local chassis-id 1 emp address 10.255.100.1 mask 255.255.255.0
-> ip interface local chassis-id 2 emp address 10.255.100.2 mask 255.255.255.0
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Configuring the Virtual Chassis EMP IP Address - Virtual Chassis Mode

Use theip interface command to modify the Virtual Chassis EMP | P address as shown below. These

commands would be issued after the virtual chassisis operational:

-> ip interface master emp address 10.255.100.100 mask 255.255.255.0

EMP-VC
10.255.100.100

[

EMP-CHASL EMP-CHAS2
10.255.100.1 10.255.100.2

[——

Figure 13-7 : Configuring the Virtual ChassisEMP | P Address

Additional EMP IP Addresses

The Primary or Secondary’s CMM’ s | P address, stored in NVRAM can aso be configured. These
addresses can be used to access a specific CMM but are not required for remote access. On a chassis-based
switch the I P addresses are named as follows and are associated to each CMM on each chassis.

EMP-CMMA-CHAS1
EMP-CMMB-CHASL1
EMP-CMMA-CHAS2
EMP-CMMB-CHAS2

A direct connection to the associated CMM’ s console port is required before attempting to change IP
address information using the modify boot parameters command as shown in the example below:

-> modify boot parameters

Boot
Boot
Boot
Boot

Hot-Swapping / Removing VC Elements

>

>
>
>

boot empipaddr 255.255.100.50
boot empmasklength 16

commit system

commit

Elements of aV C are hot-swappable. They can also be removed from, or added to, aV C without

disrupting other elementsin the V C. Observe the following important guidelines:

e Hot-swapping an element of aVC is only supported when replaced with the same model element (i.e.
an 0S6900-X 20 must be replaced with an OS6900-X 20).

¢ Replacing an element with a different model element requires aVC reboot.
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Controlled Shutdown of a Virtual Chassis Participant Switch

The virtual-chassis shutdown command alows a switch to be brought to an isolated state where all user
ports and virtual-fabric link member ports are brought down. This allows for the graceful removal of the
switch from the active virtual chassis topology.
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Virtual Chassis Configuration Example

This section provides an example of virtual chassis configuration in a network.

Master - Chassid-id 1 Slave - Chassid-id 2

Figure 13-8 : VC Example

Virtual Chassis Configuration

Chassis 1-> virtual-chassis configured-chassis-id 1

Chassis_1-> virtual-chassis vf-link 0 create

Chassis_1-> virtual-chassis vf-link 0 member-port 1/24-25

Chassis 1-> ip interface local emp address 10.255.100.1 mask 255.255.255.0
Chassis 1-> write memory

Chassis 1-> convert-configuration to vc dir

Chassis 2-> virtual-chassis configured-chassis-id 2

Chassis 2-> virtual-chassis vf-link 0 create

Chassis 2-> virtual-chassis vf-link 0 member-port 1/24-25

Chassis 1-> ip interface local emp address 10.255.100.2 mask 255.255.255.0
Chassis 2-> write memory

Chassis 2-> convert-configuration to vc dir

Chassis_1-> reload from vc_dir no rollback-timeout
Chassis 2-> reload from vc_dir no rollback-timeout

Virtual Chassis EMP IP Address Configuration

Once the virtual chassis group is operational, the rest of the configuration is carried out on the Master
Chassis. The step below iscritical because it defines an | P address that will be used to manage the entire
virtua chassis.

VC Core-> ip interface master emp address 10.255.100.100 mask 255.255.255.0

VLAN Configuration

Now that the virtual chassis group is operational, the rest of the configuration is carried out on the Master
chassis.

VC_Core-> vlan 100
VC_Core-> vlan 200
VC Core-> ip interface vlan-100 address 100.100.100.1/24 vlan 100
VC Core-> ip interface vlan-200 address 200.200.200.1/24 vlan 200
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Link Aggregation Configuration

VC Core-> linkagg lacp agg 1 size 4 admin-state enable
VC Core-> linkagg lacp agg 1 actor admin-key 1

VC Core-> linkagg lacp port 1/1/10 actor admin-key
VC_ Core-> linkagg lacp port 1/1/11 actor admin-key
VC_Core-> linkagg lacp port 2/1/10 actor admin-key
VC_Core-> linkagg lacp port 2/1/11 actor admin-key
VC Core-> vlan 100 members linkagg 1 untagged

VC Core-> vlan 200 members linkagg 1 tagged

B R R R

Verify VC Configuration

VC_Core-> show virtual-chassis topology
VC_Core-> show virtual-chassis consistency
VC Core-> show virtual-chassis vf-link member-port

SW1 Configuration

SW1l-> linkagg lacp agg 1 size 4 admin-state enable
SW1l-> linkagg lacp agg 1 actor admin-key 1

SW1l-> linkagg lacp port 1/1-4 actor admin-key 1
SW1l-> vlan 100 members linkagg 1 untagged

SW1l-> vlan 200 members linkagg 1 tagged
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VFL=0
1/1/40
1/1/9

VFL=4

1/
1/

1/11
1/27

Virtual Chassis Mesh VFL Configuration Example

VFL=2
5/1/11

VFL=3

VFL=
6/1/8

VFL=3
6/1/13

VFL=0

6/1/3
6/2/1

VFL=4
6/1/16

5/1/13 Lo

Figure 13-9 : Virtual ChassisMesh

Virtual Chassis of 6 VFL Configuration Example

Chassis_1->
Chassis_1->
Chassis_1->
Chassis 1->
Chassis 1->
Chassis 1->
Chassis_1->
Chassis_1->
Chassis_1->
Chassis 1->
Chassis 1->
Chassis 1->
Chassis_1->
Chassis_1->

Chassis 2->
Chassis 2->
Chassis 2->

virtual-chassis
virtual-chassis
virtual-chassis
virtual-chassis
virtual-chassis
virtual-chassis
virtual-chassis
virtual-chassis
virtual-chassis
virtual-chassis
virtual-chassis

ip interface local emp address 10.255.

write memory

configured-chassis-id 1

vi-link
vi-link
vi-link
vi-link
vi-link
vE-link
vi-link
vi-link
vE-link
vi-link

0

B W WwNDNERE PO

4

create
member-port
create
member-port
create
member-port
create
member-port
create
member-port

convert-configuration to vc_dir

virtual-chassis configured-chassis-id

virtual-chassis vf-link 0 create
virtual-chassis vf-link 0 member-port

1/40, 1/9
2/2
1/3
1/8

1/11, 1/27

VFL=4
5/1/17

100.1 mask 255.255.255.0

1/7, 1/20
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Chassis_2->
Chassis 2->
Chassis 2->
Chassis 2->
Chassis_2->
Chassis_2->
Chassis_2->
Chassis 2->
Chassis 2->
Chassis 2->
Chassis_2->

Chassis_3->
Chassis 3->
Chassis 3->
Chassis 3->
Chassis_3->
Chassis_3->
Chassis_3->
Chassis 3->
Chassis 3->
Chassis 3->
Chassis_3->
Chassis_3->
Chassis_3->
Chassis 3->

Chassis 4->
Chassis_4->
Chassis_4->
Chassis_4->
Chassis 4->
Chassis 4->
Chassis 4->
Chassis_4->
Chassis_4->
Chassis 4->
Chassis 4->
Chassis 4->
Chassis 4->
Chassis_4->

Chassis 5->
Chassis 5->
Chassis 5->
Chassis 5->
Chassis_5->
Chassis_5->
Chassis 5->
Chassis 5->
Chassis 5->
Chassis 5->
Chassis 5->
Chassis_5->
Chassis 5->
Chassis 5->

Chassis 6->
Chassis 6->

virtual-chassis
virtual-chassis
virtual-chassis
virtual-chassis
virtual-chassis
virtual-chassis
virtual-chassis
virtual-chassis

ip interface local emp address 10.255.

write memory

vi-link
vE-link
vi-link
vi-link
vEi-link
vi-link
vi-link
vE-link

B W W NN R

4

create
member-port
create
member-port
create
member-port
create
member-port

convert-configuration to vc_dir

virtual-chassis
virtual-chassis
virtual-chassis
virtual-chassis
virtual-chassis
virtual-chassis
virtual-chassis
virtual-chassis
virtual-chassis
virtual-chassis
virtual-chassis

ip interface local emp address 10.255.

write memory

configured-chassis-id

vi-link
vE-link
vi-link
vE-link
vE-link
vi-link
vE-link
vE-link
vi-link
vEi-link

0

B W wNDNDRE P o

4

create
member-port
create
member-port
create
member-port
create
member-port
create
member-port

convert-configuration to vec_dir

virtual-chassis
virtual-chassis
virtual-chassis
virtual-chassis
virtual-chassis
virtual-chassis
virtual-chassis
virtual-chassis
virtual-chassis
virtual-chassis
virtual-chassis

ip interface local emp address 10.255.

write memory

configured-chassis-id

vE-link
vEi-link
vi-link
vi-link
vE-link
vi-link
vE-link
vE-link
vi-1link
vi-link

0

B W W NN BRE PO

4

create
member-port
create
member-port
create
member-port
create
member-port
create
member-port

convert-configuration to vc_dir

virtual-chassis
virtual-chassis
virtual-chassis
virtual-chassis
virtual-chassis
virtual-chassis
virtual-chassis
virtual-chassis
virtual-chassis
virtual-chassis
virtual-chassis

ip interface local emp address 10.255.

write memory

configured-chassis-id

vE-link
vE-link
vi-link
vE-link
vE-link
vi-link
vi-link
vi-link
vi-link
vi-link

0

B W wNDNDRE PO

4

create
member-port
create
member-port
create
member-port
create
member-port
create
member-port

convert-configuration to vc_dir

2/2
1/3
1/6

1/9

100.2 mask 255.255.255.0

2/2
2/1
1/3
1/7

1/11

100.3 mask 255.255.255.0

2/3
2/4
2/5
2/7

2/8

100.4 mask 255.255.255.0

1/3
1/7
1/11
1/13

1/17

100.5 mask 255.255.255.0

virtual-chassis configured-chassis-id 6
virtual-chassis vf-link 0 create
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Chassis 6->
Chassis 6->
Chassis 6->
Chassis 6->
Chassis_6->
Chassis 6->
Chassis 6->
Chassis 6->
Chassis 6->
Chassis 6->
Chassis_6->
Chassis_6->

virtual-chassis
virtual-chassis
virtual-chassis
virtual-chassis
virtual-chassis
virtual-chassis
virtual-chassis
virtual-chassis
virtual-chassis

ip interface local emp address 10.255.

write memory

vi-link
vE-link
vi-link
vi-link
vEi-link
vi-link
vi-link
vE-link
vE-link

B W WwNDNERE PO

4

member-port
create
member-port
create
member-port
create
member-port
create
member-port

convert-configuration to vc_dir

1/3, 2/1
1/8
1/11

1/13

1/16
100.6 mask 255.255.255.0
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Automatically Setting up a Virtual Chassis

Automatic Virtual Chassis can be used to ease the required manual configuration for aVVC. The automatic
V C feature will allow a brand new chassis shipped from the factory or a chassis with no configuration to
be setup as a VC without user configuration.

There are two main components with the automatic Virtual Chassis feature:

e Automatic configuration of VFL IDs and ports

e Automatic chassis ID assignment

Benefits of automatic Virtual Chassis.

e Existing switches configured in standalone mode will be unchanged and remain in standal one mode.
e EXxisting switches configured as part of aVVC will be unchanged and remain as part of an existing VC.

¢ Newly shipped switches or switches with no configuration will default to automatic VC mode and the
automatic V C feature will run.

Automatic Virtual Chassis Concepts and Components

Automatic VC can be used to ease a V C setup. The automatic V C feature will allow a brand new chassis

shipped from the factory or a chassis without a configuration to be setup as part of aV C without user
configuration.

VFL Mode—A chassis can operate in either automatic VFL mode or static VFL mode but not both at the
same time. Static VFL mode is what has been supported in previous releases where the VFL is configured
by explicitly creating VFL 1Ds and specifying its member ports. In automatic VFL mode the user specifies
ports that are designated as automatic VFL ports, or uses the default set of automatic VFL ports, and the
software will automatically assign VFL IDs.

Automatic VFL port—A port that is eligible to participate in the automatic VFL process.

Automatic Chassis | D Assignment—Automatic chassis ID assignment is used to automatically configure
achassisID.

VFL Mode

A VC can operate in either automatic or static VFL mode. In static VFL mode VFLs are configured by
explicitly creating VFL IDs and specifying member ports. In automatic VFL mode ports only have to be
designated as automatic VFL ports and the system will automatically assign VFL IDs, chassis IDs, and
aggregate the VFL member portsif possible.

The virtual-chassis vf-link-mode command is used to modify the VFL mode. It isaglobal configuration
that appliesto all chassisinthe VC.

¢ |f the chassis boots without vesetup.cfg file, by default the chassisisin automatic VFL mode.

e |f the vcsetup.cfg file exists but the VFL mode configuration virtual-chassis vf-link-mode {static |
auto} is not in the vesetup.cfg file, the chassis boots up in static VFL mode. This scenario would apply

to achassisthat is being upgraded from a previous release that doesn’t support automatic VFL.
release).

e Chassis must have the sasme VFL modeto formaVC.
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e An“out-of-the-box” chassis or a chassis with no configuration file will default to automatic VFL
mode. For this chassis to automatically join an existing VC, the existing VC must bein VFL automatic
VFL mode. If the existing VC is not in automatic VFL mode it can be converted to automatic mode or
the new chassis can be changed to static mode in order to join the existing VC.

¢ The VFL mode of aVC can be changed at runtime without areboot. Thisis global configuration
change and appliesto al the chassisin the VC.

Automatic VFL

Automatic VFL detection process will run to automatically configure the VFL portson aVC. The process
isonly run on portsthat are eligible to be an automatic VFL port. Automatic VFL has the following
guidelines:

e Automatic VFL ports must be a 10Gbps or 40Gbps port.

e Automatically detects whether an automatic VFL port should become aVFL member port.

e Dynamicaly assignsaVFL ID to an automatic VFL port which becomesaVVFL member port.
e Aggregates multiple VFL member ports that are connected to the same remote chassis.

e Usesadefault set of ports that are eligible to be automatic VFL ports. See “Virtual Chassis Default
Values’ on page 13-3.

The automatic VFL processis run under the following conditions:
e Chassis boots without a vesetup.cfg or veboot.cfg file. Since there is no configuration, the default set
of portswill be used to run the automatic VFL process.

— If the speed of the transceiver in the set of the default portsis not 10G or 40G that port cannot
become a VFL member port.

— If the mediatype of the port in the set of default portsis copper, that port cannot become a VFL
member port.

— Oncethe automatic VFL discover period ends, any ports that have not been configured as VFL
member ports will become regular front panel ports.

¢ The chassis boots with avcsetup.cfg file. Then the automatic VFL processis run only on those ports
explicitly configured as auto VFL ports.
Configuring Automatic VFL Ports
To configure a port to become an automatic VFL port use the virtual-chassis auto-vf-link-port
command. This allows a port to participate in the automatic VFL process.
Converting the VFL Mode

The VFL mode of aV C can be changed at runtime using the virtual-chassis vf-link-mode command.
Thisisaglobal configuration change that appliesto all chassisin the VC. This change does not require a
reboot.

Converting Static to Automatic

After issuing the virtual-chassis vf-link-mode auto command the VFL mode is converted from static to
automatic. All existing VFLs will be converted to automatic VFL ports regardless of whether the links are
active or not.
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Automatically Setting up a Virtual Chassis

For example, below is the current configuration with VFL mode as static:

virtual-chassis
virtual-chassis
virtual-chassis
virtual-chassis
virtual-chassis
virtual-chassis
virtual-chassis
virtual-chassis
on this port)

chassigs-id 1

vi-link-mode static

chassis-id 1 vf-1link 0 create
chassis-id 1 vf-1link 0 member-port
chassis-id 1 vf-link 0 member-port
chassis-id 1 vf-1link 1 create
chassis-id 1 vf-link 1 member-port
chassis-id 1 vf-1link 1 member-port

configured-chassis-id 1

1/1/21
1/1/22

1/1/23
1/1/24

(assume link is down

After issuing the virtual-chassis vf-link-mode auto command the VFL mode is converted from static to
automatic. All the existing VFLs are converted to automatic VFL ports regardless of whether the links are

active or not.

For example, below isthe new configuration after the mode is converted to automatic:

virtual-chassis
virtual-chassis
virtual-chassis
virtual-chassis
virtual-chassis
virtual-chassis

chassis-id 1 configured-chassis-id 1

vi-link-mode auto
auto-vf-link-port
auto-vf-link-port
auto-vf-link-port
auto-vfi-link-port

Please note the following:

1/1/21
1/1/22
1/1/23
1/1/24

— Although port 1/1/24 is down, that port is still converted to an automatic VFL port.

— Although it is not shown in the new configuration ports 1/1/21 and 1/1/22 are still member ports of
VFL 0 and ports 1/1/23 and 1/1/24 are still member ports of VFL 1 (aslong as thereis no topology

change).

— Usethewrite memory command to save the new configuration.

Converting Automatic to Static

After issuing the virtual-chassis vf-link-mode static command the VFL mode is converted from
automatic to static. All existing VFLs will be converted to static VFL portsif they are active at the time of

conversion.

Please note the following assumptions:

e Ports 1/1/21 and 1/1/22 have become VFL portsand belongto VFL ID 1

e Ports 1/1/23 and 1/1/24 have become VFL ports and belong to VFL ID 0

e Ports 1/1/25 has not become a VFL port yet (i.e. link is down)

For example, below is the current configuration with VFL mode as auto:

virtual-chassis
virtual-chassis
virtual-chassis
virtual-chassis
virtual-chassis
virtual-chassis
virtual-chassis
link is down)

chassis-id 1 configured-chassis-id 1

vi-link-mode auto
auto-vi-link-port
auto-vf-link-port
auto-vf-link-port
auto-vf-link-port
auto-vf-link-port

1/1/21
1/1/22
1/1/23
1/1/24
1/1/25

(this port has not become VFL,

i.e.
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After issuing the virtual-chassis vf-link-mode static command the VFL mode is converted from auto to
static. All auto VFL ports that have become VFL member ports are converted to static VFL with their
current VFL IDs.

For example, below is the new configuration after the mode is converted to static:

virtual-chassis chassis-id 1 configured-chassis-id 1
virtual-chassis vf-link-mode static

virtual-chassis chassis-id 1 vf-1link 0 create
virtual-chassis chassis-id 1 vf-link 0 member-port 1/1/23
virtual-chassis chassis-id 1 vf-link 0 member-port 1/1/24
virtual-chassis chassis-id 1 vf-link 1 create
virtual-chassis chassis-id 1 vf-link 1 member-port 1/1/21
virtual-chassis chassis-id 1 vf-link 1 member-port 1/1/22

Please note the following:

e Thereisno entry for port 1/1/25 in the new configuration because at the time of the conversion,
port 1/1/25 was not part of a VFL and there is no way to know which VFL ID this port belongs to.

e Usethewrite memory command to save the new configuration.

Automatic Chassis ID Assignment

As part of the automatic V C feature, each chassis will aso automatically be assigned a chassisID.
Automatic chassis I D assignment happens when a chassis boots up without vesetup.cfg. Thisisthe case
for anew 'out-of-the-box' chassis. On its first bootup, a vesetup.cfg file will be created and a chassis ID
will be assigned and stored in the newly created vcsetup.cfg file. On subsequent reboots, this chassis will
use the chassis I D that was configured in vesetup.cfg. Aslong as the vesetup.cfg file exists, automatic
chassis ID assignment will not be attempted.

When an out-of-the-box chassis boots up, it will have temporary chassis ID of 1 and a specia flag
indicating that this chassis needs achassis ID assigned. After VC discovery process is completed, master
election process will take place and a master chassis will be elected based on the master election
parameters (chassis priority, uptime, chassis-id, and chassis MAC address).

Master will assign each chassisin the VC (including itself) a unique chassis ID based on the chassis ID
assignment algorithm. Each chassis will store its newly assigned chassis ID by writing it in vcsetup.cfg
file, so this chassisid can be used in subsequent reboots. After receiving its newly assigned chassisid,
each dave chassis will reboot for the new chassisid to take effect. Master will not reboot.

For Master election, chassis with configured chassisid will always win over chassis with temporary
chassisid (has no vcsetup.cfg).
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Automatic Virtual Chassis Scenarios

Boot up with no vcsetup.cfg file
1 Since the chassis has no configuration it will begin the automatic VFL process by default.

2 Thechassiswill create a new vesetup.cfg file and temporarily use chassis ID 1 while running the
discovery protocol on the default set of automatic VFL ports.

3 The chassiswill communicate with its peers that are also running the VFL protocol to determine which
ports will become VFL member ports and what the VFL IDswill be. Multiple ports connected to the same
peer chassis will be aggregated and assigned the same VFL ID. Ports connected to different chassis will be
assigned different VFL IDs.

4 Oncethe VFLs are configured a Master chassis will be elected using the Master chassis election
criteria.

5 OnceaMaster chassisisidentified the Slave chassis will be assigned unique chassis IDs using the
automatic chassis ID assignment procedure.

6 Thechassis|D, automatic VFL mode, and automatic VFL port information will be written to the
vesetup.cfg file. For the default set of automatic VFL ports that did not become VFL member ports, no
configuration information will be saved and those ports will no longer be automatic VFL ports.

7 All Slave chassis will be rebooted and rejoin the VC.

Bootup with vcsetup.cfg file and automatic VFL Mode Enabled

1 Sincethe chassis has a configuration and automatic VFL is enabled it will begin the automatic VFL
process.

2 Thechassiswill use the configured chassis ID while running the discovery protocol on the configured
set of automatic VFL ports.

3 Thechassiswill communicate with its peers that are also running the VFL protocol to determine which
ports will become VFL member ports and what the VFL IDswill be. Multiple ports connected to the same
peer chassiswill be aggregated and assigned the same VFL ID. Ports connected to different chassis will be
assigned different VFL IDs.

4 Oncethe VFLsare configured a Master chassis will be elected using the Master chassis election
criteriaand the VC will become active.

Runtime Automatic VFL Configuration
1 Thechassis will begin the automatic VFL process on the newly configured automatic VFL ports.

2 Thechassiswill communicate with its peers that are also running the VFL protocol to determine which
ports will become VFL member ports and what the VFL IDswill be. Multiple ports connected to the same
peer chassiswill be aggregated and assigned the same VFL ID. Ports connected to different chassiswill be
assigned different VFL IDs.
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Automatic Virtual Chassis Flow

This following provides a genera flow of the Automatic VC setup.

Power Up

v Auto VC-Mode' Write:
p | - Auto-VFL — - vesetup.cfg
- Auto Chassis ID - vcboot.cfg (size=0)

Factory
Default?

| Config Applied )

N J

Continue to
RCL and
Auto Fabric 23

Figure 13-10: Automatic VC Flow
1. See” Automatically Setting up aVirtual Chassis’ on page 13-29 for detailed information.

2. See Chapter 14, “Managing Automatic Remote Configuration Download” for additional information on
Automatic Remote Configuration Download.

3. See Chapter 15, “Configuring Automatic Fabric” for additional information on Automatic Fabric.
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Virtual Chassis with Auto-VFL and Remote VC

2

The following example describes how to configure a VC using OS6860s with dedicated VFL ports along
with configuring SFP+ ports to be auto-VFL ports. The dedicated VFL ports are always auto-VFL ports,
only the SFP+ 10G ports need to be configured as auto-VFL ports. There is no need to configure Chassis-
IDsor VFL links, they will be automatically configured.

Configured Auto-VFL Port 1 Configured Auto-VFL Port
1/1/25 1/1/26
» SEEEEESEEE |
Configured Auto-VFL Port Configured Auto-VFL Port
1/1/25 1/1/26
, sz zEs=azss | - szs==szzzz==z | 3
Dedicated VFL Port Dedicated VFL Port
Dedicated VFL Port Dedicated VFL Port

Dedicated VFL Port Dedicated VFL Port

Dedicated VFL Port Dedicated VFL Port

6
Figure 13-11: Virtual Chassis- Auto-VFL Configuration

Virtual Chassis with Dedicated Auto-VFL and Configured Auto-VFL Ports

Chassis 1-> virtual-chassis vf-link-mode auto
Chassis_1-> virtual-chassis auto-vf-link-port 1/1/25
Chassis_1-> virtual-chassis auto-vf-link-port 1/1/26

Chassis 2-> virtual-chassis vf-link-mode auto
Chassis_2-> virtual-chassis auto-vf-link-port 1/1/25

Chassis 3-> virtual-chassis vf-link-mode auto
Chassis 3-> virtual-chassis auto-vf-link-port 1/1/26

Chassis 4-> virtual-chassis vf-link-mode auto
Chassis_5-> virtual-chassis vf-link-mode auto

Chassis 6-> virtual-chassis vf-link-mode auto
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Virtual Chassis Split Protection (VCSP)

In the case of aVC split dueto aVFL link failure or the failure of one of the VC elements, both of the
resulting VCs could end up having the same system MAC and | P addresses. Since thereis no
communication between these individua V Cs due to the VFL link failure they end up communicating
with the rest of the network devices using the same MAC and I P addresses. This split scenariois
disruptive to the network as the conflicting MAC and | P addresses can lead to layer 2 loops and L 3 traffic
disruption.

V CSP provides the following benefits:

Avoid network disruptions by preventing duplicate MAC and | P addresses on the network when MAC
retention is enabled and a VvV C split occurs.

The sub-VC that forms out of the split is able to detect that a split has occurred.

Once the VC split condition has been determined, the sub-V C will put its front-panel portsinto an
operationally down state preventing traffic forwarding and avoiding loops and possible traffic
disruption. The VCSP link aggregate ports will remain up.

A trap can be sent by the active-V C indicating the split state. The trap indicates that the split has
occurred and which elements are in the operationally down sub-VC.

A mechanism is avail able to recover the non-operational sub-VC.

A method of detecting aVC split in aremote V C topology where the VC may consist of elements
located in different physical locations such as a remote site, or multiple floors of abuilding.

VCSP Key Components and Terms

VCSP PDU—A proprietary packet forwarded between VC elements to help determine that state of the
VC.

VCSP Helper—A neighboring OmniSwitch, not an element of the VC, responsible for forwarding
VCSP PDUs between the VC elements. The VCSP feature and the VCSP Hel per functionality cannot
be enabled on the same switch. The VCSP helper and the VC cannot have the same Group ID.

VCSP Link Aggregate—A dedicated link aggregate configured between all elementsof aVC and a
helper switch to be used for forwarding VCSP PDUs.

Active-VC—AnN element, or multiple elements, that results when aVV C split occurs. The active-VC
will keep its front panel ports enabled and continue to forward traffic on the network.

Sub-VC—An element, or multiple elements, that results when a VC split occurs. The sub-VC will
disable its front panel portsto prevent traffic disruption caused by duplicate MAC/IP addresses with
the active VC.

Protection State—A state an element will transition to after determining aVVC split has occurred. Its
ports will be operationally disabled to prevent duplicate MAC and | P addresses and network
disruption.

Guard Timer—A configurable timer determining how long a unit will wait before beginning to send
VCSP PDUs after aVC recovery.
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Basic Operation

When VCSP is enabled, a proprietary protocol runs on a configured link aggregate to carry the VC
information necessary for VC split detection. Each of the VC elements share a link aggregate with an
Omni Switch that can act as a helper to assist in the VC split detection.

The lowest member port of the link aggregate hosted on the master element is responsible for sending the
VCSP PDUs on the member link. When the packet arrives on the remote helper device then the helper
device will forward the packet out on al member ports of the link aggregate so that the packet reaches the
remote VC elements.

Use the virtual-chassis split-protection admin-state and virtual-chassis split-protection linkagg
commands to enable VCSP and create the VCSP link aggregate on the VC.

Use the the virtual-chassis split-protection helper admin-state and virtual-chassis split-protection
helper linkagg commands to enable the VCSP helper and create the VCSP helper link aggregate on the
helper switch.

Protection States

Under normal VC circumstances the VCSP PDUs are sent once every 3 seconds. When the VC detects a
scenario which leads to a change in its size the protocol sends the VCSP PDUs at arate of 1 per 50
milliseconds for 3 to 10 seconds. This helpsto quickly identify aVC split.

On reception of aVV CSP frame, the receiving elements match the master of their current VC against the
MAC address of the VCSP sender. If there is a mismatch between the two, then that indicates the presence
of an active VC in the network which is disconnected from the current VC. In this condition the VC
element will monitor 3-5 such consecutive frames, after which it will transition to the protection state.

When an element transitions to the protection state, the following occurs:
e Each of the VC elements will independently transition into the protection state.

¢ |n the protection state each of the VC elements will disable all the user ports except the ones belonging
to the VCSP protection link aggregate.

e TheVC element will store the protection state transition information in a non-volatile location. This
information will be used whenever an element in the protection state re-boots and needs to check its
current operationa state.

e Aneement in the protection state will send aVCSP PDU back on the link aggregate carrying the
VCSP state as PROTECTION. Thisisthe only frame that is sent by the protection sub-VC. The
purpose of this message is to inform the active-V C to generate an SNMP trap regarding the VC split
state of the VC element.

VC Split Recovery

Once a sub-VC goes into the protection state then all the front panel ports are put into an operationally
down state. There are two ways to recover the VC, manually or automatically.

Manual Recovery

If the guard timer is O, automatic recovery is disabled and the sub-V C staysin protection mode until the
unit is reloaded by the administrator. After the re-boot the administrator has to manually recover the
switch by first disabling VCSP and then re-enabling VCSP. This clears the protection state variables
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stored on the switch. Use the virtual-chassis split-protection guard-timer and the virtual-chassis split-
protection admin-state commands to configure the guard timer and enable/disable V CSP.

Automatic Recovery

If the VFL link recovers and the sub-V C reconnects to the active V C the sub-V C will automatically
reboot. The protection units will come up in the protection state; however they will now be part of the
active VC but their front panel ports will still be disabled. The master of the combined VC will detect that
there are new elementsin the protection state. The master will wait for 60 seconds then bring one element
at atime from the protection state until al elements are active.

Once complete, the master will generate atrap indicating the VC has been recovered.

@ Normal Opera-
tion

Cassispmmsnisesnst o o o)

@ VC Split

Active-VC

Sub-vVC

1. VC split detected, sub-VC transitions to PROTECTION state.

2. Sub-VC front panel ports shutdown to avoid duplicate addresses on network
3. PROTECTION PDUs sent by sub-VC to active-VC over helper linkagg.

4. Active-VC sendstrap indicating VC split.

[—:::

@ Recovery

|
E
[_:::u.m.m.um. = [;::::'“:“u.mum
|

1. VFL link recovers, new elements detected by Master.

2. Manual Recovery - Administrator disables/enables VCSP to clear PROTECTION state.

3. Automatic Recovery - After guard-timer expiration, Master will bring up elements one at atime.
4. Once VCisfunctioning, Master will send trap indicating VC recovery.

Figure13-12: VC Split Example
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Displaying Virtual Chassis Configuration and
Status

Y ou can use Command Line Interface (CLI) show commands to display the current configuration and
status of avirtual chassis group. These commands include the following:

show virtual-chassis topology Displays details about the configured and operational parameters
related to al switches participating in the virtual chassis topology

show virtual-chassis vf-link Displays the configured and operational parameters related to the
virtual-fabric link and member ports.

show virtual-chassisconsistency  Displays detailed status of the parameters that are taken into account
to determine the consistency of a group of switches participating in
the virtual chassistopology.

show virtual-chassis auto-vf-link- Displays a summary of the auto VFL ports.
port

For more information about the output details that result from these commands, see the OmniSwitch AOS
Release 8 CLI Reference Guide.
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14 Managing Automatic
Remote Configuration
Download

The Automatic Remote Configuration capability automates and simplifies the deployment of large
network installations eliminating the need for manual configuration of each switch. It also ensures that
each switch is compliant with the centrally controlled switch configuration policies and firmware
revisions.The Automatic Remote Configuration feature enables:

the automatic upgrade of firmware and/or configuration of a standalone switch without user
intervention.

the automatic upgrade of firmware and/or configuration of a Virtual Chassis without user intervention.

the automated configuration of the switch on bootup, when the switch is connected to the network for
thefirst time.

the automatic download and installation of the critical configuration bootup and image files.

In This Chapter

This chapter describes Automatic Remote Configuration on the OmniSwitch. The sections in this chapter
are:

“ Automatic Remote Configuration Defaults” on page 14-2

“Quick Steps for Automatic Remote Configuration” on page 14-4

“Overview” on page 14-5

“Interaction With Other Features’ on page 14-8

“ Automatic Remote Configuration Download Process’ on page 14-10

“Download Component Files’ on page 14-13

“DHCP Client Auto-Configuration Process’ on page 14-17

“Nearest-Edge M ode Operation” on page 14-19

“LACP Auto Detection and Automatic Link Aggregate Association” on page 14-21
“RCL Process Illustration Flow - Chart A” on page 14-25

See Chapter 1, “ Getting Started and Upgrading AOS,” for licensing information and getting started with
this feature.
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Automatic Remote Configuration Defaults

Automatic Remote Configuration Defaults

Description Default
Management VLAN VLAN 1
Untagged Management VLAN

DHCP broadcast VLAN VLAN 127
802.1q tagged VLAN

Default Auto Link Aggregate Creation

VLAN 1 (untagged) and VLAN 127 (tagged)

Nearest-edge MAC Address

01:20: DA: 02:01:73

Instruction file

Location: TFTP Server

File name: *.alu
(* represents any instruction filename)

Download location: /flash directory
Downloaded as atemporary file.

Configuration file

File name: Any name
Location: FTP/SFTP/TFTP Server

Download location: /flash/working directory

Debug configuration file

File name: AlcatelDebug.cfg
Location: FTP/SFTP/TFTP Server

Download location: /flash/working directory

Script file

File name: Any name
Location: FTP/SFTP/TFTP Server

Download location: /flash/working directory

Firmware version

0S * * RO1
(*_* represents version number)

Firmware or image files

File name extension: *.img
(* represents image filename)

Location: FTP/SFTP/TFTP Server

Download location: /flash/working directory

File download server

Primary FTP/SFTP/TFTP Server

Backup server for file download

Secondary FTP/SFTP/TFTP Server

Licensefile

File name: swlicense.dat
Location: FTP/SFTP/TFTP Server

Download location: /flash directory
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Description Default
Password for FTP/SFTP Server Same as username
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Quick Steps for Automatic Remote Configuration

1 Configure the DHCP server in the network to provide IP address, gateway, and TFTP server addresses
to the Omni Switch DHCP client.

2 Storetheinstruction file on the TFTP server.
3 Storethe configuration, image, and script files on the primary and/or secondary FTP/SFTP servers.

4  When the OmniSwitch isintegrated in to the network as a new device with no vcboot.cfg file the
automatic remote configuration processis initiated.

5 A DHCPclient isautomatically configured on the OmniSwitch (see“DHCP Client Auto-Configuration
Process’ on page 14-17). The OmniSwitch obtains IP address information, TFTP server address,
instruction file name, and location from the DHCP server through the DHCP client.

6 The OmniSwitch downloads the instruction file from the TFTP server. The instruction file contains the
file names and file locations of the configuration, image, and script files.

7 The OmniSwitch downloads the image files from the FTP/SFTP server if necessary.

8 The OmniSwitch downloads the configuration file from the FTP/SFTP server, if available, and savesit
as the vcboot.cfg file in the /flash/working/ directory. If no script file is downloaded, the switch reboots
applying the downloaded configuration file and the automatic configuration processis complete.

9 The OmniSwitch downloads the script file, if available, from the FTP/SFTP server and runs the
commands in the script file.

Notes.

e |f the script fileis not specified in the instruction file, or if it is not properly downloaded, then the
Remote Configuration Manager software automatically initiates areload from working no rollback-
timeout command after firmware or bootup configuration files are downl oaded.

e The script file does not support the reload command. If the command isincluded in the script file, a
‘command not supported’ error will be displayed.

e |f awrite memory command is used in the script file, then it overwrites the vcboot.cfg file. Hence, if
the script file is downloaded along with the bootup configuration file, then the script file must not
contain the write memory command.

e |f avchoot.cfgisaready present on the switch, Automatic Remote Configuration Download does not
occur.
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Overview

The Automatic Remote Configuration feature provides the advantage of automatic download and
installation of critical configuration and image files at initial bootup or when firmware upgrade is required

for the OmniSwitch.

Automatic Remote Configuration download occurs when:

e Thereisno bootup configuration file (vcboot.cfg) on the switch.

e During atakeover or reboot on the new Primary unit or CMM.

e Theinitialization process of the switch is complete and the network interfaces or ports are ready.

¢ Thereis connectivity with a DHCP server through the default VLAN 1, the Nearest-Edge mode
management VLAN, or through atagged VLAN 127.

¢ Thereis connectivity with TFTP file server.

The following sections provide more information about the automatic configuration and download

Process.

Basic Operation

Automatic remote configuration processis initialized on the OmniSwitch if the vcboot.cfg file is not

found on the switch.

The following illustration shows the basic setup required for Automatic Remote Configuration Download

operation.
- ) VLAN 1or 1i7
Alcatel-Lucent
OmniSwitch

Provides Switch IP, TFTP server IP
and instruction file name

Networ k
with Router
or Gateway

TFTP Server

Stores the instruction file.
the config

file and firmware.

FTP/SFTP Server

Stores the firmware and
configuration for secure access

Figure 14-1 : Basic Network Componentsfor Automatic Remote Configuration Download
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Network Components

The network components required for the Automatic Remote Configuration download process are:

DHCP server (mandatory)

TFTPfile server (mandatory)

Primary FTP/SFTP server (mandatory)

Secondary FTP/SFTP server (optional)

Management Switch (only required for Nearest-Edge Mode)

Information Provided by DHCP Server

When the network interfaces or ports on the switch are ready, a DHCP client is automatically configured.
For details on the DHCP client auto-configuration, see “DHCP Client Auto-Configuration Process’ on
page 14-17. The following information is acquired from the DHCP server, after a connection is
established:

IP address of the Network Gateway or Router.
TFTPfile server address.
Instruction file name and location.

Dynamic I P address for the OmniSwitch (valid only for initial bootup process).

Information Provided by Instruction File

The TFTP server address information is received from the DHCP server. The OmniSwitch downloads the
instruction file from the TFTP server. The instruction file provides the following information:

Firmware version and file location.

Configuration file name and location.

Debug configuration file name and location.

Script file name and location.

License file name and location.

Primary FTP/SFTP file server address/ type / username.
Secondary FTP/SFTP file server address / type/ username.

For more details on all the component files downloaded during the automatic remote configuration
download process, see - “Download Component Files’ on page 14-13.

OmniSwitch AOS Release 8 Switch Management Guide  July 2020 page 14-6



Managing Automatic Remote Configuration Download Overview

File Servers and Download Process
The download process from the file serversis asfollows:

1 The username required to connect to the FTP/SFTP enabled serversis provided in the instruction file.
The password required to connect to the servers is same as the username.

2 Therequired files mentioned in the instruction file are downloaded from the primary FTP/SFTP file
server.

3 If the configuration, debug and script file names are specified in the instruction file, then they are
downloaded to the /flash/wor king directory of the switch.

4 The Remote Configuration Manager now compares the current firmware version on the switch to the
one mentioned in the instruction file. If the firmware version is different, then firmware upgrade is
performed.

5 The new firmware or image files are downloaded to the working directory of the switch.

Notes. If the primary server isdown or if there is any failure in downloading the files from the primary file
server, then a connection is established with the secondary file server. The secondary file server is used for
file download.

6 All the required files are downloaded.

Notes. If a specific filename (for firmware and configuration/debug/script files) is not found, an error is
logged. The download process continues with the next available file. File transfer istried three times and if
file transfer till fails, an error islogged, and download process is stopped. In such instances, the working
folder of the switch will contain an incomplete set of image files, configuration, debug, or script files. For
details on troubleshooting under such instances, see “ Nearest-Edge Mode Operation” on page 14-19.

7 Now, the DHCP client configured on the related VLAN is removed.

8 The script fileis downloaded and the commands in the script file are run. All the commandsin the
script file are implemented on the switch in the order specified.

For other detailed stepsthat are part of the automatic remote configuration download process, see
“ Automatic Remote Configuration Download Process’ on page 14-10

LED Status

The LED status during different stages of the Automatic Remote Configuration download processis as
follows:

DHCP phase: OK1 LED isflashing green

DHCP lease obtained: OK1 LED is solid green

DHCP phase stopped by console login: OK1 LED is solid green.
e Automatic Remote Configuration in process. OK1 LED is flashing amber.

OmniSwitch AOS Release 8 Switch Management Guide  July 2020 page 14-7



Managing Automatic Remote Configuration Download Interaction With Other Features

Interaction With Other Features

This section contains important information about how other Omni Switch features interact with Automatic
Remote Configuration. Refer to the specific sectionsif required, to get detailed information about the
feature interaction process.

UDP/DHCP Relay

Interaction with UDP/DHCP Relay is required for the following processes, to support Automatic Remote
Configuration:

¢ All the DHCP responses from the DHCP server are processed. The | P address, mask, and gateway
details are processed

e Toacquire Option (66) and Option(67) information - the TFTP Server name and Boot file name are
retrieved.

For details on DHCP interaction see the section “DHCP Client Auto-Configuration Process’ on
page 14-17

802.1Q
802.1Q tagging is applied on VLAN 127 for al uplink ports or the Management VLAN.

The uplink ports added to VLAN 127 are predefined. The table list the uplink ports defined for various
Omni Switch models.

OmniSwitch Model Uplink Ports Additional Uplink Ports
0S6860-24 25-28 29-30
0S6860-P24 25-28 29-30
0S6860-48 49-52 53-54
0S6860-P48 49-52 53-54
OS6860E-24 25-28 29-30
OS6860E-P24 25-28 29-30
OS6860E-48 49-52 53-54
OS6860E-P48 49-52 53-54
OS6860E-U28 29-32 33-34
0OS9900-XNI-T48 All Ports

0S9900-XNI-U48 All Ports

0S6865-P16X 1-2 N/A
0S6865-U12X 1-2 N/A
0S6865-U28X 1-4 29-30
0S6560_P2478 25-26

0S6560_P24724 25-28

0S6560_P48716 49-52

0S6465_P6 5-6
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OmniSwitch Model Uplink Ports Additional Uplink Ports
0S6465 P12 9-12
0S6465_P24 23-26
0S6900-C32 1-32 (it can be splitter ports)
0OS6900-V72 48-54, 51 & 54 are splitter
ports
LLDP

In Nearest-Edge mode operation LL DP packets carry and provide the advertised VLAN ID to the
Omni Switches running in Auto Remote Configuration mode.

Dynamic Link Aggregation (LACP)

Interaction with LACP is required for the following processes, to support Automatic Remote
Configuration:

e To detect LACP PDU from the peer device on uplink ports
¢ To enable the auto link aggregate creation after receiving LACP message
e Thelink aggregate is associated as atagged member of VLAN 127 and VLAN 1.
On completion of the Automatic Download and configuration process, the automatic link aggregate is
disabled and al port associations are del eted.
Automatic Virtual Chassis and Automatic Fabric
¢ Automatic Remote Configuration will run after aMaster is chosen and the VC is established.

e Automatic Remote Configuration will run before any automatic fabric protocols (LACP, SPB, MVRP,
Loopback, 1P).
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Automatic Remote Configuration Download
Process

The automatic remote configuration process is initialized when an OmniSwitch isintegrated in to the
network as a new device or when afirmware and configuration upgradeis required.

If the automatic configuration download processis not performed completely on the switch, manual
intervention is required. For details on troubleshooting techniques under such instances, see
“Troubleshooting” on page 14-22

The detailed process of Automatic Remote Configuration Download performed on the OmniSwitch is as
follows:

1 When the switch isintegrated in to the network as a new device with no vcboot.cfg file, then
Automatic Remote Configuration is performed on the switch.

2 The Remote Configuration Manager on OmniSwitch configures alink aggregate automatically when a
LACP PDU is detected on the uplink ports on the switch during Automatic Remote Configuration. For
details, see the following section “LACP Auto Detection and Automatic Link Aggregate Association” on
page 14-21.

3 A DHCPclient isautomatically configured on VLAN 1, Management VLAN, and VLAN 127 at
switch boot up. Omni Switch then uses different methods of DHCP client configuration until connection to
a DHCP Server is obtained. For details, see the following section “DHCP Client Auto-Configuration
Process’ on page 14-17

4 The DHCP client looks for the OV Cirrus DHCP server response to provide preference to the desired
OV Cirrus DHCP server. For details, see the following section “DHCP Server Preference” on page 14-18

5 The DHCP client obtains the switch |P address information from the DHCP server.
6 The DHCP client obtains the TFTP server | P address from the DHCP server using Option (66).

7 The DHCP client obtains the instruction file name and location from the DHCP server using Option
(67).

8 SSH accessisautomatically enabled to allow remote access in case the automatic configuration
process fails.

9 Theinstruction file with the .alu extension is downloaded from the TFTP server to the /flash/working
directory of the OmniSwitch.

10 If available, the configuration, script, and images files are downloaded from the FTP or SFTP servers.
The password used to connect to the FTP/SFTP serversis same as the username.

11 If available, the switch compares the firmware version available on the switch with the firmware
version in theinstruction file. If the firmware versions are different, then the new firmware is downloaded
in to the /flash/working directory.

12 If available, the downloaded configuration file is saved as the vcboot.cfg file in the /flash/working
directory and the switch is rebooted completing the auto configuration process (a reboot occurs only if no
script file is downloaded).

13 The RCL process will not work if the /flash/working directory is deleted before RCL is started.

14 If available, commands in the script file are run and the DHCP client configuration is automatically
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removed.

15 Manual intervention in RCL processis allowed only if there are any issues in completing the RCL
process automatically.

16 The switch is automatically reloaded once the RCL process is successfully completed.
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Process lllustration

For adetailed flow chart on the RCL process, see “RCL Process Illustration Flow - Chart A” on
page 14-25.

Additional Process Notes

1 Oncethe switch obtains an I P interface from the DHCP server, remote access through SSH is
automatically configured to allow remote access in case of any download errors during the Auto
Configuration process.

Notes. It is hot recommended to have thewrite memory command in the script fileif aconfiguration fileis
downloaded. This causes the vcboot.cfg file to be overwritten with the commands in the script file.

2 After the successful download of the script file, the DHCP IP interface is automatically deleted.
However, SSH access remains enabled. Use the no aaa authentication ssh command to disable SSH
connectivity if desired.

3 The Automatic Remote Configuration process can be stopped using the auto-config-abort command.

OmniSwitch AOS Release 8 Switch Management Guide  July 2020 page 14-12



Managing Automatic Remote Configuration Download Download Component Files

Download Component Files

This section provides the details of the files downloaded and how they are utilized during the automatic
configuration process. The main component files are:

¢ [nstruction file—Theinstruction file istheinitial file required for the automatic remote configuration
process to occur. The instruction fileis stored in the TFTP server with the .alu extension. For further
details, see “Instruction File” on page 14-13

e Firmwar e upgrade files—The firmware files or image files differ for different OmniSwitch
platforms. These image files contain executable code, which provides support for the system, Ethernet
ports, and network functions. For further details, see “ Firmware Upgrade Files’ on page 14-15

e Bootup configuration file—The file contains bootup configuration information for the switch. The
bootup configuration file stores the network configuration parameters. For further details, see “ Bootup
Configuration File” on page 14-15

¢ Debug Configuration file—The debug configuration file stores the default debug configuration
information. For further details, see “Debug Configuration File’ on page 14-16

e Script file—The script file consists of commands to be performed on the switch so that appropriate
actions can be taken on the downloaded files. For further details, see “ Script File” on page 14-16

Instruction File

Theinstruction file isthe initial file required for automatic remote configuration process to occur. The
instruction fileis stored in the TFTP server with the .alu extension.

Theinstruction file contains user information such as switch 1D, file version, firmware version, image file
names and location, configuration file (vcboot.cfg) name and location, script file name and location, and
FTP/SFTP server | P address to connect to the FTP/SFTP server.

The TFTP server | P address and instruction filename details are received from the DHCP server by the
DHCP client on the OmniSwitch.

Theinstruction file is downloaded from the TFTP server and stored in the /flash directory of the switch.

Notes.

e |f anerror or failure occurs during the file transfer, the transfer processisretried up to three times. If
file transfer and download are not successful, the automatic remote configuration processis halted and
the switch is made available remotely using SSH.

¢ All contents of the instruction file are stored in the switch log (swlog.log) file as evidence of the last
Automatic Remote Configuration download.

Instruction File Syntax

Theinstruction file is a text file containing the following information:

Header Contains user information such as switch ID, file version, and so on.
Header text is atype of comment.

Comments Comments provide additional information for better user readability.
These lines are ignored during the remote configuration download
process.
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Firmyvare version and file
location

Image files required for firmware upgrade. A firmware location can
have only one entry. It cannot be copied to certified or to instruction file
with multiple directory.

Configuration file name and
location

Thefile containing the configuration for the switch, thisfileis saved as
the vcboot.cfg filein the /flash directory.

Debug file name and location

The AlcatelDebug.cfg containing additional debug configuration
commands.

Script file name and location

The script file containing commands to be implemented on the switch.

License file name and location

The license file containing the licensing information.

Primary file server address/
protocol/username

The primary file server from which the required files are downl oaded.
The specified protocol and username is used for the download.

Secondary file server address/
protocol/username

The secondary file server from which the required files are downl oaded
if the connection to primary file server fails. The specified protocol and
username are used for the download.

Example

Theinstruction file has the Keyword:VVaue format as shown below:

! Alcatel-Lucent OmniSwitch 0S6900 - Instruction file version 1.2.1

! Firmware version

Firmware version:0S 8.3.1 ROl
Firmware location:/home/ftpboot/firmware

! Configuration file

Config filename:boot 0S6900.cfg
Config location:/home/ftpboot/config

! Debug file

Debug filename:AlcatelDebug.cfg
Debug location:/home/ftpboot/debug

! Script File

Script filename:0S6900_ script.txt
Script location:/home/ftpboot/scripts

! License File

License filename:swlicense.dat
License location:/home/ftpboot/license

! Primary file Server

Primary server:10.200.100.112

Primary protocol:FTP
Primary user:admin
! Secondary file Server

Secondary server:10.200.110.111

Secondary protocol:SFTP
Secondary user:admin
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Instruction File Usage Guidelines

e Theinstruction file is case sensitive and can contain only the keywords provided in the instruction file
output example.

¢ The keywords can be placed in any order.

¢ |f the Keyword:Value format isincorrect, the information on that lineis discarded.
e Firmware version must be provided in the format as specified in the example.

e Pathnames provided must contain the complete path to the file location.

e [f any fileisnot required, the valueis provided as “None”. For example, if adebug configuration fileis
not required to be downloaded, the instruction file syntax is as follows:

Debug filename:None
Debug location:None

¢ The header lineisthefirst line of the instruction file and begins with “!” character.
e Header line contents are logged to the switch log along with the other contents of the instruction file.

¢ The header and comment lines begin with “!” character.

Firmware Upgrade Files
Firmware files are also known as image files. These files have the .img extension.

Firmware files may be different based on the OmniSwitch platform. The relevant firmware files are
downloaded from the location mentioned in the instruction file. The filenames of the firmware files must
exactly match the files which are to be downloaded. The filenames are in the *.img format. Modified
filenames are not recognized.

Details about the different firmware files and file names can be found in “Managing System Files’ on
page 3-1.

Firmware files are downloaded only when the firmware version in the instruction file is higher than the
firmware version present on the switch.

Bootup Configuration File

The bootup configuration file (vcboot.cfg) is not present during the initial bootup process when a new
OmniSwitch isintegrated in to the network. The vcboot.cfg file is automatically generated and stored in
the /flash/wor king directory when awrite memory command is issued.

During the automatic remote configuration process, the bootup configuration file is downloaded from the
FTP/SFTP server and stored as vcboot.cfg in the /flash/wor king directory of the switch.

If no script file is downloaded, the switch boots up normally according to the configurations specified in
the vcboot.cfg file when the remote configuration download process is compl eted.
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Debug Configuration File

The debug configuration file is used for setting specific OmniSwitch settings and must only be used as
directed by Service and Support. During the automatic remote configuration process, the debug
configuration file is downloaded with the filename Alcatel Debug.cfg.

Script File

The script file is downloaded and stored with the same name in the /flash/wor king directory. The script
file contains the commands to be implemented on the switch after running the configuration file.

If aconfiguration fileis not available, the script file can be used to configure the switch dynamically
without avchoot.cfg file.

Script File Example

vlan 100 enable name "VLAN 100"
vlian 100 members port 1/1/1 untagged
write memory

Script File Usage Guidelines

¢ |tisrecommended to create the script file with a Unix / Linux type text editor. Creating the script file
in a Windows environment can result in hidden control characters that may cause issues with script file
parsing.

e After the script file is downloaded the switch does not automatically reboot.

e |f awrite memory command is used in the script file, then it overwrites the vcboot.cfg file. Hence, the
script file must not contain the write memory command if it is downloaded along with the
configuration file.

e [f any script file command fails, it islogged in to afile*.err (* isthe script file name) in the /flash
directory and the remaining commands are implemented.

e |f the script file name mentioned in the instruction file is incorrect, then an error islogged in the switch
log or swlog.log file.

License File

License file (swlicense.dat) contains the licensing information and will be downloaded as any other file to
/flash directory of the Master in Virtual Chassis.
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DHCP Client Auto-Configuration Process

The automatic remote configuration download feature supports the following client configuration methods
to obtain aninitial dynamic IP address from the DHCP server:

DHCP client on untagged VLAN 1

DHCP client on tagged VLAN 127

DHCP client on LLDP tagged Management VLAN

Auto Link Aggregate Detection
The OmniSwitch creates a DHCP Client interface on:
¢ the default untagged VLAN 1 and then on tagged VLAN 127 alternating between each, or

e the Management VLAN being advertised in the LLDP PDUs sent by the Management Switch
configured in Nearest-Edge Mode.

If OmniSwitch receives LLDP PDUs with VLAN and port information from a Management switch in
nearest edge mode, then the DHCP client interface is moved to user defined LL DP management VLAN on
the network. See the “ Nearest-Edge Mode Operation” on page 14-19 for additional information.

The detailed process of DHCP client auto-configuration on an OmniSwitch is as follows:

1 At boot-up, theinitial DHCP client starts with untagged VLAN 1.The DHCP client waits for 30
seconds for aDHCP lease.

2 |f theleaseis not obtained even after 30 seconds, the DHCP client is stopped on the untagged VLAN 1
and DHCP client is started on tagged VLAN 127. The DHCP client on tagged VLAN 127 waits for 30
seconds for aDHCP lease.

3 If the DHCP client does not get the lease in 30 seconds, DHCP client moves back to untagged VLAN 1
and this process continues until it gets the DHCP lease on any one of the two VLANS.

4 If during this process the switch receives an LLDP PDU advertising the management VLAN, the
DHCP process will stop on VLANSs 1 and 127 and begin on the management VLAN.

5 If during this process the switch receives an LACP PDUs it will attempt to automatically create alink
aggregate with the peer device. The link aggregate will become part of VLAN 1 (untagged) and VLAN
127 (tagged).
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DHCP Server Preference

When RCL is running and the DHCP client is created, the following steps are followed in order to provide
preference to different DHCP servers. When server-preference is enabled, the following precedence order
isfollowed for the VLAN 1 DHCP client.

1.0V Cirrus Server:"adenterprise”

2.0VClient Server:"alcatel.nms.ov2500"

3.0XO DHCP Server:"acatel.a4400.0"

4.0thers/ Undesired : Identified by absence of VSl string
The following describes the DHCP client preference operation:

1 If aDHCPresponseisreceived onthe VLAN 1 DHCP client from a non-preferred DHCP server it will
be stored during the 30 second window allowing time for a DHCP response from a higher preference
server. Subsequent responses from non-preferred DHCP servers will be dropped.

2 |f aDHCPresponseisreceived onthe VLAN 1 DHCP client from an OXO DHCP server it will
overwrite any non-preferred DHCP response. The response will be stored during the 30 second window
allowing time for a DHCP response from an high preference server. Subsequent responses from any OXO
DHCP servers or non-preferred DHCP servers will be dropped.

3 If aDHCPresponseisreceived onthe VLAN 1 DHCP client from an OmniVista DHCP server it will
overwrite any non-preferred DHCP response. The response will be stored during the 30 second window
allowing time for a DHCP response from an OV Cloud server. Subsequent responses from any OmniVista
/OXO DHCP servergnon-preferred DHCP servers will be dropped.

4 If aDHCP responseisreceived onthe VLAN 1 DHCP client from an OV Cloud DHCP server it will
overwrite any existing DHCP responses and be applied immediately.

Note:
- A DHCP server should be configured and have connectivity to the switch during the initial boot-up.

- The RCL process may be delayed while waiting for a preferred server.

For more information on configuring DHCP Client and Server preference, See Chapter 22, “ Configuring
DHCP Relay,” in the Omni Switch AOS Release 8 Network Configuration Guide for more information.
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Nearest-Edge Mode Operation

In order for the network to propagate Nearest-Edge mode LLDP PDUs a Management Switch must be
configured to send the LLDP PDUs with the Management VLAN information. Additionally, the peer
switches are automatically configured to process the Nearest-Edge Mode LLDP PDU frames by the
Automatic Configuration Download feature.

An OmniSwitch running the Automatic Remote Configuration feature is automatically enabled to process
LLDP PDUs with the unique Nearest-Edge destination MAC address. In Nearest-Edge mode the
Management Omni Switch uses a unique MAC address when sending LLDP PDUs. The network
OmniSwitch also looks for these unique packets to determine a Management VLAN. It then creates a
DHCP client interface on that tagged VLAN.

LLDP Transmission from Management Switch

¢ The Management Switch is configured to use the Nearest-Edge Mode MAC address and is connected
to the network using an untagged interface.

e | LDPisconfigured on the untagged port of the Management Switch so that the LLDP PDUs are sent
with the Management VLAN information.

e TheLLDP interval must not be set higher than 30 seconds (default).

¢ The Management Switch sends LLDP PDUs on the untagged interface with the MAC address of
01:20:DA:02:01:73.

LLDP Propagation through Network

These LLDP PDUs are propagated throughout the network as normal L2 multicast frames, eventually
reaching the Access Switch.

LLDP Reception by Automatic Remote Configuration Switch

The Automatic Remote Configuration feature enables the processing of the Nearest-edge LLDP PDUs by
default.

Nearest-Edge Mode Configuration Example

LLDP Nearest Edge Configuration

Automatic Remote Configuration feature requires learning Management VLAN ID from a centralized
management switch. ThisVLAN ID information is distributed through LLDP message.

On the management switch, LLDP sends Port VLAN ID TLV to aspecial MAC address (01:20: DA:
02:01:73). The CLI command for this functionality is as follows:

-> 11dp nearest-edge mode {enable | disable}

This functionality also depends on the nearest bridge agent LLDPDU transmit mode. So LLDP sends a
Port VLAN ID TLV when both of the below commands are executed:

-> 11ldp nearest-bridge chassis 1lldpdu tx-and-rx
-> 1lldp nearest-edge mode enable

The LLDPDUs are sent on the untagged interface with the Nearest-edge MAC address and propagated
throughout the network eventually reaching the switch.
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The Management Switch is connected to the network using an untagged interface and is configured to use
the Nearest-edge Mode MAC address. LLDP is configured on the untagged port of the Management
Switch so that the LLDP PDUs are sent with the Management VLAN information. The LLDP PDUs are
sent on the untagged interface with the Nearest-edge MAC address and propagated throughout the
network eventually reaching the switch to be configured.

For example:

-> vlan 999 name “VLAN 999”
-> vlan 999 members port 1/1/1 untagged

Newly Installed Switch

When used in conjunction with the Automatic Remote Configuration feature no configuration is necessary
on the newly installed switches. Newly connected switches without a vcboot.cfg file receive the Nearest-
Edge LLDP PDUs, discover the Management VLAN, tag the port with that VLAN ID, and create a DHCP
client interface on the Management VLAN. This auto-configuration allows the DHCP client interface on
the Omni Switch to receive an | P address in the proper | P subnet.

Access Switch Unisgged Iseriacs Umingged Enmarface
Mewr install ilan 999 Dl VAN = 599
e
' :.:“'"‘"- E'ﬁ 4 @
:ﬁ Management I"l — Management
: 5 MALCTA= O1Adad3017 3
£ Vian Mams TLV
e - Vlan D = 339
= - Wlan mame = WLAN 995
il
LL OGP PO
Tagyed ¥
MALCOA= [10da0aTI
Wlan Kame TLW
-Wlan 1D = 239

¥lan nam= = ¥LAN %

= Llse VLAN 599 for DHCE Cliam

Figure 14-2 : Example Nearest-Edge Configuration
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LACP Auto Detection and Automatic Link
Aggregate Association

DHCP Server Association and DHCP Client creation works on fixed ports. When an OmniSwitch is newly
introduced to a network, an assigned peer network device detects this device as new. If the peer device has
alink aggregate configuration on the detecting port, then it sends LACP PDU to the newly connected
OmniSwitch. In such instances, LACP PDUs must be acknowledged by OmniSwitch. The Remote
Configuration Manager on OmniSwitch detects any LACP PDUs on any ports and configures alink
aggregate automatically during Automatic Remote Configuration.

The following diagram illustrates the different network components required for Auto Remote
Configuration and LACP Auto Detection and Link Aggregate Association process..

LACP Provides Switch IP, TFTP server [P
Handshake and Auto and instruction file name
Link Aggregate Asso-
ciation _
(== with Router
. or Gatewa
Alcatel-L ucent Peer Device y
OmniSwitch

Stores the instruction file.
optionally the config
fileand firmware

Stores the firmware and
configuration for secure access

Figure 14-3 : Network Componentsfor LACP Auto Detection and Link Aggregate Association

LACP auto detection is enabled by default and operates on al ports on the Omni Switch during the
Automatic Remote Configuration stage.

1 When an OmniSwitch detects LACP PDUs from aremote peer connected through an uplink port, it
configures that port as a LACP port and starts L ACP handshake with the peer device.

2 Thenewly formed link aggregation is made a member of VLAN 127 and VLAN 1.

3 Once the remote configuration download is complete on this LACP port, the switch configuration file
can automatically configure the required ports for the link aggregate.

4 After the processis completed, this automatic link aggregate and related associations are del eted.

Notes. The LACP auto detection mode is not supported when the switch boots up in normal mode (non-
remote configuration load mode). The LACP configuration at the peer device must not be changed once the
automatic link aggregate is created using the parametersin the LACP PDU sent from the peer device.
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Troubleshooting

Due to errors during download, the automatic configuration process can halt, or the file download process
can be incomplete. The errors that occur during the automatic remote configuration download process are
displayed on the switch command prompt and also stored in switch log or the swlog.log file.

The following section provides information on some of the common errors that can occur during the
configuration download process and troubleshooting techniques to resolve these errors.

Error Resolution

If there are any issues downloading the required files for the auto configuration process the switch can be
reached using the DHCP client | P address and the SSH protocol for manual intervention or configuration.

Server Connection Failure and File Download Errors

Manual download of component filesis required when there is afailure in connecting to the servers or
when all the component files are not downloaded during the automatic remote configuration download
process.

Server connection failures can occur when:

e DHCP server is not reachable.

e TFTP server isnot reachable.

* Primary and secondary servers are not reachable.
File download errors can occur when:

e Filesare corrupted.

e Filelocations or names listed in the instruction file are incorrect.
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Error Description Table

The following table provides information on the common server connection failures and file download
errorsthat can occur during Automatic Remote Configuration:

Error Type

Error

Description

User Auto-
Config Abort

Automatic Remote Config Abort
received.

User manually aborted the process using the
auto-config-abort command

TFTP Response
Timeout

Instruction File not Downloaded

and the Max try 3 For TFTP reached.

Instruction file not downloaded dueto TFTP
not reachable.

Primary/
Secondary
Server
Connection

Download of file: <File name and
pathname> from Primary Server
Failed

Starting download of file: <File
name and pathname> from Secondary
Server

Download Failed - <File name and
pathname> using both Pri & Sec IP

File download failure from primary server.

File download failure from both primary and
secondary server.

File Download
and File
Location Errors

Transfer error <File name and
pathname>

Download failed for configuration
file <File name and pathnames>

Not all image files are downloaded

Unable to download the firmware
version

Unable to download boot config file
Unable to download AlcatelDebug.cfg

Unable to download script file

File transfer failure.

Configuration file download failure.
Some of the image files are not downloaded.
File location errors occur when the

corresponding files are not available in the
locations as mentioned in the instruction file.

Script File Errors

The different types of script file errors and the troubleshooting techniques for such errors are as follows:

e |f any script file command fails, it islogged into afile*.err (* isthe script file name) in the /flash
directory and the remaining commands are implemented. In such an instance, check the * .err file. The
script file commands can be manually implemented and debugged in the order specified in the script

file.

¢ |f the script file name mentioned in the instruction file is incorrect, then an error islogged in the switch
log or swlog.log file. In such an instance, check the swlog.log file. The script file can be downloaded
manually from the FTP/SFTP servers and implemented onto the Omni Switch.
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Error Description Table

The following error description table provides information about some of the common script file errors
that occur during Automatic Remote Configuration:

Error Type Error Description
Script File Download of Script file from Script file cannot be downloaded from the
Download Primary Server Failed primary server.
Starting download of Script file:
<File name and pathname> from
Secondary Server
Download failed - <File name and  Sgript file cannot be downloaded from both
pathname> using Pri and Sec IP primary and secondary server
Script File Unable to remove Instruction Instruction file cannot be removed from flash
Command file <File name and pathname> due to error in running the script file
Failure commands.

Error in executing the downloaded
script file

The downloaded script file cannot be run.
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RCL Process lllustration Flow - Chart A
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15 Configuring
Avutomatic Fabric

The Automatic Fabric feature can be used to bring up an Omni Switch by automating some of the tedious
and error prone steps, such as link aggregate formation and Shortest Path Bridging (SPB) neighbor
adjacency formation. Dynamic recognition of the neighboring elements allows for a quick, out-of-the-box
configuration of the switch. The focus areafor this featureisin the data center, but Automatic Fabric is
also applicablein acampus LAN environment to help reduce administrative overhead.

Thisfeatureis supported in both standalone or virtual chassis mode. Automatic Fabric discovery will not
operate until after the Virtual Chassis (VC) setup is completed and normal configuration commands are
applied from the configuration file, if present. If enabled, the switch will then attempt automatic discovery
and configuration for LACP, SPB, and MVRP. In addition, automatic discovery and configuration for IP
protocolsis performed in parallel with the LACP, SPB, and MV RP discovery phases.

The Automatic Fabric feature allows a true fabric to be built when a device is plugged into the network
and automates the edge port configuration with profiles.

For more information about Automatic Fabric, see “ Automatic Fabric Overview” on page 15-7.
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In This Chapter

This chapter describes the basic components of Automatic Fabric and its operation and configuration
through the Command Line Interface (CLI). CLI commands are used in the configuration examples; for
more details about the syntax of the commands, see the OmniSwitch AOS Release 8 CLI Reference Guide.

The following information and configuration procedures are included in this chapter:
e “Automatic Fabric Default Values’ on page 15-3

e “Quick Stepsfor Configuring Automatic Fabric” on page 15-4

e “Automatic Fabric Overview” on page 15-7

e “Automatic Fabric Discovery Examples’ on page 15-17

e ‘“Interaction with Other Features’ on page 15-21

e “Configuring Automatic Fabric” on page 15-25.

e “Digplaying the Automatic Fabric Configuration” on page 15-29

See Chapter 1, “ Getting Started and Upgrading AOS,” for licensing information and getting started with
this feature.
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Automatic Fabric Default Values

The following default settings are applied for the Automatic Fabric feature:

Par ameter Description Command Default Value/Comments
Automatic Fabric administrative auto-fabric admin-state enabled (if no configuration file
state exists)
disabled (OS9900)
Automatic Fabric protocols state auto-fabric protocols enabled
disabled (OS9900)
Automatic Fabric configuration save auto-fabric config-save admin- disabled
administrative state state
Automatic Fabric configuration save auto-fabric config-save 300 seconds (if automatic
interval interval configuration save is enabled).
Automatic Fabric discovery interval  auto-fabric discovery-interval 0 (discovery window timer is
disabled)
Automatic Fabric SPB default SAP  auto-fabric protocols spb auto-vlan (SAPs are created
profile default-profile based on VLAN tag)
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Quick Steps for Configuring Automatic Fabric

The following steps provide a quick tutorial for setting up a basic Automatic Fabric configuration. This
scenario applies to the default operation of a switch without a configuration file, as well as configuring a
switch with an existing configuration file. Additional information about how to configure Automatic
Fabric is provided in the section “Configuring Automatic Fabric” on page 15-25.

Automatic Fabric Operation with No Configuration File

When the switch boots up and there is no configuration file, the Automatic Fabric operation is
automatically enabled and triggers the following discovery process:

1 Theswitch will attempt to discover and automatically set up an LACP configuration.

2 After the LACP discovery process completes, the switch will attempt to discover and automatically set
up a Shortest Path Bridging (SPB) configuration. This includes discovering and configuring SPB
adjacencies, UNP SPB access ports, and UNP SPB Service Access Points (SAPS).

3 After the SPB discovery process completes and if MV RP is enabled, the switch will attempt to
discover and automatically set up an MV RP configuration. As part of the MV RP discovery process, the
Spanning Tree mode for the switch is changed to the flat Spanning Tree mode.

4 Theautomatic discovery process for |P protocols takes place in parallel with the discovery process for
the other supported Automatic Fabric protocols (as described in Steps 1, 2, and 3).

Once the switch boots up and the Automatic Fabric process has completed, the default settings for the
Automatic Fabric parameters can be configured.

Configuring Automatic Fabric Parameters

When a switch is already up and running with an existing configuration file, it is possible to change
default parameter settings (see “ Automatic Fabric Default Values’ on page 15-3) to fine tune the
Automatic Fabric operation going forward.

1 To change the global administrative status of Automatic Fabric for the switch, use the auto-fabric
admin-state command. For example:

-> auto-fabric admin-state disable

2 To change the status of Automatic Fabric on specific ports, use the auto-fabric admin-state command
with the interface parameter. For example:

-> auto-fabric interface 1/1/1-4 admin-state disable

The Automatic Fabric status configured for a port takes precedence when the global statusis enabled
for the switch. For example, if Automatic Fabric isdisabled on aport but globally enabled for the
switch, Automatic Fabric will not run the discovery process on that port.

3 To change the status of Automatic Fabric discovery for specific protocols, use the auto-fabric
protocols command. For example:

-> auto-fabric protocols lacp admin-state enable

-> auto-fabric protocols mvrp admin-state enable

-> auto-fabric protocols spb interface 1/1/3 admin-state disable
-> auto-fabric protocols ip ospfv2 admin-state enable

-> auto-fabric protocols ip isis admin-state disable

OmniSwitch AOS Release 8 Switch Management Guide  July 2020 page 15-4



Configuring Automatic Fabric Quick Steps for Configuring Automatic Fabric

4 To change the status of Loopback Detection on UNP SPB access ports, use the auto-fabric protocols
command with the loopback-detection parameter. For example:

-> auto-fabric protocols loopback-detection admin-state disable

5 To change the Automatic Fabric discovery window time interval, use the auto-fabric discovery-
interval command. For example:

-> auto-fabric discovery-interval 30

This value specifies the number of minutes the switch will wait between each attempt to discover a
configuration for the switch. When the discovery window time interval is set to zero (the default), the
discovery interval is disabled.

6 By default, the Automatic Fabric configuration save operation is disabled for the switch. To enable this
function, use the auto-fabric config-save admin-state command. For example:

-> auto-fabric config-save admin-state enable

When this function is enabled, the configuration discovered through the Automatic Fabric processis
automatically saved to the switch configuration file at a specified time interval.

7 When the Automatic Fabric configuration save operation is enabled, the switch will save the
discovered configuration to the switch configuration file every 300 seconds (5 minutes) by default. To
change this time interval, use the auto-fabric config-save interval command. For example:

-> auto-fabric config-save interval 600

8 To change the default profile used to dynamically create a Service Access Point (SAP) on UNP SPB
access ports, use the auto-fabric protocols spb default-pr ofile command. For example:

-> auto-fabric protocols spb default-profile single-service

A single service profile specifies attributes for untagged traffic; an auto-VLAN profile (used by
default) specifies attributes for tagged traffic.

9 To change the default SAP profile applied to a specific port, use the auto-fabric protocols spb set-
profile command. For example:

-> auto-fabric protocols spb set-profile single-service interface 1/1/1

The default SAP profile configured for a port takes precedence over the default SAP profile configured
globally for all UNP SPB access ports. For example, if asingle service profile is specified for a port
but the default SAP profile for the switch isauto VLAN, the single service profile is used to create the
SAP on that port.

Note. To enable Automatic Fabric after the switch has booted, the protocol must also be enabled.
(i.e. ip load ospf and ip ospf admin-state enable)
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Quick Steps for Configuring Automatic Fabric

Verifying the Automatic Fabric Configuration

Use the show auto-fabric config command to check the global configuration for the Automatic Fabric

feature. For example:

-> show auto-fabric config
Auto-fabric Status

Config Save Timer Status
Config Save Timer Interval
Default UNP SAP Profile
Discovery Interval
Discovery Status

LACP Discovery Status

LBD Discovery Status

MVRP Discovery Status
OSPFv2 Discovery Status

Disabled,
Enabled,

600 seconds,
Auto-vlan,

30 minute(s),
Idle,
Enabled,
Disabled,
Enabled,
Enabled,

OSPFv3 Discovery Status
ISIS Discovery Status
SPB Discovery Status

Disabled,
Disabled,

Enabled

Use the show auto-fabric config interface command to check the Automatic Fabric configuration for a

specific interface. For example:

-> show auto-fabric config interface 1/1/1

Auto-Fabric Interface Config:

Port 1/1/1

Operational Status : Disabled

Admin-Status
Global : Disabled,

LACP

Global : Enabled,
SPB-M

Global : Disabled,
MVRP

Global : Enabled,
SAP Profile
Global : Auto-vlan

Port

Port

Port

Port

Port

Disabled
Enabled
Disabled
Enabled

Single-service
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Avutomatic Fabric Overview

The Automatic Fabric feature reduces the burden of configuration on the administrator. Dynamic
recognition of the neighboring elements will allow for quick, out-of-the-box configuration and reduced
administrative overhead. Automatic Fabric is used to dynamically discover and configure a switch for the
LACP, SPB, MVRP, and IP protocols and is supported when the switch is operating in standal one or
Virtual Chassis (VC) mode.

Some of the key benefits provided by Automatic Fabric include the following:
e Automatic discovery reduces administrative overhead.
e Automatic discovery supports the discovery of the LACP, SPB, MVRP, and IP protocols.

e Theautomatically discovered configuration for LACP and SPB (not MV RP) can be permanently saved
to the switch configuration file so that the configuration is not lost on the next switch reboot.

All switches that ship from the factory default to running in the VC mode and attempt to run the automatic
V C protocol, Automatic Remote Configuration, and then Automatic Fabric. Some of these automatic
features can be disabled during the switch reboot or after the switch has finished booting if desired.

When a switch boots with no configuration file or with a configuration file with asize of 0 bytes, the
following boot processes occur:

1 Theswitch will run the automatic V C protocol and try to automatically configure the Virtual Fabric
Links (VFLs) and setup aVC.

2 Once the automatic V C process completes, the automatic remote configuration download process
starts.

3 Once the automatic remote configuration download process completes, the Automatic Fabric discovery
process starts.

For more information about the boot sequence of these automatic management features, see Chapter 1,
“Getting Started and Upgrading AOS.”

Automatic Fabric Discovery Process
The Automatic Fabric discovery process starts when one of the following occurs:

e The switch boots up without a configuration file and the automatic V C and Automatic Remote
Configuration processes have compl eted.

¢ The switch boots up with an existing configuration file that enables Automatic Fabric for the switch.

e The Automatic Fabric discovery timeinterval expires. For example, if thetimeinterval is set for 30
minutes, every 30 minutes the discovery process will start again.

e Theadministrator manually starts the discovery process on the switch.

Once the Automatic Fabric discovery process starts, the following events are triggered for ports on which
the Automatic Fabric feature is enabled:

1 Theswitch will start the LACP discovery process.

2 After the LACP discovery processis complete, the SPB automatic discovery process will start.
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3 After the SPB and UNP SPB SAP discovery processis complete, the MV RP automatic discovery
process will start.

The automatic I P protocol s discovery process runs at the same time as the discovery processes for LACP,
SPB, and MV RP. See “|P Protocol Discovery” on page 15-13 for more information.

The following diagram illustrates the Automatic Fabric (AF) discovery and configuration process:

AF enabled?

Yes
No
Yes
AFis No
f AF manuall STP changed to
disabled enabled? Y Flat mode

MVRP isglobally enabled
if any eligible port exists

Port eligible )
(no active SPB/UNP/MVRP AF stops on this
configs)? portlinkagg

AF enablesMVRP
and stops on this

port/linkagg

Fort ismarked
asAF eligible AF enables LBD
At least one SPB : ; : and stops on this
adjacency UP? Is applied. Wait 20 port/linkagg
UNPand LBD
| config removed
Yes

Is Discovery Interval
non-zero OR rcvd proprietary TLV
OR rcvd LACP PDU
OR link flap?

AF stops on this
port/linkagg

> AF stops on this
port/linkagg

Figure 15-1 : Automatic Fabric (AF) discovery and configuration process
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Automatic Fabric Port Eligibility

The following conditions determine whether a switch port is eligible to participate in the Automatic Fabric
discovery process:

e The port has no previous configuration that would prevent the port from joining alink aggregate,
forming an SPB adjacency, serving as a UNP SPB access port, and enabling MV RP to run on the port.
In other words, there is no switch configuration that is applied to the port that would prevent the port
from participating in any of the protocols managed by the Automatic Fabric feature. If a port meets
these requirements, the port is considered to be in a default port state.

e |f MVRP discovery is enabled and the Spanning Tree mode is set to per-VLAN (1x1), Automatic
Fabric will automatically change the Spanning Tree modeto flat. Thiswill alow switch portsto
participate in the MVRP discovery process.

e [or aport that has MV RP enabled through Automatic Fabric but has no VLAN registrations, if
removing MV RP would result in the port returning to its default state, then Automatic Fabric will be
enabled on that port.

Note that Automatic Fabric discovery and configuration of |P protocolsis only performed on existing 1P
interfaces. Asaresult, port eligibility is not considered in this case. See “|P Protocol Discovery” on
page 15-13 for more information.

Automatic Fabric Discovery Window

The Automatic Fabric discovery process initiates a time period during which Automatic Fabric ports are
examined to detect any configuration for LACP, SPB, and MV RP. Thistime period isreferred to as the
Automatic Fabric discovery window.

* Onceaconfiguration is detected and written to the switch configuration file, the port state for
Automatic Fabric is disabled so that the port will not participate in the next discovery window. This
does not globally disable Automatic Fabric for the switch.

e Whenever aport is brought up, the discovery window will be started provided no LACP is discovered,
no SPB adjacencies are formed, and, if MVRP is enabled, there are no VLAN registrations.

e |f an LACP frameisreceived on anon-aggregate port with Automatic Fabric enabled, the Automatic
Fabric discovery window is started, provided no SPB adjacencies are formed and there are no MVRP
registrations on that same port.

¢ When the discovery cycle ends, the following occurs:

— The MVRP configuration for any port or link aggregate that does not have any VLAN registrations
isremoved.

— The configuration for UNP SAPs dynamically created on UNP access ports is removed only if there
is no traffic active on the access ports.

The discovery and configuration process for |P protocolsis donein parallel, on aper-1P interface basis,
and is not tied to a discovery window time period. For more information, see “1P Protocol Discovery” on
page 15-13.
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LACP Discovery

The LACP discovery phase analyzes any LACP PDUs or automatic discovery LLDP PDUs received on an
Automatic Fabric port. Thisis done to determineif there is an existing link aggregate the port should join
or if creating a new link aggregate with a peer is necessary.

e | ACP automatic discovery will work between a configured switch and an automatic discovery enabled
switch. The automatic discovery switch analyzes the LACP PDUs received from the configured
switch. In this scenario, an automatic discovery switch will place al of the ports from the same switch
with the same remote admin key into the same link aggregate.

e L ACPIink aggregates are configurable between any two automatic discovery switches by exchanging
custom LLDP PDUs with TLV s specific to the OmniSwitch. This exchange is necessary to determine
an admin key that both devices will use later for actual LACP communication. This exchange will aso
determine the possible ports that can be part of alink aggregate. Thisis used only when LACP
discovery fails on the port.

e By default, LACP link aggregates created as aresult of the LACP discovery process are automatically
configured to use the tunnel protocol hashing algorithm.

Seethe“LLDP’ and “LACP’ sections of “Interaction with Other Features’ on page 15-21 for more
information.

SPB Discovery

After the LACP discovery phase has completed, the SPB discovery phase starts on the Automatic Fabric
ports. The main purpose of the SPB discovery phaseis to configure the switch with the ability to
participate in an SPB backbone configuration. In addition to discovering SPB adjacencies and configuring
UNP access ports, the following SPB elements are configured on the switch:

¢ BVLANSs4000-4003 are created and mapped to Equal Cost Tree (ECT) I1Ds 1-4, respectively.
e BVLAN 4000 will serve asthe control BVLAN on which 1SIS-SPB Hello packets are sent.
e Bridge priority is set to 0x8000.

During this phase, al the Automatic Fabric ports are treated as network ports (SPB interfaces) on which
the discovery of SPB adjacenciesis attempted. I at |east one SPB adjacency is established on the switch,
UNP access port configuration is attempted on ports or link aggregates that were not used to form SPB
adjacencies. Once configuration isfinalized and traffic is received on the UNP access ports, the access
port configuration is retained even if an adjacency goes down.

In addition to the following subsections, see the “ Shortest Path Bridging” section of “Interaction with
Other Features’ on page 15-21 for more information.

Dynamic Service Access Points (SAPs)

A SAPisalogical service entity that is configured on a switch to bind a service access port and traffic
received on that port to an SPB service ID. During Automatic Fabric discovery of SPB, ports may get

converted to UNP access ports. Thisis done because UNP supports dynamically creating SPB service
profiles and corresponding SAPs for traffic received on UNP access ports.

The UNP feature supports SPB service profiles. Thistype of profile triggers the dynamic creation of a
SAP when traffic received on a UNP access port is classified and assigned to that profile. A user-defined
SPB service profile specifies the following attributes that are used to dynamically create the SAP:
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e The VLAN tag combined with the local UNP access port specifies the encapsulation value for the
SAP. For example, “1/1/2:50" specifies that traffic received on access port 1/1/2 tagged with VLAN 50
is mapped to the SAP for encapsulation and tunneling through the SPB backbone.

¢ The SPB serviceinstance identifier (1-SID) and BVLAN ID specify the SPB service for the SAP that
will forward the encapsulated traffic through the SPB backbone.

See the “UNP Dynamic SAPs’ section of “Interaction with Other Features’ on page 15-21 for more
information.

System Default Profile

To further automate this process, UNP also supports dynamically creating a“ System Default” SPB service
profile for traffic received on UNP access ports that is not classified into a user-defined UNP service
profile. Thisis the case with traffic received on ports converted to UNP access ports during the SPB
discovery process. The attribute values that a“ System Default” service profile uses to dynamically create
aSAP are derived asfollows:

e TheVLAN tag valueis based on the Automatic Fabric setting for an SPB SAP profile. There are two
types of SPB SAP profiles available: single service and auto-VLAN.

— Thesingle service profileis used to create a SAP for untagged traffic received on a UNP access

port.

— Theauto-VLAN profileis used to create a SAP for each VLAN ID tag received on the UNP access
port.

e TheSPB I-SID and BVLAN ID value for the SAP is based on an internal calculation performed by the
switch.

In this scenario, traffic arrives on the UNP access port and triggers the switch to dynamically create a
“System Default” service profile. Then, based on the Automatic Fabric default SPB SAP profile setting
(single service or auto-VLAN), the traffic received is examined to define the SAP that is dynamically
created to bind the traffic to an SPB service. The SPB service associated with the dynamic SAPis
identified through the I-SID and BVLAN values derived.

Loopback Detection

A provider network with a set of multiple switches interconnected together can be logically viewed as a
large single switch. The large single switch provides service access points to customer networks.
Configuration faultsin customer networks can result in loops spanning both provider and customer
networks. This can result in broadcast storms. In order to protect a provider network from broadcast
storms, loops that involve SAP ports need to be detected and broken.

Loopback Detection (LBD) can detect and break loops created on SAP interfaces. For a SAP, the LBD
can be enabled for a specific port or link aggregate that is assigned to the SAP. LBD for SAPs alows
shutting down only the specific interface (port or link aggregate) of the link involved in the loop.

Automatic Fabric supports LBD on SAP interfaces. Dual-homed connections can be done through link
aggregate connections to two or more devices that are part of the same VC. If aswitch is connected to
multiple devices that are not part of the same VC, the port is converted to an access port and an LBD
protocol will be run on these ports.

The status of LBD is configurable through Automatic Fabric commands and applied to the dynamically
created SAPs resulting from SPB discovery and configuration.
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MVRP Discovery

MVRP s enabled globally after link aggregates are formed and SPB configuration exchange is completed
between peer devices.

Note. MV RP is supported only when the switch is operating in the flat Spanning Tree mode. If the switchis
running in the per-VLAN (1x1) mode when Automatic Fabric discovery is started for MV RP, the Spanning
Tree mode is automatically changed to the flat mode.

MV RP will operate and accept VLAN registrations on all Automatic Fabric ports and link aggregates
that are up. However, if LACP is stopped on a port for any reason, MV RP will not operate on that port.

If aport or link aggregate goes down, any MV RP configuration is removed from the port or link
aggregate.

MVRP is not enabled on ports that were configured as UNP access ports during the SPB discovery
process.

MV RP configuration learned through the Automatic Fabric process is not written to the switch
configuration file. This means that dynamically learned MVRP VLANS are not saved to the switch
configuration file. To retain these VLANS so that they are not lost when the switch reboots, manually
convert them to static VLANS.

All VLANs are eligible for MV RP registration, except for SPB BVLANS. There is no reason to share
BVLANSsthrough MVRP asthe BVLAN topology is already created through Automatic Fabric
discovery or manual configuration.

There are no default MVRP VLANS.

If no VLAN registrations are found when MV RP is enabled, then the port property isremoved and set
to its default state.

MVRP s not tied to a discovery window time period. The MV RP operation is continuous until the
administrator makes changes.

It isimportant to note that the global status of Automatic Fabric discovery for the MVRP protocol is
automatically changed when the following conditions occur:

When the switch boots up without a configuration file, Automatic Fabric enables MV RP discovery and
changes the Spanning Tree mode to the flat mode for the switch. The global setting for MV RP on the
switch is aso set to enabled.

When the switch boots up with an existing configuration file, Automatic Fabric globally disables

MV RP discovery by default. However, if the MVRP discovery setting was user-configured, that value
is retained and not automatically changed when the switch boots up. The Spanning Tree and MVRP
status for the switch is not changed.

See the “MVRP and Spanning Tree” section of “Interaction with Other Features’” on page 15-21 for more
information.
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IP Protocol Discovery

The Automatic Fabric discovery and configuration functionality is also extended to | P protocols.
However, the discovery and configuration process is not based on physical switch ports. Instead, existing
IP interfaces listen for protocol messages to discover if any neighbors are running OSPFv2, OSPFv3, IS
ISI1Pv4, or ISI1S IPv6. When aresponse from a neighboring switch is received for any of these protocols,
the automatic configuration of the protocoal istriggered on the local switch.

Although automatic I P configuration is triggered when Automatic Fabric starts, the |P discovery and
configuration process runsin parallel with the LACP, SPB, and MV RP discovery processes. However, if
an IP interface comes up as aresult of one of these other discovery processes, automatic I P configuration
istriggered on that interface.

Automatic I P runs only when an active | P interface exists on the switch, the interface is not aready
configured for the routing protocol, and discovery for Automatic Fabric | P protocols is enabled. Once an
IPinterface is created, the interface will listen for hello packets from the neighboring devices and
automatically configure the basic routing parameters based on the information received in the hello
packets.

The IP protocol configuration discovered and configured through this process is saved as part of the
Automatic Fabric configuration. For more information, see * Saving the Configuration Discovered by
Automatic Fabric” on page 15-15.

Note: Automatic IP discovery is designed for use in more simplistic networks. It is not recommended to
be used for complex networks such as those with multiple OSPF areas.

The following diagram illustrates the Automatic Fabric (AF) discovery and configuration process for the
OSPF and I S-S routing protocols:
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Figure 15-2 : 1P Protocol Discovery

Automatic IP Protocol Configuration
The following switch configuration requirements support the automatic | P protocol configuration process:
e At least one existing IP interface that does not aready have a protocol configuration.

e Automatic configuration for the IP protocols (OSPFv2, OSPFv3, |S-IS IPv4, IS-IS IPv6) is enabled
(the default). The automatic configuration status for these protocols is configured through an

Automatic Fabric CLI command (see “ Configuring the Discovery Status for Specific Protocols’ on
page 15-26).

e The Automatic Fabric feature is enabled for the switch (see“ Enabling or Disabling Automatic Fabric”
on page 15-25).
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e A neighbor is detected on at least one | P interface within a VRF instance.
The following events will trigger the automatic | P protocol configuration process on an P interface:

¢ When an IP interface comes up and Automatic Fabric is enabled for protocol PDUs received on the
interface.

e |f anlPinterfaceisaready up and Automatic Fabric is enabled for protocol PDUs received on the
interface.

The automatic I P protocol configuration process listens on active IP interfaces for protocol Hello packets
received from neighboring switches. Thisis done to detect and learn the network protocol configuration.

The following events will disable the automatic | P protocol configuration process:
e Automatic Fabric is globally disabled for the switch.

e Automatic configuration for a specific | P protocol is disabled.

¢ A switch reboots with no Automatic Fabric commands in the configuration file.
¢ A Hello packet isreceived on the IP interface.

If an IPinterfaceistoggled or arouting protocol is disabled and re-enabled, automatic configuration
resumes listening for Hello packets.

See “ Automatic Fabric Process for Automatic | P Configuration” on page 15-19 for general examples of
automatic IP protocol configuration.

Saving the Configuration Discovered by Automatic Fabric
The discovered configuration remains in switch memory until one of the following occurs:

¢ Thediscovered configuration is automatically saved to the switch configuration file after a
configurable amount of time. This automatic save functionality can be enabled or disabled.

e Theadministrator does awrite memory command to save the discovered configuration to the switch
configuration file.

If the discovered configuration is not saved to the switch configuration file, then the learned configuration
islost on the next switch reboot. However, when the switch boots up again without any saved
configuration, Automatic Fabric is automatically started again.

When the configuration is saved, the Automatic Fabric global and per-port settings are also saved. For
example, if Automatic Fabric is globally enabled for the switch, then the parameter for this setting is aso
saved to the switch configuration file. Then on the next switch reboot, Automatic Fabric is started again
even though thereis already an existing switch configuration file.

Consider the following when managing the discovered configuration:

e To stop the discovery process and retain what has been learned so far, use CLI commandsto disable
the global Automatic Fabric process. or specific options of the discovery process.

¢ Do not save the learned configuration to have the switch perform the Automatic Fabric discovery and
configuration each time the switch is rebooted.

e Manua configuration takes precedence over automatic discovery and configuration. For example,
when the automatic | P protocol configuration is removed from an I P interface, the interface becomes
eligible for automatic configuration again. However, if the IP protocol configuration was manually
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applied to the interface, the interface does not become eligible for automatic | P configuration when the
manual configuration is removed.

e The UNP SPB access port configuration resulting from the SPB discovery processis saved to the
configuration file unless traffic is active on the port.

For more information, see “ Saving the Discovered Configuration” on page 15-27.
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Automatic Fabric Discovery Examples

This section contains the following Automatic Fabric discovery examples:
e “Automatic Fabric Configured in the Network Core” on page 15-17.
e “Manual Configuration of the Network Core for LACP, SPB, and MVRP” on page 15-18.

e “Automatic Fabric Process for Automatic IP Configuration” on page 15-19.

Automatic Fabric Configured in the Network Core

In this example, the network core is manually configured to be in Automatic Fabric mode on a subset of
ports. When user enables the discovery window, auto discovery istriggered for discovery time window.

Virtual Chassisin core with
auto fabric enabled on a
T,

subset of ports.

VC-VFL N

Figure 15-3 : Automatic Fabricin the Core

1 0S6900 with no configuration file, Automatic Fabric enabled by default. The switch has multiple
connections to the core (which has Automatic Fabric enabled on the connected ports).

2 LLDP exchanges port properties and automatically discovers LACP ports.

3 LACPwith the same admin key is exchanged. Multiple ports with the same admin key are detected and
alink aggregate is formed and configured on both the core and edge switches.

4 After the LACP discovery window expires, the SPB discovery starts. SPB BVLANSs and control
BVLANSs are exchanged and adjacencies are saved.

5 MVRP control frames are exchanged for al non-BVLANSs. VLANS received through MVRP frames
are associated with the ports on which MV RP frames are received.

6 Theautomatically discovered configuration remainsin switch memory on the OS6900 as well as on
the core switches, but a manual write memory command must be entered to make it permanent in the
vcboot.cfg file and saved across switch rebootsif the auto-fabric config-save admin-stateis not enabled.
Ports which already have a configuration are not eligible for automatic discovery on the next reboot.
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m?agal Configuration of the Network Core for LACP, SPB, and

In this example, the network coreis not configured for Automatic Fabric. The LACP, SPB, and MVRP
protocols have been manually configured on the core.

Virtual Chassisin core with
LACP, SPB, and MVRP
protocols manually | \

configured. VC - VEL -

Figure 15-4 : No Automatic Fabricin the Core

1 0S6900 with no configuration file, Automatic Fabric is enabled by default. The switch has multiple
connections to the core and the core has LACP, MVRP, and SPB manually configured, no Automatic
Fabric is enabled on the core switches.

2 LLDP runson the edge switch, the core may or may not have LLDP enabled.

3 LACPismanually configured on the core and sends LACP frames to the OS6900. The OS6900 honors
the LACP frames since it is running Automatic Fabric and forms alink aggregate of ports with the same
admin key. There could be multiple or single link aggregate groups based on the admin key advertised.

4 After the LACP discovery window expires, the SPB discovery starts. SPB BVLANSs and control
BVLANSs are exchanged and adjacencies are saved.

5 MVRP control frames are exchanged for al non-BVLANSs. VLANSs received through MV RP frames
are associated with the ports on which MV RP frames are received.

6 Theautomatically discovered configuration remains in switch memory on the OS6900, but a manual
write memory command must be entered to make it permanent in the vcboot.cfg file and saved across
switch reboots if the auto-fabric config-save admin-state is not enabled. Ports which already have a
configuration are not eligible for automatic discovery on the next reboot.

OmniSwitch AOS Release 8 Switch Management Guide  July 2020 page 15-18



Configuring Automatic Fabric Automatic Fabric Discovery Examples

Automatic Fabric Process for Automatic IP Configuration

When an IPinterface is automatically configured for OSPF or | SIS routing, the interface initially operates
in passive mode. This means that the interface listens for Hello PDUs from neighbor switches to detect
and configure OSPF neighbors or 1S-1S adjacencies. The interface does not initially transmit Hello PDUs.

Automatic OSPF Configuration

OSPF neighbors are detected through Hello packets received from neighbor switches. From these packets,
the AreaID, Hello interval, and Dead interval values are learned and used to configure the OSPF
interface. Both OSPFv2 and OSPFv3 learn areas and neighborsin asimilar way.

The following scenarios are general examples of the automatic IP configuration process for the OSPF
protocol.

Two Automatic Configuration Routers

¢ Both routerslisten for Hello packets.

¢ Since neither router sends Hello packets in this scenario, no neighbors are learned.
One Configured Router and One Automatic Configuration Router

¢ The configured router sends the default Hello packets.

e Theautomatic configuration router receives the Hello packets and sends Hello packets with the learned
information.

¢ The configured router receives Hello packets from the automatic configuration router and both routers
become neighbors.

e Theinterface and areainformation is synchronized on the automatic configuration router.

Automatic IS-IS Configuration

The IS1S automatic configuration processis similar to the OSPF process in that adjacencies are learned
from Hello packets received from neighbor switches. In addition, the following items apply specificaly to
the building of 1S-1S adjacencies:

e AnArealD of 0.0.0.0is used to help learn L2 adjacencies.
e Areasandlevel (L1, L2, L1L2) arelearned from the received Hellos.

e TheHellotime, Hello interval, and multiplier values are not learned from the received Hello packets.
Instead, the automatic configuration process uses the default 1S-1S holding time (27 seconds for non-
DIS and 9 seconds for DIS) to derive the needed values.

Both IS-ISIPv4 and SIS IPv6 learn areas and neighborsin asimilar way.

The following scenarios are general examples of the automatic I1P configuration process for the OSPF
protocol.

Two Automatic Configuration Routers

e Both routerslisten for IS-IS Hello packets.

e Since neither router sends |S-1S Hello packetsin this scenario, no neighbors are learned.
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One Configured Level 1 Router and One Automatic Configuration Router

e The configured router transmits default Level 1 1S-1S Hello packets.

¢ Theautomatic configuration router receives | S-IS Hello packets and sends | S-1S Hello packets with the
learned information.

¢ The configured router receivesthe |S-1S Hello packets and the routers become Level 1 adjacent.

e Theinterface, area, and level information is retained on the automatic configuration router.
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Interaction with Other Features

This section contains important information about how other OmniSwitch features interact with the
Automatic Fabric feature. Refer to the specific chapter for each feature to get more detailed information
about how to configure and use the feature.

System

When the Automatic Fabric feature is enabled there may be periodic changes to the switch configuration.
Thiswill cause the Running Configuration to display as“NOT SYNCHRONIZED” even after manually
synchronizing CMMs.

LLDP

e The802.1AB Link Layer Discovery Protocol (LLDP) has been enhanced to detect peer device ports
connected on boot up using aproprietary TLV and LLDP PDU exchanges. LLDP discovery will help
to detect a set of ports connected to a neighbor device so that a link aggregation can be formed on the
detected set of portsif LACP negotiation succeeds.

e |f aportisbrought up after Automatic Fabric has run and Automatic Fabric is enabled on that port,
LLDP exchanges are used to determine if the port is connected to the same device so that the already
connected port and subsegquent new ports can form an aggregate.

LACP

An Automatic Fabric discovery switch will be able to learn and configure Link Aggregation Control
Protocol (LACP) link aggregates from any 802.3AD compliant and already configured switch.

e |f an LACP frameis received on a non-aggregate port that has Automatic Fabric enabled, the
Automatic Fabric discovery window is started provided there are no SPB adjacencies and no MVRP
registrations on the port.

e |f aneighbor device is manually configured for LACP with lesser ports than the number of connected
ports between devices, then the rest of the portsin an automatic discovery enabled device will join/
form aback up LACP configuration.

During the LACP discovery and configuration process, the following scenarios are handled:

e Neighbor isalready configured with LACP—Linkagg will detect LACP PDUs on the ports and map
them to different neighbor devices based on admin key, system ID and priority received in the PDUs.
This allows an Automatic Fabric enabled port to join an aready formed aggregate or a new aggregate
ID.

¢ Neighbor deviceisalso booting up with this device (max aggr egate size not exceeded)—If there
are fewer ports than the maximum possible size of an aggregate then all ports are chosen and an
aggregateis formed.

¢ Neighbor deviceisalso booting up with this device (max aggr egate size exceeded)—Connecting
more ports than is supported for alink aggregate is not supported. The number of physical connections
should not be greater than the maximum number of link aggregate ports supported for the Omni Switch.

e Deviceisalready up and new port comes up—In this case the device might aready have a port/
aggregate which is connected to the same neighbor device, then the port joins the aggregate which is
already formed or both ports will form a new aggregate.
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Upon writing the automatically discovered configuration to the configuration file and rebooting, the
automatically discovered link aggregate will become a manually configured link aggregate.

MVRP and Spanning Tree

The Spanning Tree (STP) mode for the switch is automatically changed based on the sequence of
configuration steps taken to globally enable or disable Automatic Fabric (AF) and the AF Multiple VLAN
Registration Protocol (MV RP) discovery process.

¢ The following table shows the change made to the AF MV RP status and the Spanning Tree (STP)
mode when the global AF status is changed through the auto-fabric admin-state command:

Current Satus’Mode Global AF After Global AF Satus Change
Command Option
AF MVRP Satus| STP Mode (Enable/Disable) |AFMVRP Satus | STP Mode
Disabled X X Disabled No change
Enabled Flat Enable Enabled No change
Enabled Per-VLAN Enable Disabledwitha |No change
warning.
Enabled Flat Disable Enabled but does | Changed to per-
not apply dueto | VLAN if the STP
the change of the | mode was set to the
global AF status | flat mode by AF. An
to disabled. SNMP trap is sent
and awarning logged
when STP modeis
changed.
Enabled Per-VLAN Disable No change No change

¢ Thefollowing table shows the change made to the AF MV RP discovery status and the STP mode when
the AF MVRP discovery status is changed through the auto-fabric protocols command:

Current Satus’Mode

MVRP AF
Command Option

After MVRP AF Satus Change

AF Global Satus| STP Mode (Enable/Disable) |AF MVRP Satus |STP Mode
Enabled Flat Enable Enabled No change
Enabled Per-VLAN Enable Enabled, if not Flat

aready enabled. An
SNMP trap is sent
and awarning
logged when STP
mode is changed to
flat mode.
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Current SatusMode MVRP AF After MVRP AF Satus Change
Command Option

AF Global Satus| STP Mode (Enable/Disable) |AF MVRP Satus |STP Mode

Enabled Flat Disable Disabled, if not Changed to Per-
already disabled. |VLAN if the STP
An SNMPtrapis | modewas set to flat
sent and awarning | mode by AF.
logged when STP
mode is changed to
per-VLAN mode.

Enabled Per-VLAN Disable Disabled No change

Disabled X X SameasAFMVRP | No change
command option.

Shortest Path Bridging

e |f there are any BVLANs manually configured that are not in the range of 4000-4003, Shortest Path
Bridging (SPB) discovery will not run.

e |f thereare any standard VLAN IDs configured in the 4000-4003 range, SPB discovery will not run.

Note. In previous releases, Automatic Fabric created 16 BVLANSs during the SPB discovery phase. The
current implementation creates 4 BVLANSs. When upgrading from a previous release or using an SPB
network with some switches running the current rel ease and others running a previous release, pruning
unused BVLANSs is recommended to improve SPB scalability and convergence time. Refer to the
“Configuring Shortest Path Bridging” chapter in the OmniSwitch AOS Release 8 Network Configuration
Guide for more information.

e SPB automatic discovery occurs after Virtual Chassis setup and LACP discovery.

e All ports or Automatic Fabric link aggregates will be considered SPB network ports. An SPB network
port can be asingle port or alink aggregate of ports. IS-IS1IH (Hello) PDUs will be sent out on all
ports to discover SPB-aware devices. SPB will not operate if LACP aborts discovery for any reason.

e At the end of the SPB discovery period, all portsthat do not have adjacencies will no longer be
considered network (backbone facing) ports and will not be used by 1SIS-SPB or become members of
the default BVLAN IDs created by Automatic Fabric.

e When aport that is enabled for automatic discovery hasitsfirst link up event or anew link aggregateis
formed, SPB will attempt to form an adjacency. If no adjacency is found after four Hello time periods,
the port will not be treated as an SPB backbone port, unless manually configured.

e |f at least one SPB adjacency isformed on the switch, an attempt will be made to convert ports that are
not part of the adjacency to UNP access ports.

Virtual Chassis
e Automatic Fabric cannot be used to create a VFL for aVirtua Chassis.

e Automatic Fabric will only run after the Virtual Chassis setup is complete.
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VRF

e Automatic I P protocol configuration is supported and will start in any max profile VRFs. Up to 64 max
profiles are allowed.

e Automatic IP protocol configuration is not supported in low profile VRFs. Thisis due to the fact that
low profiles do not support any routing protocols.

UNP Dynamic SAPs

* A Service Access Point (SAP) isdynamically created for ports that are automatically converted to
UNP access ports through the SPB discovery and configuration process.

e The SAP associated with the first port that joins alink aggregate is applied to the link aggregate.

¢ When an Automatic Fabric port is converted to a UNP access port and the discovered configuration is
saved, the access port configuration is not written to the boot file unless traffic is detected on that port.

e Access port configuration is reverted and the entire discovery cycle will be attempted again if any of
the following events occur:
— An Automatic Fabric LACP discovery LLDP TLV isreceived.
— A synchronization LLDP TLV isreceived.
— A port flap is observed and the UNP access port has not received any traffic on the port.

¢ Removing the UNP dynamic SAP configuration from a UNP access port, moves the port into a default
state. In other words, the port becomes eligible to participate again in the Automatic Fabric process.
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Configuring Automatic Fabric

This section describes commands to configure the Automatic Fabric capability on an OmniSwitch.
e “Enabling or Disabling Automatic Fabric” on page 15-25

e “Configuring the Discovery Status for Specific Protocols’ on page 15-26

e “Configuring the Discovery Interval” on page 15-26

e “Manually Starting the Discovery Process’ on page 15-27

e “Saving the Discovered Configuration” on page 15-27

e “Configuring the Default SPB SAP profile’ on page 15-28

Enabling or Disabling Automatic Fabric
Automatic Fabric is enabled globally for the switch when any of the following events occur:
¢ The switch boots up with no configuration file or the configuration file sizeis zero.
¢ The switch boots up with an existing configuration file that has the following Automatic Fabric entry:

-> show configuration snapshot auto-fabric
! Dynamic auto-fabric:
auto-fabric admin-state enable

e Theauto-fabric admin-state command is used with the enable parameter option while the switchis
up and running. For example:

-> auto-fabric admin-state enable

Automatic Fabric is also enabled on a per port basis using the auto-fabric admin-state command with the
interface parameter. For example:

-> auto-fabric interface 1/1 admin-state enable

It isimportant to note that the port level setting for Automatic Fabric overrides the global switch setting.
For example, if Automatic Fabric is globally enabled for the switch but disabled on port 1/2, Automatic
Fabric does not activate automatic discovery on that port.

To disable Automatic Fabric globally or on a per-port basis, use the auto-fabric admin-state command
with the disable parameter option. For example:

-> auto-fabric interface 1/1 admin-state disable
-> auto-fabric admin-state disable

When Automatic Fabric is globally disabled for the switch, the following configuration settings are
removed unless they were previoudy saved to the switch configuration file:

e Spanning Treeis set back to the default 1x1 mode. This only occurs if there are no VLAN registrations
on any port or link aggregate.

e SPBisglobally disabled, which removes BV LANSs 4000-4003 and administratively disables SPB. This
only occursif there are no SPB adjacencies formed on any ports or link aggregates.
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e Automatic Fabric strops trying to learn | P routing protocols and neighbors on interfaces not aready
configured with arouting protocol. The configuration for IP interfaces on which routing protocols were
previously discovered is not removed.

Use the show auto-fabric config command and the show auto-fabric config interface command to
verify the Automatic Fabric status for the switch and switch ports.

Configuring the Discovery Status for Specific Protocols

Discovery for the LACP, SPB, and MV RP protocols can be enabled or disabled globally or on a per-port
basis. For the IP routing protocols (OSPFv2, OSPFv3, and | S-1S), the discovery statusis set on a global
basis and is used to specify which I P protocols the switch will attempt to detect and configure on active IP
interfaces.

When the Automatic Fabric discovery window is started, only those protocols that are enabled for
discovery are processed. By default, the discovery status for all the Automatic Fabric protocols, except
MVRP, is enabled. MV RP is disabled by default.

To globally enable or disable protocol discovery, use the auto-fabric protocols command. For example:

-> auto-fabric protocols lacp admin-state disable

-> auto-fabric protocols mvrp admin-state enable

-> auto-fabric protocols ip ospfv2 admin-state enable
-> auto-fabric protocols ip ospfv3 admin-state disable
-> auto-fabric protocols ip isis admin-state disable

In this example, discovery is only attempted for MVRP and OSPFv2. Discovery for LACP, OSPFv3, and
IS-1Sisdisabled.

To enable or disable protocol discovery on a specific port, use the auto-fabric protocols command with
the interface parameter. For example:

-> auto-fabric protocols spb interface 1/3 admin-state disable
-> auto-fabric protocols lacp interface 1/10-15 admin-state disabled

It isimportant to note that the port level setting for Automatic Fabric discovery overrides the global switch
setting. For example, if discovery isglobally enabled for SPB but disabled on port 1/2, Automatic Fabric
will not include that port in the discovery window for SPB.

The auto-fabric protocols command is also used to enable or disable loopback detection. For example:

-> auto-fabric protocols loopback-detection admin-state disable

When enabled, Loopback Detection is activated on UNP SPB access ports that are bound to a SAP.

Configuring the Discovery Interval

When Automatic Fabric is enabled for the switch, the discovery interval time specifies how often the
switch will automatically start the Automatic Fabric discovery process. For example, if thisvalueis set to
30 minutes, every 30 minutes the switch will start the discovery process.

Setting the discovery interval value to atime that is more than twice the value of the switch MAC address
aging time is recommended. For example, if the MAC address aging time is set to 5 minutes, set the
discovery interval timeto 11 minutes. Otherwise, inactive MAC addresses may not have aged out on
Automatic Fabric ports by the next discovery interval start time.
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By default, the discovery interval timer is set to zero, which means the timer is disabled. However, when a
switch boots up without a configuration file, discovery is automatically started for aone time, initial run
even when the interval timer is disabled.

To change the discovery interval time, use the use the auto-fabric discovery-interval command. For
example:

-> auto-fabric discovery-interval 60

In this example, the timer value is changed to 60 minutes. So every 60 minutes the switch will
automatically start discovery for the Automatic Fabric protocols.

Manually Starting the Discovery Process

It is possible to manually start the Automatic Fabric Discovery process at any time after the switch boots
up and thereis no active discovery process (the discovery window is closed). To manually start the
discovery process, use the auto-fabric discovery start command. For example:

-> auto-fabric discovery start

Saving the Discovered Configuration

The LACP, SPB, MVRP, and IP protocols configuration can be saved to the switch configuration file. For
MVRP, only the CLI configuration is saved. MVRP VLANs must be converted to static VLANSsto be
saved.

The discovered configuration remains in switch memory until one of the following occurs:

e Theadministrator does awrite memory command to save the discovered configuration to the switch
configuration file.

¢ Thediscovered configuration is automatically saved to the switch configuration file after a
configurable amount of time. This automatic save functionality can be enabled or disabled.

By default the automatic save function is disabled. Use the auto-fabric config-save admin-state
command to enable automatically saving the discovered configuration to the switch configuration file. For
example:

-> auto-fabric config-save admin-state enable

Once this capability is enabled, the switch will save the discovered configuration every 300 seconds (the
default). To change thistime interval, use the auto-fabric config-save interval command. For example,
the following command configures the switch to save the discovered configuration to the switch
configuration file every 600 seconds:

-> auto-fabric config-save interval 600

If the discovered configuration is not saved to the switch configuration file, the discovered configurationis
lost on the next switch reboot.
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Configuring the Default SPB SAP profile

The default SAP profile can be configured for the switch or for a specific port or range of ports. There are
two options for this type of profile: automatic VLAN (the default) or single service.

When this option is set to automatic VLAN, a SAP is automatically created for each VLAN tag received
on the port. The automatic VLAN profile is recommended for tagged traffic. The single service profileis
recommended for untagged traffic.

To change the global default SAP profile setting for the switch, use the auto-fabric protocols spb
default-profile command. For example:

-> auto-fabric protocols spb default-profile single-service
-> auto-fabric protocols spb default-profile auto-vlan

To set the default SAP profile for a specific port or range of ports on the switch, use the auto-fabric
protocols spb set-profile command. For example:

-> auto-fabric protocols spb set-profile single-service interface 1/1/1
-> auto-fabric protocols spb set-profile auto-vlan interface 1/2/1-4

Note. The SAP profile configured for the port or range of portswill over ride the default SAP profile
configured for the switch. By default the SAP profileis “auto-vlian”.
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Displaying the Automatic Fabric Configuration

Y ou can use the following Command Line Interface (CLI) show commands to display the current
configuration and status of the Automatic Fabric feature:

show auto-fabric config

Displays detail s about the globally configured and operational

parameters.

show auto-fabric config interface Displaysthe Automatic Fabric port configuration applied on

interfaces.

In addition to the show auto-fabric commands, the show vlan and show linkagg commands indicate in
the display output which VLANSs and link aggregates were created through the Automatic Fabric
discovery process. For example:

-> show
vlan

4000
4001
4002
4003
4004
4005
4006
4007
4008
4009
4010
4011
4012
4013
4014
4015
4094

vlan

type

dmin oper ip
_____ e m e
Ena Ena Ena
Ena Dis Dis
Ena Dis Dis
Ena Dis Dis
Ena Dis Dis
Ena Dis Dis
Ena Dis Dis
Ena Dis Dis
Ena Dis Dis
Ena Dis Dis
Ena Dis Dis
Ena Dis Dis
Ena Dis Dis
Ena Dis Dis
Ena Dis Dis
Ena Dis Dis
Ena Dis Dis
Ena Dis Dis

-> show configuration snapshot linkagg
! Link Aggregate:
agg 125 size 8 hash tunnel-protocol admin-state enable
agg 125 name "Created by Auto-Fabric on Fri Jul 15 01:02:44 2016

linkagg
linkagg
linkagg
linkagg
linkagg
linkagg
linkagg

lacp
lacp

lacp
lacp
lacp
lacp
lacp

agg 125 actor admin-key 65535
1/3/7 actor admin-key 65535
1/3/8 actor admin-key 65535

port
port
port
port

1/3/11 actor admin-key 65535
1/3/12 actor admin-key 65535

RCFG VLAN
AutoFabric
AutoFabric
AutoFabric
AutoFabric
AutoFabric
AutoFabric
AutoFabric
AutoFabric
AutoFabric
AutoFabric
AutoFabric
AutoFabric
AutoFabric
AutoFabric
AutoFabric
AutoFabric
VCM IPC

7/6/2016
7/6/2016
7/6/2016
7/6/2016
7/6/2016
7/6/2016
7/6/2016
7/6/2016
7/6/2016
7/6/2016
7/6/2016
7/6/2016
7/6/2016
7/6/2016
7/6/2016
7/6/2016

09:
09:
09:
09:
09:
09:
09:
09:
09:
09:
09:
09:
09:
09:
09:
09:

19:
19:
19:
19:
19:
19:
19:
19:
19:
19:
19:
19:
19:
19:
19:
19:

03
03
03
03
03
03
03
03
03
03
03
03
03
03
03
03

For more information about the output details that result from these commands, see the OmniSwitch AOS
Release 8 CLI Reference Guide.
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Network Time Protocol (NTP) is used to synchronize the time of a computer client or server to another
server or reference time source, such as aradio or satellite receiver. It provides client time accuracies
within amillisecond on LANS, and up to afew tens of milliseconds on WANS relative to aprimary server
synchronized to Universal Coordinated Time (UTC) (viaa Global Positioning Service receiver, for
example).

In This Chapter

This chapter describes the basic components of the Omni Switch implementation of Network Time
Protocol and how to configure it through Command Line Interface (CLI1). CLI commands are used in the
configuration examples; for more details about the syntax of commands, see the OmniSwitch AOS Release
8 CLI Reference Guide.

Configuration procedures described in this chapter include:

e Enabling the NTP client and selecting the NTP mode. See “ Configuring the OmniSwitch as a Client”
on page 16-9.

e Selecting an NTP server for the NTP client and modifying settings for communicating with the server.
See“NTP Servers’ on page 16-10.

e Enabling authentication in NTP negotiations. See “Using Authentication” on page 16-12.

NTP Defaults Table

The following table shows the default settings of the configurable NTP parameters:

NTP Defaults
Parameter Description Command Default Value/Comments
Specifiesan NTP server from which ntp server version: 4
this switch will receive updates minpoll: 6
maxpoll: 10
prefer: no
key: 0
burst: no burst
iburst: no iburst
Used to activate client ntp client disabled
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Parameter Description Command Default Value/Comments
Used to activate NTP client ntp broadcast-client disabled

broadcast mode

Used to set the advertised broadcast ntp broadcast-delay 4000 microseconds

delay, in microseconds
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NTP Quick Steps

The following steps are designed to show the user the necessary commands to set up NTP on an

OmniSwitch:

1 Designate an NTP server for the switch using the ntp server command. The NTP server provides the
switch with its NTP time information. For example:

-> ntp server 198.206.181.139

NTP server configuration can also be done with hostname/FQDN. For example:

-> ntp server clock3.ovcirrus.com

2 Activate the client side of NTP on the switch using the ntp client command. For example:

-> ntp client admin-state enable

3 You can check the server status using the show ntp server status command, as shown:

-> show ntp server status
clock3.ovcirrus.com [123.108.200.124]7,

IP address

Host mode

Peer mode

Prefer

Version

Key

Stratum

Minpoll

Maxpoll

Poll

when

Delay

Offset

Dispersion

Root distance
Precision
Reference IP
Status

Uptime count
Reachability
Unreachable count
Stats reset count
Packets sent
Packets received
Duplicate packets
Bogus origin

Bad authentication
Bad dispersion

client,

server,

no,

4,

0,

2,

6 (64 seconds),

10 (1024 seconds),
1024 seconds,

283 seconds,

0.016 seconds,
-180.232 seconds,
7.945 seconds
0.026,

-14,
209.81.9.7,
configured
1742 seconds,
1,

0,

1680 seconds,

reachable

rejected,

4 You can check thelist of servers associated with this client using the show ntp client server-list

command, as shown:;

-> show ntp client server-list

Legends: + active peer, - passive peer, = client, * current system peer,
* broadcast server, ' broadcast client
Mode IP Address Ver Key St when poll reach Delay Offset Disp
———————————————————— e it e R e e e T T
* 198.206.181.70 4 0 2 895 1024 377 0.167 0.323 0.016
= 198.206.181.123 4 0 16 591 1024 377 0.000  0.000 0.000
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5 You can check the client configuration using the show ntp status command, as shown:

-> show ntp status

Current time: Mon, Jan 21 2019 7:31:04.685 (UTC),
Last NTP update: Mon, Jan 21 2019 7:30:10.160 (UTC),
Server reference: 10.10.10.10,

Client mode: enabled,

Broadcast client mode: disabled,

Broadcast delay (microseconds): 4000,

Stratum: 4,

Maximum Associations Allowed: 32,

Authentication: enabled,

VRF Name: default
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NTP Overview

Network Time Protocol (NTP) is used to synchronize the time of a computer client or server to another
server or reference time source, such as aradio or satellite receiver. It provides client time accuracies
within amillisecond on LANSs, and up to afew tens of milliseconds on WANS relative to aprimary server
synchronized to Universal Coordinated Time (UTC) (viaa Global Positioning Service receiver, for
example). Typical NTP configurations utilize multiple redundant servers and diverse network pathsin
order to achieve high accuracy and reliability. Some configurations include cryptographic authentication
to prevent accidental or malicious protocol attacks.

It isimportant for networks to maintain accurate time synchronization between network nodes. The
standard timescal e used by most nations of the world is based on a combination of UTC (representing the
Earth’ srotation about its axis), and the Gregorian Calendar (representing the Earth’ s rotation about the
Sun). The UTC timescale is disciplined with respect to International Atomic Time (TAI) by inserting leap
seconds at intervals of about 18 months. UTC time is disseminated by various means, including radio and
satellite navigation systems, tel ephone modems, and portable clocks.

Special purpose receivers are available for many time-dissemination services, including the Global
Position System (GPS) and other services operated by various national governments. For reasons of cost
and convenience, it is not possible to equip every computer with one of these receivers. However, it is
possible to equip some computers with these clocks, which then act as primary time servers to synchronize
amuch larger number of secondary servers and clients connected by a common network. In order to do
this, a distributed network clock synchronization protocol is required which can read a server clock,
transmit the reading to one or more clients, and adjust each client clock as required. Protocols that do this
include NTP.
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Stratum

Stratum is the term used to define the relative proximity of anodein a network to atime source (such asa
radio clock). Stratum 1 is the server connected to the time source itself. (In most cases the time source and
the stratum 1 server are in the same physical location.) An NTP client or server connected to a stratum 1
source would be stratum 2. A client or server connected to a stratum 2 machine would be stratum 3, and so
on, as demonstrated in the diagram below:

C

UTC Time Source Stratum 1 Stratum 2 Stratum 3

Figure 16-1: Stratum

The farther away from stratum 1 adeviceis, the more likely there will be discrepancies or errorsin the
time adjustments done by NTP. A list of stratum 1 and 2 sources available to the public can be found on
the Internet.

Note. It is not required that NTP be connected to an officially recognized time source (for example, aradio
clock). NTP can use any time source to synchronize time in the network.

Using NTP in a Network

NTP operates on the premise that there is one true standard time (defined by UTC), and that if several
servers claiming synchronization to the standard time are in disagreement, then one or more of them must
be out of synchronization or not functioning correctly. The stratum gradiation is used to qualify the
accuracy of atime source along with other factors, such as advertised precision and the length of the
network path between connections. NTP operates with abasic distrust of time information sent from other
network entities, and is most effective when multiple NTP time sources are integrated together for checks
and crosschecks. To achieve this end, there are several modes of operation that an NTP entity can use
when synchronizing time in a network. These modes help predict how the entity behaves when requesting
or sending time information, listed below:

e A switch can beaclient of an NTP server (usually of alower stratum), receiving time information
from the server but not passing it on to other switches.

e A switch can be aclient of an NTP server, and in turn be a server to another switch or switches.

e A switch (regardless of its status as either aclient or server) must be peered with another switch.
Peering allows NTP entities in the network of the same stratum to regard each other as reliable sources
of time and exchange time information.

e The OmniSwitch by default will act as an NTP server and be able to respond to NTP client requests,
and establish aclient or server peering relationship. The OmniSwitch NTP server functionality allows
the Omni Switch to establish an active peering relationship with another server, enable broadcast server
functionality, disable agiven IP for NTP and employ MD5 authentication or SHA 1 authentication for
clients and active peers.
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Examples of these are shown in the simple network diagram below:

UTC Time Source

Stratum 1
NTP )
Servers T = = =
Stratum 2
NTP
Server/Clients (¢~
Stratum 3
NTP =
Clients |

Figure16-2: Using NTP in a Network

Servers laand 1b receive time information from, or synchronize with, a UTC time source such asaradio
clock. (In most cases, these servers would not be connected to the same UTC source, though it is shown
thisway for simplicity.) Servers 1laand 1b become stratum 1 NTP servers and are peered with each other,
allowing them to check UTC time information against each other. These machines support machines 2a
and 2b as clients, and these clients are synchronized to the higher stratum servers laand 1b.

Clients 2aand 2b are also peered with each other for time checks, and become stratum 2 NTP servers for
more clients (3a and 3b, which are also peered). In this hierarchy, the stratum 1 servers synchronize to the
most accurate time source available, then check the time information with peers at the same stratum. The
stratum 2 machines synchronize to the stratum 1 servers, but do not send time information to the stratum 1
machines. Machines 2a and 2b in turn provide time information to the stratum 3 machines. It is important
to consider the issue of robustness when selecting sources for time synchronization.

It is suggested that at |east three sources should be available, and at |east one should be “close” to you in
terms of network topology. It is aso suggested that each NTP client is peered with at |east three other
same stratum clients, so that time information crosschecking is performed.

When planning your network, it is helpful to use the following genera rules:

e |tisusudly not agood ideato synchronize alocal time server with a peer (in other words, a server at
the same stratum), unless the latter is receiving time updates from a source that has alower stratum
than from where the former is receiving time updates. This minimizes common points of failure.
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e Peer associations should only be configured between servers at the same stratum level. Higher Strata
should configure lower Strata, not the reverse.

¢ |tisinadvisableto configuretime serversin adomain to asingle time source. Doing so invites
common points of failure.

Note. NTP does not support year date values greater than 2035 (the reasons are documented in RFC 1305 in
the data format section). This should not be a problem (until the year 2035) as setting the date thisfar in
advance runs counter to the administrative intention of running NTP.

Authentication

NTPis designed to use MD5 and SHA 1 encryption authentication to prevent outside influence upon NTP
timestamp information. Thisis done by using akey file. The key fileisloaded into the switch memory,
and consists of atext file that lists key identifiers that correspond to particular NTP entities.

If authentication is enabled on an NTP switch, any NTP message sent to the switch must contain the
correct key 1D in the message packet to use in decryption. Likewise, any message sent from the
authentication enabled switch will not be readable unless the receiving NTP entity possesses the correct

key ID.
Thekey fileisatext (.txt) file that contains alist of keysthat are used to authenticate NTP servers.

Key files are created by a system administrator independent of the NTP protocol, and then placed in the
switch memory when the switch boots. An example of akey file is shown below:

2 M RIrop8KPPvVQvYotM # md5 key as an ASCII random string
14 M sundial # md5 key as an ASCII string

4 SHA1l 33ba92508c0f£d90ddle87310e04fd32c48ed2dcd # SHALl key

5 SHAl a787609efdeac26766810e7b507934e6d9da78e4 # SHAL key

6 SHA1l 90b4043bd301ddbf2b375£4574075ba469e690e9 # SHAl key

In akey file, thefirst token isthe key number ID, the second is the key format, and the third is the key
itself. (The text following a“#” is not counted as part of the key, and is used merely for description.) The
key IDs 2 and 14 indicates an MD5 key written asa 1 to 31 character ASCI| string with each character
standing for akey octet.

The key file (with identical MD5 keys) must be located on both the local NTP client and the client’s
server.

Thekey IDs 4, 5, and 6 indicates SHA1 keys.

The OmniSwitch establishes which key pair it is using for authentication by specifying akey ID for each
NTP server configured.

For configuration information see “Using Authentication” on page 16-12.
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Configuring NTP

The following sections detail the various commands used to configure and view the NTP client softwarein
an Omni Switch.

Configuring the OmniSwitch as a Client

The NTP software is disabled on the switch by default. To activate the switch as an NTP client, enter the
ntp client command as shown:

-> ntp client admin-status enable

This sets the switch to act as an NTP client in the passive mode, meaning the client will receive updates
from adesignated NTP server.

To disable the NTP software, enter the ntp client command as shown:

-> ntp client admin-status disable

Note. NTP client will not synchronize with an unsynchronized NTP server (Stratum 16).

Setting the Client to Broadcast Mode

It is possible to configure an NTP client to operate in the broadcast mode. Broadcast mode specifies that a
client switch listens on al interfaces for server broadcast timestamp information. It uses these messages to
update itstime.

To set an OmniSwitch to operate in the broadcast mode, enter the ntp broadcast-client command as
shown:

-> ntp broadcast-client enable

A client in the broadcast mode does not need to have a specified server.

Setting the Broadcast Delay

When set to the broadcast mode, a client needs to advertise a broadcast delay. The broadcast modeis
intended for operation on networks with numerous workstations and where the highest accuracy is not
required. In atypical scenario, one or more time servers on the network, broadcast NTP messages, which
arereceived by NTP hosts. The correct time is determined from an NTP message based on a pre-
configured latency or broadcast delay in the order of afew milliseconds.

To set the broadcast delay, enter the ntp broadcast-delay command as shown:

-> ntp broadcast-delay 1000
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NTP Servers

An NTP client needsto receive NTP updates from an NTP server. Each client must have at least one
server with which it synchronizes (unlessit is operating in broadcast mode). There are also adjustable
server options.

Designating an NTP Server

To configure an NTP client to receive updates from an NTP server, enter the ntp server command with
the server |P address or domain name, as shown:

-> ntp server 1.1.1.1
or
-> ntp server 0.pool.ntp.org

It is possible to remove an NTP server from the list of servers from which a client synchronizes. To do
this, enter the ntp server command with the no prefix, as shown:

-> no ntp server 1.1.1.1

Setting the Minimum Poll Time

The minimum poll time isthe number of seconds that the switch waits before requesting atime
synchronization from the NTP server. This number is determined by raising 2 to the power of the number
entered using the ntp server command with the server |P address (or domain name) and the minpoll
keyword. The minimum poll interval defaultsto 6 (64 s), but can be decreased by the minpoll optionto a
lower limit of 3 (8 s) and an upper limit of 17 (36.4h).

For example, to set the minimum poll time to 128 seconds, enter the following:
-> ntp server 1.1.1.1 minpoll 7

This would set the minimum poll time to 2 = 128 seconds.

Setting the Maximum Poll Time

The maximum poll specifies the maximum polling interval for NTP messages, in seconds. This number is
determined by raising 2 to the power of the number entered. The maximum poll interval defaultsto 10
(1,024 s), but can be increased by the maxpoll option to an upper limit of 17 (36.4 h) and alower limit of 3
(8 ). The maxpoll must not be less than the minpoll value.

For example, to set the maximum poll time to 256 seconds, enter the following:
-> ntp server 1.1.1.1 maxpoll 8

This would set the maximum poll time to 28 = 256 seconds.

Setting the Version Number

There are currently four versions of NTP available (numbered one through four). The version that the NTP
server uses must be specified on the client side.

To specify the NTP version on the server from which the switch receives updates, use the ntp server
command with the server | P address (or domain name), ver sion keyword, and version number, as shown:

-> ntp server 1.1.1.1 version 3

The default setting is version 4.
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Marking a Server as Preferred

If aclient receives timestamp updates from more than one server, it is possible to mark one of the servers
asthe preferred server. A preferred server’ s timestamp will be used before another unpreferred server
timestamp.

To specify an NTP as preferred, use the ntp server command with the server | P address (or domain name)
and the prefer keyword, as shown:

-> ntp server 1.1.1.1 prefer

Enabling Burst and iBurst Mode for NTP Server

The burst mode allows the exchange of eight NTP packets (instead of one) when the server is reachable
and at each poll interval to achieve faster synchronization. The spacing between the first and the second
packet is 16 seconds to allow a modem call to complete, while the spacing between the remaining packets
is 2 seconds. This improves timekeeping quality with the server command.

To enable burst mode, use ntp server command with bur st keyword, as shown:
-> ntp server 1.1.1.1 burst

The iburst mode allows immediate exchange of eight NTP packets (instead of one) when the server is
unreachable and at each poll interval, to achieve faster initial synchronization acquisition. Aslong asthe
server is unreachable, the spacing between the packets is 16 seconds to allow a modem call to complete.
Once the server is reachable, the spacing between the packetsis 2 seconds. This helps speed the initial
synchronization acquisition with the server command.

To enableiburst mode, use ntp server command with ibur st keyword, as shown:

-> ntp server 1.1.1.1 iburst

Specifying Preempt Mode

This enabl es the preemption mode for the server rather than the default persistent. The specified server is
marked unavailable for selection if any error (authentication failure) is detected on a connection between
the local device and reference clock. The server is marked available for selection if no other connections
are available and no error is detected on the connection between the local device and reference clock.

-> ntp server 1.1.1.1 preempt
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Using Authentication

Authentication is used to encrypt the NTP messages sent between the client and server. The NTP server
and the NTP client must both have atext file containing the keys. (This file should be obtained from the
server administrator. For more information on the authentication file, see “ Authentication” on page 16-8.)

Once both the client and server share a common encryption key, the key identification for the NTP server
must be specified on and labeled as trusted on the client side. The Omniswitch will then use
authentication. Key files must reside in /flash/networ k/ntp.keys.

In order to generate a key file, access to a Solaris/'Unix environment is recommended. Also recommended
isthe ntp-keygen utility in Unix to generate the key file. As an alternative, the keys can be manually
created.

Setting the Key ID for the NTP Server
Enabling authentication requires the following steps:

1 Make surethe key fileislocated in the flash/network directory of the switch. Thisfile must contain
the key for the server that provides the switch with its timestamp information.

2 Make sure the key file with the NTP server’s key is loaded into the switch memory by issuing the ntp
key load command, as shown:

-> ntp key load

3 Enable server authentication and set the server authentication key identification number using the ntp
server command with the key keyword. This key identification number must be the one the server uses
for authentication. For example, to specify key identification number 2 for an NTP server with an IP
address of 1.1.1.1, enter:

-> ntp authentication enable
-> ntp server 1.1.1.1 key 2

4 Specify the key identification set above as trusted. A key that has been labeled as trusted is ready for
use in the authentication process. To set akey identification to be trusted, enter the ntp key command with
the key identification number and trusted keyword. For example, to set key 1D 2 to trusted status, enter
the following:

-> ntp key 2 trusted

Untrusted keys, even if they are in the switch memory and match an NTP server, will not authenticate
NTP messages.

5 A key can be set to untrusted status by using the ntp key command with the untrusted keyword. For
example, to set key ID 5 to untrusted status, enter the following:

-> ntp key 5 untrusted
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Verifying NTP Configuration

To display information about the NTP client, use the show commands listed in the following table:

show ntp status Displays information about the current client NTP configuration.

show ntp server client-list Displays the basic server information for a specific NTP server or alist
of NTP servers.

show ntp client server-list Displaysalist of the servers with which the NTP client synchronizes.

show ntp keys Displays information about all authentication keys.

For more information about the resulting displays from these commands, see the “NTP Commands”
chapter in the OmniSwitch AOS Release 8 CLI Reference Guide.

Examples of the show ntp client, show ntp server status, and show ntp client server-list command
outputs are given in the section “NTP Quick Steps’ on page 16-3.
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A Software License and
Copyright Statements

This appendix contains ALE USA, Inc. and third-party software vendor license and copyright statements.

ALE USA, Inc. License Agreement

ALE USA, INC. SOFTWARE LICENSE AGREEMENT

IMPORTANT. Please read the terms and conditions of this license agreement carefully before opening this
package.

By opening this package, you accept and agreeto the terms of thislicense agreement. If you are not
willing to be bound by the terms of thislicense agreement, do not open this package. Please
promptly return the product and any materialsin unopened form to the place where you obtained it
for afull refund.

1. License Grant. Thisisalicense, not a sales agreement, between you (the “Licensee’) and ALE USA,
Inc. ALE USA, Inc. hereby grantsto Licensee, and Licensee accepts, a non-exclusive license to use
program media and computer software contained therein (the “Licensed Files’) and the accompanying
user documentation (collectively the “Licensed Materials’), only as authorized in this License Agreement.
Licensee, subject to the terms of this License Agreement, may use one copy of the Licensed Files on the
Licensee’ s system. Licensee agrees not to assign, sublicense, transfer, pledge, lease, rent, or share their
rights under this License Agreement. Licensee may retain the program media for backup purposes with
retention of the copyright and other proprietary notices. Except as authorized under this paragraph, no
copies of the Licensed Materials or any portions thereof may be made by Licensee and Licensee shall not
modify, decompile, disassemble, reverse engineer, or otherwise attempt to derive the Source Code.
Licenseeisalso advised that ALE USA, Inc. products contain embedded software known as firmware
which resides in silicon. Licensee may not copy the firmware or transfer the firmware to another medium.

2. ALE USA, Inc.’sRights. Licensee acknowledges and agrees that the Licensed Materials are the sole
property of ALE USA, Inc. and its licensors (herein “its licensors’), protected by U.S. copyright law,
trademark law, and are licensed on aright to use basis. Licensee further acknowledges and agrees that all
rights, title, and interest in and to the Licensed Materials are and shall remain with ALE USA, Inc. and its
licensors and that no such right, license, or interest shall be asserted with respect to such copyrights and
trademarks. This License Agreement does not convey to Licensee an interest in or to the Licensed
Materials, but only alimited right to use revocable in accordance with the terms of this License
Agreement.
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3. Confidentiality. ALE USA, Inc. considers the Licensed Files to contain valuable trade secrets of ALE
USA, Inc., the unauthorized disclosure of which could cause irreparable harm to ALE USA, Inc. Except as
expressly set forth herein, Licensee agrees to use reasonable efforts not to disclose the Licensed Filesto
any third party and not to use the Licensed Files other than for the purpose authorized by this License
Agreement. This confidentiality obligation shall continue after any termination of this License Agreement.

4. Indemnity. Licensee agreesto indemnify, defend and hold ALE USA, Inc. harmless from any claim,
lawsuit, legal proceeding, settlement or judgment (including without limitation ALE USA, Inc.’s
reasonable United States and local attorneys and expert witnesses' fees and costs) arising out of or in
connection with the unauthorized copying, marketing, performance or distribution of the Licensed Files.

5. Limited Warranty. ALE USA, Inc. warrants, for Licensee’s benefit alone, that the program media
shall, for a period of ninety (90) days from the date of commencement of this License Agreement (referred
to as the Warranty Period), be free from defects in material and workmanship. ALE USA, Inc. further
warrants, for Licensee benefit alone, that during the Warranty Period the Licensed Files shall operate
substantially in accordance with the functional specificationsin the User Guide. If during the Warranty
Period, a defect in the Licensed Files appears, Licensee may return the Licensed Filesto ALE USA, Inc.
for either replacement or, if so elected by ALE USA, Inc., refund of amounts paid by Licensee under this
License Agreement. EXCEPT FOR THE WARRANTIES SET FORTH ABOVE, THE LICENSED
MATERIALS ARE LICENSED “AS 1S’ AND ALE USA, INC. AND ITSLICENSORS DISCLAIM
ANY AND ALL OTHER WARRANTIES, WHETHER EXPRESS OR IMPLIED, INCLUDING
(WITHOUT LIMITATION) ANY IMPLIED WARRANTIES OF MERCHANTABILITY OR FITNESS
FOR A PARTICULAR PURPOSE. SOME STATESDO NOT ALLOW THE EXCLUSION OF
IMPLIED WARRANTIES SO THE ABOVE EXCLUSIONS MAY NOT APPLY TO LICENSEE. THIS
WARRANTY GIVES THE LICENSEE SPECIFIC LEGAL RIGHTS. LICENSEE MAY ALSO HAVE
OTHER RIGHTSWHICH VARY FROM STATE TO STATE.

6. Limitation of Liability. ALE USA, Inc.’s cumulative liability to Licensee or any other party for any
loss or damages resulting from any claims, demands, or actions arising out of or relating to this License
Agreement shall not exceed the license fee paid to ALE USA, Inc. for the Licensed Materials. IN NO
EVENT SHALL ALE USA, Inc. BE LIABLE FOR ANY INDIRECT, INCIDENTAL,
CONSEQUENTIAL, SPECIAL, OR EXEMPLARY DAMAGES OR LOST PROFITS, EVEN IF ALE
USA, Inc. HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES. SOME STATES DO
NOT ALLOW THE LIMITATION OR EXCLUSION OF LIABILITY FOR INCIDENTAL OR
CONSEQUENTIAL DAMAGES, SO THE ABOVE LIMITATION OR EXCLUSION TO INCIDENTAL
OR CONSEQUENTIAL DAMAGES MAY NOT APPLY TO LICENSEE.

7. Export Control. This product is subject to the jurisdiction of the United States. Licensee may not
export or reexport the Licensed Files, without complying with all United States export laws and
regulations, including but not limited to (i) obtaining prior authorization from the U.S. Department of
Commerceif avalidated export license is required, and (ii) obtaining “written assurances’ from licensees,
if required.

8. Support and Maintenance. Except as may be provided in a separate agreement between ALE USA,
Inc. and Licenseg, if any, ALE USA, Inc. is under no abligation to maintain or support the copies of the
Licensed Files made and distributed hereunder and ALE USA, Inc. has no obligation to furnish Licensee
with any further assistance, documentation or information of any nature or kind.

9. Term. This License Agreement is effective upon Licensee opening this package and shall continue until
terminated. Licensee may terminate this License Agreement at any time by returning the Licensed
Materials and al copies thereof and extracts therefrom to ALE USA, Inc. and certifying to ALE USA, Inc.
inwriting that all Licensed Materials and all copies thereof and extracts therefrom have been returned or
erased by the memory of Licensee’'s computer or made non-readable. ALE USA, Inc. may terminate this
License Agreement upon the breach by Licensee of any term hereof. Upon such termination by
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ALE USA, Inc., Licensee agreesto returnto ALE USA, Inc. or destroy the Licensed Materials and all
copies and portions thereof.

10. Governing Law. This License Agreement shall be construed and governed in accordance with the
laws of the State of California

11. Severability. Should any term of this License Agreement be declared void or unenforceable by any
court of competent jurisdiction, such declaration shall have no effect on the remaining terms herein.

12. No Waiver. Thefailure of either party to enforce any rights granted hereunder or to take action against
the other party in the event of any breach hereunder shall not be deemed awaiver by that party asto
subsequent enforcement of rights or subsequent actions in the event of future breaches.

13. Notesto United States Government User s. Software and documentation are provided with restricted
rights. Use, duplication or disclosure by the government is subject to (i) restrictions set forth in GSA ADP
Schedule Contract with ALE USA, Inc.’sreseller(s), or (ii) restrictions set forth in subparagraph (c) (1)
and (2) of 48 CFR 52.227-19, as applicable.

14.Third Party Materials. Licenseeis notified that the Licensed Files contain third party software and
materials licensed to ALE USA, Inc. by certain third party licensors. Some third party licensors are third
part beneficiaries to this License Agreement with full rights of enforcement. Please refer to the section
entitled “ Third Party Licenses and Notices’ on page -4 for the third party license and notice terms.
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Third Party Licenses and Notices

Legal Notices applicable to any software distributed alone or in connection with the product to which this
document pertains, are contained in files within the software itself located at: /flash/foss.

Also, if needed, we provide all FOSS (Free and Open Source Software) source code used in this release at
the following URL : https.//github.com/Al catel-L ucentEnterpriseData.
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B SNMP Trap Information

This appendix lists the supported SNMP traps, aerts, and MIBs along with their descriptions.

An overview of switch security isgiven in this chapter. In addition, configuration procedures described in
this chapter include:

“SNMP Traps Table” on page -2

“chassisTrapsAlertNumber” on page -64

“MIBS Table” on page -67
e “System Events’ on page -73
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SNMP Traps Table

The following table provides information on all SNMP traps supported by the switch. Each row includes
the trap name, its ID number, any objects (if applicable), its command family, and a description of the
condition the SNMP agent in the switch is reporting to the SNM P management station.

No. Trap Name Objects Family Description

0 coldStart none chassis The SNMP agent in the switchis
reinitiating and its configuration
may have been altered.

1 wamStart none chassis The SNMP agent in the switchis
reinitiating itself and its
configuration is unaltered.

2 linkDown IfIndex interfface  The SNMP agent in the switch
ifAdminStatus recognizes afailure in one of the
ifOperStatus communicationslinksconfigured

for the switch.

Iflndex—A unique value, greater than zero, for each interface. It is recommended that values are assigned
contiguously starting from 1. The value for each interface sub-layer must remain constant at least from one re-
initialization of the entity’ s network management system to the next re-initialization.

ifAdminStatus—The desired state of the interface. The testing (3) state indicates that no operational packets
can be passed. When amanaged system initializes, al interfaces start with if AdminStatus in the down (2) state.
Asaresult of either explicit management action or per configuration information retained by the managed
system, ifAdminStatus is then changed to either the up (1) or testing (3) states (or remainsin the down (2)
state).

ifOper Status—The current operational state of the interface. The testing (3) state indicates that no operational
packets can be passed. If if AdminStatusis down (2) then if OperStatus should be down(2). If if AdminStatusis
changed to up (1) then ifOperStatus should change to up (1) if the interface is ready to transmit and receive
network traffic; it should change to dormant (5) if the interface is waiting for external actions (such as a serial
linewaiting for an incoming connection); it should remain in the down (2) state if and only if thereisafault that
preventsit from going to the up (1) state; it should remain in the notPresent (6) state if the interface has missing
(typicaly, hardware) components.

3 linkUp iflndex interfface  The SNMP agent in the switch
ifAdminStatus recognizes that one of the
ifOperStatus communicationslinksconfigured

for the switch has come up.

Iflndex—A unique value, greater than zero, for each interface. It is recommended that values are assigned
contiguously starting from 1. The value for each interface sub-layer must remain constant at least from one re-
initialization of the entity's network management system to the next re-initialization.

ifAdminStatus—The desired state of the interface. The testing (3) state indicates that no operational packets
can be passed. When amanaged system initializes, al interfaces start with if AdminStatus in the down (2) state.
Asaresult of either explicit management action or per configuration information retained by the managed
system, ifAdminStatus is then changed to either the up (1) or testing (3) states (or remainsin the down (2)
state).

ifOper Status—The current operational state of the interface. The testing(3) state indicates that no operational
packets can be passed. If ifAdminStatus is down (2) then ifOperStatus should be down (2). If ifAdminStatusis
changed to up (1), then ifOperStatus should change to up (1) if the interface is ready to transmit and receive
network traffic; it should change to dormant (5) if the interface is waiting for external actions (such as a serial
line waiting for an incoming connection); it should remain in the down (2) stateif and only if thereisafault that
preventsit from going to the up (1) state; it should remain in the notPresent (6) state if the interface has missing
(typicaly, hardware) components.
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4  authenticationFailure none snmp The SNMP agent in the switch
has received a protocol message
that is not properly authenticated.

5  entConfigChange none module AnentConfigChangenotification
is generated when the value of
entL astChangeTime changes. It
can be utilized by an NMSto
trigger logical/physical entity
table maintenance polls. An
agent should not generate more
than one entConfigChange
‘notification-event' in agiven
timeinterval (five secondsisthe
suggested default). A
'notification-event' isthe
transmission of asingle trap or
inform PDU to alist of
notification destinations. If
additional configuration changes
occur within the throttling
period, then notification-events
for these changes should be
suppressed by the agent until the
current throttling period expires.
At the end of athrottling period,
one notification-event should be
generated if any configuration
changes occurred since the start
of the throttling period. In such a
case, another throttling period is
started right away. An NMS
should periodically check the
value of entLastChangeTimeto
detect any missed
entConfigChange notification-
events, e.g., due to throttling or
transmission loss.

6 policyEventNotification policyTrapEven qos The switch notifiesthe NMS
tDetail String when asignificant event happens
policy TrapEven that involves the policy manager.
tCode

policyTrapEventDetail String—Details about the event that took place.
policy TrapEventCode—The code of the event.
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7  chassisTrapsStr chassisTrapsStr  chassis A software trouble report (STR)
Level was sent by an application
chassisTrapsStr encountering a problem during
ApplD its execution.
chassisTrapsStr
SnaplD
chassisTrapsStr
fileName
chassisTrapsStr
fileLineNb
chassisTrapsStr
ErrorNb
chassisTrapsStr
comments
chassisTrapsStr
datalnfo

chassisTrapsStrL evel—An enumerated value that provides the urgency level of the STR.
chassisTrapsStr Appl D—The application identification number.

chassisTrapsStr Snapl D—The subapplication identification number. Y ou can have multiple snapl Ds per
Subapplication (task) but only oneisto be used to send STRs.

chassisTrapsStrfileName—Name of the source file where the fault was detected. Thisis given by the C ANSI
macro __ FILE . The path shouldn’t appear.

chassisTrapsStrfileLineNb—Line number in the source file where the fault was detected. Thisis given by the
CANSI macro__ LINE__.

chassisTrapsStrError Nb—The fault identificator. The error number identifies the kind the detected fault and
alows a mapping of the data contained in chassisTrapsdatal nfo.

chassisTrapsStrcomments—Comment text explaining the fault.

chassisTrapsStrdatal nfo—Additional data provided to help to find out the origin of the fault. The contained
and the significant portion are varying in accordance with chassisTrapsStrErrorNb. The length of thisfield is
expressed in bytes.

8  chassisTrapsAlert physicallndex  chassis A notification that some change
chassisTrapsOb has occurred in the chassis.
jectType
chassisTrapsOb
jectNumber
chassisTrapsAle
rtNumber
chassisTrapsAle
rtDescr

physicall ndex—The physical index of the involved object.

chassisTrapsObject Type—An enumerated value that provides the object type involved in the alert trap.
chassisTrapsObjectNumber—A number defining the order of the object in the set (e.g., the number of the
considered fan or power supply). Thisisintended to clarify as much as possible the location of the failure or
dert. An instance of the appearance of the trap could be “failure on amodule. Power supply 3”.
chassisTrapsAlertNumber—This number that identifies the alert among all the possible chassis alert causes.
chassisTrapsAlertDescr— The description of the alert matching ChassisTrapsAlertNumber.
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9  chassisTrapsStateChange physicallndex  chassis A status change was detected.
chassisTrapsOb (Note: Can take up to 10 seconds
jectType for operational status query to be
chassisTrapsOb reflected after state changetrapis
jectNumber sent.
chasEntPhysOp
erStatus

physicall ndex—The physical index of the involved object.
chassisTrapsObjectType—An enumerated value that provides the object type involved in the alert trap.
chassisTrapsObjectNumber—A number defining the order of the object in the set (e.g., the number of the
considered fan or power supply). Thisintends to clarify as much as possible the location of the failure or alert.
An instance of the appearance of the trap could be “failure on amodule. Power supply 3”.
chasEntPhysOper Status—All modules (even empty slots) are in unknown state when the chassis

first powers up.

10 chassisTrapsMacOverlap physicallndex = module A MAC range overlap wasfound
chasTrapMacRa in the backplane eeprom.
ngelndex

physicall ndex—The physical index of the involved object.
chasTrapM acRangel ndex—The MAC range index of the involved object.

11 vrrpTrapNewMaster vrrpOperMaster  vrrp The VRRP agent has transferred
IpAddr from the backup state to the
master state.

vrrpOperMaster | pAddr—The master router’ sreal (primary) |P address. Thisisthe |P address listed as the
sourcein the VRRP advertisement last received by this virtual router.

12 vrrpTrapAuthFailure vrrpTrapPacket vrrp A packet was received from the
Src network whose authentication
vrrpTrapAuthEr key conflicts with the switch’'s
rorType authentication key or type.

vrrpTrapPacketSrc—The |P address of an inbound VRRP packet.
vrrpTrapAuthError Type—Potentia types of configuration conflicts.

13 heathMonModuleTrap healthModuleSlI  health Indicates a module-level
ot threshold was crossed.
healthMonRxSt
atus
healthMonRxT
xStatus
healthMonMem
oryStatus
healthMonCpuS
tatus

healthM oduleSlot—The (one-based) front slot number within the chassis.

healthM onRxStatus—Rx threshold statusindicating if threshold was crossed or no change.

healthM onRxT xStatus—RxTx threshold status indicating if threshold was crossed or no change.
healthM onM emoryStatus—Memory threshold status indicating if threshold was crossed or no change.
healthM onCpuStatus—CPU threshold status indicating if threshold was crossed or no change.
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14  heathMonPortTrap healthPortSlot  health Indicates a port-level threshold
healthPortl F was crossed.
healthMonRxSt
atus
healthMonRxT
xStatus

healthPortSlot—The physical slot number for this port.

healthPortl F—The on-board interface number.

healthM onRxStatus—Rx threshold status indicating if threshold was crossed or no change.
healthM onRXT xStatus—RxTx threshold status indicating if threshold was crossed or no change.

15 heathMonCmmTrap healthMonMem hedlth Thistrap is sent when an NI
oryStatus, memory or CPU threshold is
healthMonCp crossed.
uStatus

healthM onM emor yStatus—Memory threshold status indicating if threshold was crossed or no change.
healthM onCpuStatus—CPU threshold statusindicating if threshold was crossed or no change.

16  bgpEstablished bgpPeerLastErr  bgp The BGP routing protocol has
or entered the established state.
bgpPeerState

bgpPeer LastError—The last error code and subcode seen by this peer on this connection. If no error has
occurred, thisfield is zero. Otherwise, the first byte of thistwo byte OCTET STRING contains the error code,
and the second byte contains the subcode.

bgpPeer State—The BGP peer connection state.

17  bgpBackwardTransition bgpPeerLastErr  bgp Thistrap is generated when the
or BGP router port has moved from
bgpPeerState amore active to aless active
state.

bgpPeerLastError—The last error code and subcode seen by this peer on this connection. If no error has
occurred, thisfield is zero. Otherwise, the first byte of thistwo byte OCTET STRING contains the error code,
and the second byte contains the subcode.

bgpPeer State—The BGP peer connection state.
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18 esmDrvTrapDropsLink esmPortSlot interfface  Thistrap is sent when the
esmPortlF Ethernet code drops the link
ifInErrors because of excessive errors.
ifOutErrors
esmDrvTrapDr
ops
esmPortSlot—The physical slot number for this Ethernet Port. The slot number has been added to be used by
the private trap.
esmPortl F—The on-board interface number for this Ethernet port. The port number has been added to be used
by the private trap.

ifInErrors—For packet-oriented interfaces, the number of inbound packets that contained errors preventing
them from being deliverable to a higher-layer protocol. For character-oriented or fixed-length interfaces, the
number of inbound transmission units that contained errors preventing them from being deliverable to a higher-
layer protocol. Discontinuities in the value of this counter caiflndexn occur at re-initialization of the
management system and at other times as indicated by the value of ifCounterDiscontinuity Time.
ifOutErrors—For packet-oriented interfaces, the number of outbound packets that could not be transmitted
because of errors. For character-oriented or fixed-length interfaces, the number of outbound transmission units
that could not be transmitted because of errors. Discontinuities in the value of this counter can occur at re-
initialization of the management system and at other times as indicated by the value of

if CounterDiscontinuity Time.

esmDrvTrapDrops— Partitioned port (separated due to errors).

19 portViolationTrap iflndex, port Thistrap is sent when a port
portViolation violation occurs. The trap will
Source, indicate the source of the
portViolation violation and the reason for the
Reason violation

iflndex—A unique value, greater than zero, for the interface.

portViolationSour ce—The source of the port violation. The source isthe feature or modul e that has caused the
violation - 1. Source Learning, 2. QOS Policy, 3. Net Sec, 4. UDLD, 5. NI Supervison (Fabric Stability). When
thereis no value the valueis“0".

portViolationReason—The reason for the port violation. It is application specific, and indicatesfirst Violation
that happened on this port - 1. pvSLL psShutDown, 2. pvSLLpsRestrict, 3. pvQosPalicy, 4. pvQosSpoofed, 5.
pvQosBpdu, 6. pvQosBgp, 7. pvQosOspf, 8. pvQosRip, 9. pvQosVrrp, 10. pvQosDhep, 11. pvQosPim, 12.
pvQosDvmrp, 13. pvQoslsis, 14. pvQosDnsReply, 15. pvUdid.

20 dvmrpNeighborLoss dvmrplnterface ipmr A 2-way adjacency relationship
LocalAddress with a neighbor has been lost.
dvmrpNeighbor Thistrap is generated when the
State neighbor state changes from

“active’ to “one-way,”
“ignoring” or “down.” Thetrapis
sent only when the switch has no
other neighbors on the same
interface with alower |P address
than itself.

dvmrplnterfacel ocalAddress—The | P address this system will use as a source address on this interface. On
unnumbered interfaces, it must be the same value as dvmrpl nterfacel ocal Address for some interfaces on the
system.

dvmrpNeighbor State—State of the neighbor adjacency.
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21 dvmrpNeighborNotPruning dvmrpinterface ipmr A non-pruning neighbor has been
Loca Address detected in an implementation-
dvmrpNeighbor dependent manner. Thistrap is
Capabilities generated at most once per

generation ID of the neighbor.
For example, it should be
generated at the time a neighbor
isfirst heard fromif the prune bit
isnot set. It should also be
generated if the local system has
the ability to tell that a neighbor
which sets the prune bit is not
pruning any branches over an
extended period of time. Thetrap
should be generated if the router
has no other neighbors on the
same interface with alower IP
address than itself.

dvmrplnterfacel ocalAddress—The IP address this system will use as a source address on this interface. On
unnumbered interfaces, it must be the same value as dvmrplnterfacel ocal Address for some interfaces on the
system.

dvmrpNeighbor Capabilities—This object describes the neighboring router’ s capabilities. The leaf bit
indicates that the neighbor has only one interface with neighbors. The prune bit indicates that the neighbor
supports pruning. The generationl D bit indicates that the neighbor sends its generationl D in Probe messages.
The mtrace bit indicates that the neighbor can handle mtrace requests.

22 risingAlarm aarmindex rmon An Ethernet statistical variable
alarmVariable has exceeded itsrising threshold.
alarmSampleTy The variable' s rising threshold

pe and whether it will issue an
alarmValue SNMP trap for this condition are
alarmRisingThr configured by an NM S station
eshold running RMON.

alarmlndex—An index that uniquely identifies an entry in the alarm table. Each such entry defines a
diagnostic sample at a particular interval for an object on the device.

alarmVariable—The object identifier of the particul ar variable to be sampled. Only variablesthat resolveto an
ASN.1 primitive type of INTEGER (INTEGER, Integer32, Counter32, Counter64, Gauge, or TimeTicks) may
be sampled.

alarmSampleType—The method of sampling the selected variable and calculating the value to be compared
against the thresholds. If the value of this object is absoluteValue (1), the value of the selected variable will be
compared directly with the thresholds at the end of the sampling interval. If the value of thisobject is
deltaValue (2), the value of the selected variable at the last sample will be subtracted from the current value,
and the difference compared with the thresholds.

alarmValue—The value of the statistic during the last sampling period. For example, if the sample typeis
deltavaue, this value will be the difference between the samples at the beginning and end of the period. If the
sampletype is absoluteVaue, this value will be the sampled value at the end of the period.

alarmRisingT hreshold—A threshold for the sampled statistic. When the current sampled value is greater than
or equal to thisthreshold, and the value at the last sampling interval was less than this threshold, a single event
will be generated. A single event will also be generated if the first sample after this entry becomesvalid is
greater than or equal to this threshold and the associated alarmStartupAlarm is equal to risingAlarm (1) or
risingOrFalingAlarm (3).
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23 fdlingAlarm alarmindex rmon An Ethernet statistical variable
adarmVariable has dipped below itsfalling
alarmSampleTy threshold. The variable’ sfalling
pe threshold and whether it will
aarmValue issue an SNMP trap for this
alarmFallingThr condition are configured by an
eshold NMS station running RMON.

alarmlndex—An index that uniquely identifies an entry in the alarm table. Each such entry definesa
diagnostic sample at a particular interval for an object on the device.

alarmVariable—The object identifier of the particul ar variable to be sampled. Only variablesthat resolveto an
ASN.1 primitive type of INTEGER (INTEGER, Integer32, Counter32, Counter64, Gauge, or TimeTicks) may
be sampled.

alarmSampleType—The method of sampling the selected variable and cal culating the value to be compared
against the thresholds. If the value of this object is absoluteValue (1), the value of the selected variable will be
compared directly with the thresholds at the end of the sampling interval. If the value of thisobject is
deltaValue (2), the value of the selected variable at the last sample will be subtracted from the current value,
and the difference compared with the thresholds.

alarmValue—The value of the statistic during the last sampling period. For example, if the sample typeis
deltaValue, this value will be the difference between the samples at the beginning and end of the period. If the
sampletype is absoluteVaue, this value will be the sampled value at the end of the period.

alarmFallingT hreshold—A threshold for the sampled statistic. When the current sampled value islessthan or
equal to thisthreshold, and the value at the last sampling interval was greater than this threshold, asingle event
will be generated. A single event will aso be generated if the first sample after this entry becomes valid isless
than or equal to this threshold and the associated alarmStartupAlarm is equal to fallingAlarm (2) or
risingOrFallingAlarm (3).

24  stpNewRoot vStpNumber stp Sent by abridge that became the
new root of the spanning tree.

vStpNumber—The Spanning Tree number identifying this instance.

25 stpRootPortChange vStpNumber stp A root port has changed for a
vStpRootPortN spanning tree bridge. The root
umber port isthe port that offers the

lowest cost path from this bridge
to the root bridge.

vStpNumber—The Spanning Tree number identifying this instance.
vStpRootPortNumber—The port ifindex of the port which offers the lowest cost path from this bridge to the
root bridge for this spanning tree instance.

26 mirrorConfigError mirmonPrimary pmm The mirroring configuration
Slot failed on an NI. Thistrap is sent
mirmonPrimary when any NI failsto configure
Port mirroring. Due to this error, port
mirroringSlot mirroring session will be
mirroringPort terminated.

mirMonErrorNi
mirMonError

mirmonPrimarySlot—Slot of mirrored or monitored interface.

mirmonPrimaryPort—~Port of mirrored or monitored interface.

mirroringSlot—Slot of mirroring interface.

mirroringPort—Port of mirroring interface.

mirMonErrorNi—The NI slot number.

mirMonError—The Error returned by the NI which failed to configure Mirroring/Monitoring.
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27 mirrorUnlikeNi mirmonPrimary pmm The mirroring configuration is
Slot deleted due to the swapping of
mirmonPrimary different NI board type. The Port
Port Mirroring session which was
mirroringSlot active on aslot cannot continue
mirroringPort with the insertion of different NI
mirMonErrorNi type in the same dlot.

mirmonPrimarySlot—Slot of mirrored or monitored interface.

mirmonPrimaryPort—~Port of mirrored or monitored interface.

mirroringSlot—Slot of mirroring interface.

mirroringPort—~Port of mirroring interface.

mirMonErrorNi—The NI slot number.

mir M onError—The Error returned by the NI which failed to configure Mirroring/Monitoring.

28  dlbTrapOperStatus sbTrapinfoEnti load A change occurred in the
tyGroup balancing  operational status of the server
slbTraplnfoOpe load balancing entity.
rStatus
dbTraplnfoClus
terName
slbTraplnfoServ
erlpAddr

slbTraplnfoEntityGroup—The entity group inside SLB management.

slbTraplnfoOper Status—The operational status of an SLB cluster or server.
sibTraplnfoCluster Name—A change occurred in the operational status of an SLB entity.
sibTraplnfoServer| pAddr—The | P address of a server.

Note: Thistrap is not supported.

29 sessionAuthenticationTrap sessionAccessT  session An authentication failuretrap is
ype sent each time a user
sessionUserNa authentication is refused.
me
sessionUserlpA
ddress
sessionAuthFall
ure

sessionAccessType—The access type of the session.
sessionUser Name—The user name of the user logged-in.
sessionUser | pAddress—The IP address of the user logged-in.

30 trapAbsorptionTrap trapAbsorStamp none The absorption trap is sent when
trapAbsorTrapl atrap has been absorbed at least
d once.
trapAbsorCount
er

trapAbsorTime

trapAbsor Stamp—The time stamp of the absorbed trap.

trapAbsor Trapld—The trap identifier of the absorbed trap.

trapAbsor Counter—The number of the iterations of the absorbed trap.
trapAbsor Time—The time stamp of the last iteration.
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31 aaDoSTrap alaDoSType ip Indicates that the sending agent
alaDoSDetected has received a Denial of Service
(DoS) attack.

alaDoSType—Index field for the alaDoSTable. Integer indicating the DoS Type: O=portscan, 1=tcpsyn,
2=pingofdeath, 3=smurf, 3=pepsi, 5=land, 6=teardropBonkBoink,loopbacksrcip(7), invaidip(8),
mcastmismatch(9), ucastipmcastmac(10), pingattack(11), arpattack(12), arppoison(13), antispoof(14).
alaDoSDetected—Number of attacks detected

pethM ainPseConsumptionPower—M easured usage power expressed in Watts.

32 ospfNbrStateChange ospfRouterld ospf Indicates a state change of the
ospfNbrlpAddr neighbor relationship.
ospfNbrAddress

L essindex
ospfNbrRtrid
ospfNbrState

ospfRouter |d—A 32-hit integer uniquely identifying the router in the Autonomous System. By convention, to
ensure unigqueness, this should default to the value of one of the router’s | P interface addresses.
ospfNbrIpAddr—The | P address this neighbor is using in its | P Source Address. Note that, on address-less
links, thiswill not be 0.0.0.0, but the address of another of the neighbor’ sinterfaces.

ospfNbr Addr essL essl ndex—On an interface having an 1P Address, zero. On address-less interfaces, the
corresponding value of ifindex in the Internet Standard MIB. On row creation, this can be derived from the
instance.

ospfNbrRtrl d—A 32-bit integer (represented as atype | pAddress) uniquely identifying the neighboring router
in the Autonomous System.

ospfNbr State—The State of the relationship with this Neighbor.

33 ospfVirtNbrStateChange ospfRouterld ospf Indicates a state change of the
ospfVirtNbrAre virtual neighbor relationship.
a
ospfVirtNbrRtrl
d
ospfVirtNbrStat
e

ospfRouterld—A 32-bit integer uniquely identifying the router in the Autonomous System. By convention, to
ensure unigueness, this should default to the value of one of the router's I P interface addresses.

ospfVirtNbr Area—The Transit Area I dentifier.

ospfVirtNbrRtrl d—A 32-bit integer uniquely identifying the neighboring router in the Autonomous System.
ospfVirtNbr State—The state of the Virtual Neighbor Relationship.

34 InkaggAggUp traplnkaggld linkaggrega Indicates the link aggregate is
traplnkaggPortl tion active. Thistrap is sent when any
flndex one port of the link aggregate
group goes into the attached
State.

traplnkaggl d—Index value of the Link Aggregate group.
traplnkaggl flndex—Port of the Link Aggregate group.

35 InkaggAggDown traplnkaggld linkaggrega Indicatesthelink aggregateisnot
traplnkaggPortl  tion active. Thistrap is sent when all
flndex ports of the link aggregate group
are no longer in the attached
state.

traplnkaggl d—Index value of the Link Aggregate group.
traplnkaggl flndex—Port of the Link Aggregate group.
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36 InkaggPortJoin traplnkaggld linkaggrega Thistrap is sent when any given
traplnkaggPortl tion port of the link aggregate group
flndex goes to the attached state.

traplnkaggl d—Index value of the Link Aggregate group.
traplnkaggl fl ndex—Port of the Link Aggregate group.

37 InkaggPortLeave traplnkaggld linkaggrega Thistrap is sent when any given
traplnkaggPortl tion port detaches from the link
flndex aggregate group.

traplnkaggl d—Index value of the Link Aggregate group.
traplnkaggl fl ndex—Port of the Link Aggregate group.

38 InkaggPortRemove traplnkaggld linkaggrega Thistrap is sent when any given
traplnkaggPortl  tion port of the link aggregate group
findex isremoved dueto an invalid

configuration.

traplnkaggl d—Index value of the Link Aggregate group.
traplnkaggl fl ndex—Port of the Link Aggregate group.

39 monitorFileWritten mirmonPrimary pmm A File Written Trap is sent when
Slot the amount of data requested by
mirmonPrimary the user has been written by the
Port port monitoring instance.
monitorFileNa
me

monitorFileSize

mirmonPrimarySlot—Slot of mirrored or monitored interface.

mirmonPrimaryPort—Port of mirrored or monitored interface.

monitor FileName—The name of the file in which the traffic will be stored (the default is
“PMONITOR.ENC").

monitor FileSize—The number of bytesin 16K (16384) increments allowed for the file (default 16384 bytes).
Thefile contains only the last monitor FileName bytes of the current port monitoring instance.

40 aaVrrp3TrapProtoError alavrrp3TrapPr vrrp The error trap indicates that the
OtoErrReason sending agent has encountered
the protocol error.

alaVrrp3TrapProtoErr Reason—This indicates the reason for protocol error trap.

41 daVrrp3TrapNewM aster alavrrp30perM  vrrp The newMaster trap indicates
asterlpAddrT that the sending agent has
ype transitioned to Master state.

aaVrrp30perM
asterlpAddr

alavrrp3TrapN
ewMasterRea
son

alaVrrp30perMasterIpAddr Type—This specifies the type of alaVrrp30perMasterlpAddr in this row.
alavVrrp30perMasterIpAddr—The master switch’sreal (primary for vrrp over IPv4) | P address. Thisisthelp
address listed as the source in the advertisement last received by this virtual switch. For IPv6, alink local
address.

alaVrrp3TrapNewM aster Reason—This indicates the reason for NewMaster trap.
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42  chassisTrapsPossibleDuplicateMac physicallndex  chassis Thistrap is sent when thereisa
baseMacAddres possiblity of duplicateaMAC
s address in the network.

physicall ndex—The Physical index of the involved object.
baseM acAddress—The base MAC Address.

43  lldpRemTablesChange [ldptatsRemTab aip
leslnserts
[ldptatsRemTab
lesDeletes
[IdptatsRemTab
lesDrops
[IdptatsRemTab

lesAgeouts

Thistrap is sent when the value
ofthe LLDP Stats Rem Table
Last ChangeTime changes. It
can be utilized by an NMS to
trigger LLDP remote systems
table maintenance polls.

IldptatsRemT ablesl nserts—The number of times the complete set of information advertised by a particular
MSAP has been inserted into tables contained in [ldpRemoteSystemsData and || dpExtensions objects.
IldptatsRemT ablesDeletes—The number of times the compl ete set of information advertised by a particular
M SAP has been deleted from tables contained in IldpRemoteSystemsData and || dpExtensions objects
IldptatsRemT ablesDr ops—The number of times the complete set of information advertised by a particular
MSAP could not be entered into tables contained in IldpRemoteSystemsData and [IdpExtensions objects

because of insufficient resources

IIdptatsRemT ablesAgeouts—The number of times the complete set of information advertised by a particular
MSAP has been deleted from tables contained in |ldpRemoteSystemsData and |IdpExtensions objects because

the information timeliness interval has expired.

44 pimNeighborLoss pimNeighborUp ipmr

Time

Thistrap is sent when an
adjacency with aneighbor islost.

The natification is generated
when the neighbor timer expires,
and the router has no other
neighbors on the same interface
with the same IP version and a
lower IP address than itself.

The natification is generated
whenever the PIM NeighborlL oss
Count isincremented, subject to
the rate limit specified by the
PIM Neighbor Loss
NotificationPeriod.

pimNeighbor UpTime—The time since this PIM neighbor (last) became a neighbor of the local router.

45 piminvalidRegister PimGroupMapp ipmr
ingPimMode
pimlnvalidRegi
sterAddressT
ype
piminvalidRegi
sterOrigin
piminvalidRegi
sterGroup
piminvalidRegi
sterRp

Thistrap is sent when aninvalid
PIM Register messageis
received.

The notification is generated
whenever the PIM Invalid
Register Message Reveived
counter isincremented, subject to
the rate limit specified by the
Invalid Register
NotificationPeriod.
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pimGroupM appingPimM ode—The PIM mode used for groupsin this group prefix.

pimlnvalidRegister AddressType—The address type stored in piminvalidRegisterOrigin, piminvalid
RegisterGroup and piminvalidRegisterRp. If no unexpected Register messages are received, the onject is set to
“Unknown”.

pimlnvalidRegister Origin—The source address of the last unexpected Register message received by
thisdevice

pimlnvalidRegister Group—The IP multicast group address to which the last unexpected Register message
received by this device was addressed.

pimlnvalidRegister Rp—The RP address to which the last unexpected Register message received by this
device was delivered.

46  piminvalidJoinPrune pimGroupMapp ipmr Thistrap is sent when aninvalid
ingPimMode PIM Join/Prune message is
piminvalidJoin received.
PruneAddress
Type The natification is generated
piminvalidJoin whenever the PIM Invalid Join
PruneOrigin Prune Messages Recieved
pimlnvalidJoin counter isincremented, subject to
PruneGroup the rate limit specified by the
piminvaidJoin PIM Invaid Join/Prune
PruneRp Notification Period.
pimNeighborUp
Time

pimGroupM appingPimM ode—The PIM mode used for groupsin this group prefix.
pimlnvalidRegister AddressType—The address type stored in pimInvalidRegisterOrigin, piminvalid
RegisterGroup and pimInvalidRegisterRp. If no unexpected Register messages are received, the onject is set to
“Unknown”.

pimlnvalidJoinPruneOrigin—The source address of the last unexpected Join/Prune message received
pimlnvalidJoinPruneGroup—The IP multicast group address carried in the last unexpected Join/Prune
message received

pimlnvalidJoinPruneRp—The RP address carried in the last unexpected Join/Prune message received
pimNeighbor UpTime—The time since this PIM neighbor (last) became a neighbor of the local router.

47  PimRPMappingChange pimGroupMapp ipmr Thistrap issent when achangeis
ingPimMode detected to the active RP
pimGroupMapp mapping on the device.
ingPrecedenc
e The natification is generated

whenever the PIM RP Mapping
Change Count is incremented,
subject to the rate limit specified
by PIM RP Mapping Change
Notification Period

pimGroupM appingPimM ode—The PIM mode used for groupsin this group prefix.
pimGroupM appingPrecedence—The value for pimGroupM appingPrecedence to be used for this static RP
configuration. This allows fine control over which configuration is overridden by this static configuration

OmniSwitch AOS Release 8 Switch Management Guide  July 2020 page B-14



SNMP Traps Table

No. Trap Name Objects Family Description
48  PiminterfaceElection piminterfaceAd ipmr Thistrap is sent when anew DR
dressType or DR has been elected on a
piminterfaceAd network.
dress

The natification is generated
whenever the counter PIM
Interface Elections Win Count is
incremented, subject to the rate
limit specified by PIM Interface
Election Notification Period.

pimlnterfaceAddressType—The address type of the PIM interface.
pimlnterfaceAddress—The primary | P address of this router on this PIM interface.

49 pimBsrElected ipmr Thistrap is sent when the current
; : BSRAddress E-BSR loses an election to a new
pimBsrElectedBSRL ostElection Type, CandidateBSR.
pimBsrElected
BSRAddress,
pimBsrElected

pimBsr ElectedBSRAddr essType—The address type of the elected BSR.

pimBsr ElectedBSRAddress—The unicast address of the elected BSR.

pimBsr ElectedBSRPriority—The priority value for the elected BSR for this address type. Higher values for
this object indicate higher priorities (0 - 255).

50 pimBsrCandidat ipmr Thistrap is sent when aC-BSR
pimBsrCandidateB SRWinElection eBSRElectedBS wins a BSR Election.
R

pim
pimBsr CandidateBSR ElectedBSR—Indicates whether the local router is the elected BSR for this zone.

51 IpsViolationTrap IpsTrapSwitchN  bridge A Learned Port Security (LPS)
ame violation has occurred.
[psTrapSwitchl
pAddr
IpsTrapSwitchS
lice
[psTrapSwitchP
ort
IpsTrapViolatin
gMac
IpsTrapViolatio
nType
systemServices
Date
systemServices
Time

IpsTrapSwitchName—The name of the switch.

IpsTrapSwitchlpAddr—The IP address of switch.

IpsTrapSwitchSlice— The physical slice number for the LPS port on which the violation occurred.
IpsTrapSwitchPort—The physical port number on which the violation occurred.

IpsTrapViolatingM ac—The violating MAC address.

IpsTrapViolationType—The type of violation that occurred on the LPS port.

systemServicesDate—This object contains the current System Date in the following format: MM/DD/YYYY.
systemServicesTime—This object contains the current System Time in the following format: HH:MM:SS.
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52  IpsPortUpAfterLearningWindowExpir IpsTrapSwitchN bridge Thistrap is sent when an LPS
edT ame port joins or is enabled after the
IpsTrapSwitchS Learning Window is expired,
lice disabling the MAC address
[psTrapSwitchP learning on the port.
ort
systemServices Thistrap is also generated at the
Date time the Learning Window
systemServices expires, with aslice and port
Time value of 0.

IpsTrapSwitchName—The name of the switch.
IpsTrapSwitchSlice—The dlot number for the LPS port on which the violation occured
IpsTrapSwitchPort—The port number for the LPS port on which the violation occured
systemServicesDate—The current System Date in the following format: MM/DD/YYYY.
systemServicesTime—The current System Timein the following format;: HH:MM:SS.

53 IpsLearnTrap

IpsLearnTrapTh
reshold

bridge

Thistrap is sent when the
number of bridged MACs
learned matches the configured
Learned Trap Threshhold. A trap
isthen generated or every
additional MAC that islearned.

IpsLearnTrapThreshold—The number of bridged MAC addresses that can be learned before atrap is sent.

54  gvrpVlanLimitReachedEvent

aaGvrpMaxVla
nLimit

bridge

Thistrap is sent when the
number

of dynamically-learned
VLANS has reached the
configured

limit.

alaGvr pM axVlanL imit—The maximum number of dynamic VLANsthat can be created on the system by

GVRP beforeatrap is sent.

55 aaNetSecPortTrapAnomaly

alaNetSecPortT
raplnfolfld,

alaNetSecPortT
raplnfoAnom
ay,

alaNetSecPortT
raplnfoType

netsec

Thistrap is sent when and
anomalout port quarantineis
detected.

alaNetSecPortTrapl nfol fld—The interface index of port on which anomaly is detected.
alaNetSecPortTrapl nfoAnomaly—The type of anomaly detected on the interface.
alaNetSecPortTraplnfoType—The ature of anomaly. Informsif system attached to interface is source or

target of the anomaly.

56 alaNetSecPortTrapQuarantine

alaNetSecPortT
rapinfolfld

netsec

Thistrap is sent when and
anomalout port quarantineis
detected.

alaNetSecPortTrapl nfol fld—The interface index of port on which anomaly is detected.
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57 ifMauJabberTrap ifMauJabberSta interface Thistrap is sent whenever a
te managed interface MAU enters
the jabber state.

ifMauJabber State—The value other(1) isreturned if the jabber stateisnot 2, 3, or 4. The agent MUST aways
return other(1) for MAU type dot3MauTypeAUI. The value unknown(2) isreturned when the MAU’ strue state
isunknown; for example, when it isbeing initialized. If the MAU is not jabbering the agent returns noJabber(3).
Thisisthe “normal” state. If the MAU isin jabber state the agent returns the jabbering(4) value.

58 udldStateChange interface Thistrap is sent when the UDLD
alaUdldPortlf state of a port has changed.
Index
aaudldPrevs
tate
aauUdldCurre
ntState

alaudldPortl flndex—The interface index of the port which troggered the UDLD trap.
alaudldPrevState—The previous UDLD state of the port - notapplicable (0), shutdown (1), undetermined (2),
bidirectional (3).

alaudldCurrentState—he current UDL D state of the port - notapplicable (0), shutdown (1), undetermined (2),
bidirectional (3).

59 ndpMaxLimitReached none ipv6 Thistrap is sent when the
hardware table has reached the
maximum number of entries
supported.

60 ripRouteMaxLimitReached none rip Thistrap is sent when the RIP
database reaches the supported
maximum number of entries.
When the maximum number is
reached, RIP discards any new
updates.

61 ripngRouteMaxLimitReached none ripng Thistrap is sent when the RIPng
database reaches the supported
maximum number of entries.
When the maximum number is
reached, RIPng discards any new

updates.
62 aakErpRingStateChanged alaErpRingld  erp Thistrap is sent when the ERP
alaErpRingState Ring State has changed from

“Idle” to “Protection”.

alaEr pRingld—The unique Ring identifier.
alakrpRingState—The current state of the Ring (0=Idle, 1=Protection).

63 aaErpRingMultipleRpl alaErpRingld  erp Thistrap is sent when multiple
RPL s are detected in the Ring.

alakr pRingl d—The unique Ring identifier.

64 aakErpRingRemoved alakErpRingld erp Thistrapissent whentheRingis
removed dynamically.

alakr pRingl d—The unique Ring identifier.
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65 ntpMaxAssociation ntp Thistrap is generated when the
the maximum number of peer
and client associations
configured for the switchis

exceeded.

NtpM axAssociation—The maximum number of peer and client associations that the switch will serve.

66 ddmTemperatureThresholdViolated iflndex Thistrap is sent when a
ddmNotificati transceiver’ s temperature has
onType crossed any threshold or
ddmTemperat reverted from previous threshold
ure violation for a port represented

by ifIndex. It also providesthe
current realtime value of a
transceiver’s temperature.

iflndex—The interface index.

ddmNoatificationType—The trap type for monitored DDM parameters (clearViolation(1), highAlarm(2),
highWarning(3), lowWarning(4), lowAlarm(5).

ddmTemperature—The temperature, in tenths of a degree celcius.

67 ddmVoltageThresholdViolated iflndex port Thistrap is sent when a
ddmNotificatio transceiver’s supply voltage has
nType crossed any threshold or reverted
ddmSupplyVolt from previousthreshold violation
age for aport represented by iflndex.

It also provides the current
realtime value of atransceiver's

supply voltage.
iflndex—The interface index.
ddmNoatificationType—The trap type for monitored DDM parameters (clearViolation(1), highAlarm(2),
highWarning(3), lowWarning(4), lowAlarm(5)
ddmSupplyV oltage—The voltage, in tenths of avolt.

68 ddmCurrentThresholdViolated iflndex, port Thistrap is sent when a
ddmNotificatio transceiver’s bias current has
nType crossed any threshold or reverted
ddmTxBiasCurr from previousthreshold violation
ent for aport represented by iflndex.

It also provides the current
realtime value of atransceiver's
bias current.

iflndex—The interface index.

ddmNoatificationType—The trap type for monitored DDM parameters (clearViolation(1), highAlarm(2),
highWarning(3), lowWarning(4), lowAlarm(5).

ddmTxBiasCurrent—The current Transmit Bias Current of the SFP/XFP in 10s of milli-Amperes (mA).

69 ddmTxPowerThresholdViolated iflndex port Thistrap is sent when a
ddmNotificatio transceiver’s Tx output power
nType has crossed any threshold or
ddmTxOutputP reverted from previous threshold
ower violation for a port represented

by iflndex. It also providesthe
current realtime value of a
transceiver’s Tx output power.
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iflndex—The interface index.

ddmNotificationType—The trap type for monitored DDM parameters (clearViolation(1), highAlarm(2),
highWarning(3), lowWarning(4), lowAlarm(5).

ddmTxOutputPower—The current Output Power of the SFP/XFP in 10s of milli-Watts (mW).

70 ddmRxPowerThresholdViolated iflndex, port Thistrap is sent when a
ddmNotificatio transceiver’s Rx optical power
nType has crossed any threshold or
ddmRxOptica P reverted from previous threshold
ower violation for a port represented

by ifIndex. It also providesthe
current realtime value of a
transceiver’s Rx optical power

iflndex—The interface index.

ddmNotificationType—The trap type for monitored DDM parameters (clearViolation(1), highAlarm(2),
highWarning(3), lowWarning(4), lowAlarm(5).

ddmRxOptical Power—The current Received Optical Power of the SFP/XFP in 10s of milli-Watts (mW).

71 webMgtServerErrorTrap webMgtServerE webmgt Thistrap is sent when the Web
rror Management server goes into
error state after crashing twice
within aminute.

webM gtServer Error—Error code string when WebView Server isin error status. Format is 'Error Num:

{Number}. { String message} .' where { Number} is an integer representing the error code and { String message}
isthe error string message.

72 multiChassislpcVianUp multiChassisTra multi- Indicates the operational status
plpcVian chassis for the multi-chassis
communication VLAN is Up.

multiChassisTrapl pcVIan—The multi-chassis IPC VLAN number.

73 multiChassislpcVIianDown multiChassisTra multi- Indicates the operational status
plpcVian chassis for the multi-chassis
communication VLAN is Down.

multiChassisTrapl pcVIan—The multi-chassis IPC VLAN number.

74  multiChassisMisconfigurationFailure  multiChassisTra muilti- Thistrap is sent when thereisan
pFailure chassis MCM misconfiguration (e.g.,
inconsistent chassis ID or IPC
VLAN).
multiChassisT rapFailure—Indicates multi-chassis failure.
75 multiChassisHellolntervalConsisFailu  multiChassisTra multi- Thistrap is sent when thereisan
re pFailure chassis MCM Hello Interval consistency
falure.

multiChassisTrapFailure—Indicates multi-chassis failure.

76  multiChassisStpModeConsisFailure  multiChassisTra multi- Thistrap is sent when ther isan
pFailure chassis STP mode consistency falure.

multiChassisTrapFailure—Indicates multi-chassis failure.

77  multiChassisStpPathCostModeConsis  multiChassisTra multi- Thistrap is sent when ther isan
Failure pFailure chassis STP path cost mode consistency
falure.

multiChassisTrapFailure—Indicates multi-chassis failure..
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78 multiChassisVflinkStatusConsisFailur multiChassisTra multi-
e pFailure chassis

multiChassisTrapFailure—Indicates multi-chassis failure.

Thistrap is sent when thereisan
MCM Virtual Fabric Link status
consistency falure

multiChassisTra multi-
pStpBlockingVIl chassis
anList

79  multiChassisStpBlockingStatus

Thistrap is sent when the STP
status for some VLANSs on the
Virtual Fabric Link isin blocking
state.

multiChassisTrapStpBlockingVlanList—The VLANS with STP in the Blocking State. Up to 16 VLANs are

displayed, seperated by comas.

80 multiChassisL oopDetected multiChassisTra multi-

pFailure chassis

multiChassisTrapFailure—Indicates multi-chassis failure.

Thistrap issent when aloop is
detected.

multiChassisTra multi-
pFailure chassis

81 multiChassisHelloTimeout

multiChassisTrapFailure—Indicates multi-chassis failure.

Thistrapis sent when the Hellow
Timer expires.

82 multiChassisVflinkDown multiChassisTra multi-

pFailure chassis

multiChassisTrapFailure—Indicates multi-chassis failure.

Thistrap is sent when the Virtua
Fabric Link goes down.

83 multiChassisVFLMemberJoinFailure multiChassisTra multi-
pVFL, chassis
multiChassisTra
pVFLMemberP

ort,

multiChassisTra

pDiagnistic

multiChassisTrapVFL—The multi-chassis Virtual Fabric Link interface.

Thistrap is sent when

aport configured asvirtual fabric
member is unable to join the
virtual fabric link

multiChassisTrap VFLMember Port—The multi-chassis VFL member port number.
multiChassisTrapDiagnistic—The reason a port configured as virtual-fabric member is unable to join the

virtual-fabric link - 1. Duplex Mode, 2. Speed.

alaDHLSession vlan
ID,

alaDHL PortFro
m,

alaDHL PortTo,

alaDHLVIanMo
veReason

84 aaDHLVIanMoveTrap

When linkA or linkB goes down
or comes up and both ports are
are part of some vlan-map, this
trap is sent to the Management
Entity, with the DHL port
information.

alaDHL Sessionl D—The DHL Session ID for which alaDHLVIanMoveTrap needs to be sent to the

Management Entity.

alaDHL PortFrom—The the port, either linkA or linkB, from whichvlan-mapped vlans have joined to other

port due to linkUp or linkDown as specified by alaDHL VIanMoveReason.

alaDHL PortTo—The the port, either linkA or linkB, to which vlian-mapped vlans have joined from other port

due to linkUp or linkDown as specified by alaDHL VIanMoveReason

alaDHL VlanM oveReason—The reason for Vlan Movement from one port to another port.

85 aabDhcpClientAddressAddTrap aaDhcpClient

Address

alaDhcpClientAddress—The current | P address of the DHCP client.

udp relay

Thistrap is sent when anew IP
addressis assigned to DHCP
Client interface.
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86  alaDhcpClientAddressExpiry Trap idaDhcpClient ip-helper  Thistrap is sent when the lease
Address time expires or when a DHCP
client unable to renew/rebind an
IP address.

alaDhcpClientAddress—The current | P address of the DHCP client.
87  alaDhcpClientAddressModify Trap alaDhcpClientA ip-helper  Thistrap is sent when the DHCP

ddress, client unable to obtain the
aaDhcpClientN existing |P address and anew IP
ewAddress addressis assigned to the DHCP
client.

alaDhcpClientAddress—The current | P address of the DHCP client.
alaDhcpClientNewAddress—The new | P address assigned to the DHCP client.

88 VRtrlsisDatabaseOverload VRitrlsisSystem isis Thistrap is sent when the system
Leve enters or |eaves the Overload
lisisSyslL 1 State state.
isisSysL 2 State

VRtrlsisSystemL evel—Identifies the level to which the notification applies.Routing within an areais referred
to as Level-1 routing. Routing between two or more areasisreferred to as Level 2 routing. Each arearuns a
separate copy of the basic link-state routing algorithm.

isisSysL 1State—L evel 1 Routing (1)

isisSyslL 2State—L evel 2 Routing (2)

89 VRtrlsisManual AddressDrops isisManAreaAd isis Thistrap is sent when one of the
drExistState manual area addresses assigned
to this system isignored when
computing routes. The object
VRtrlsisManAreaAddrExistState
describes the area that has been
dropped.

Thistrap is edge triggered, and
should not be regenerated until
an address that was used in the
previous computation has been

dropped.
isisManAreaAddr ExistState—The area | D that was ignored when computing routes.
90 vRtrlsisCorruptedL SPDetected VRtrlsisSystem isis Thistrap is sent when an LSP
Level that was stored in memory has
VRtrlsisTrapL S become corrupted.
PID

TheLSPID isforwarded. ThelD
may be known, but in some
implementations thereisa
chance that the ID itself will be
corrupted.

VRtrlsisSystemL evel—Identifies the level to which the notification applies.Routing within an areaiis referred
to as Level-1 routing. Routing between two or more areasisreferred to as Level 2 routing. Each arearuns a
separate copy of the basic link-state routing algorithm.

VRtrlsisTrapL SPID—AnR Octet String that uniquely identifiesa Link State PDU.
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91 vRtrlsisMaxSeqgExceedAttempt VRItrlsisSystem isis Thistrap is sent when the
Level sequence number on an LSP
VRIrlsisTrapLS wraps the 32 hit sequence
PID counter.

VRtrlsisSystemL evel—Identifies the level to which the notification applies.Routing within an areais referred
to as Level-1 routing. Routing between two or more areasisreferred to as Level 2 routing. Each arearuns a
separate copy of the basic link-state routing algorithm.

VRtrlsisTrapL SPID—An Octet String that uniquely identifiesaLink State PDU.

92 vRtrlsisiDLenMismatch VRirlsisFieldLe isis Thistrap is sent when when a
n PDU with adifferent System ID
VRtrlsislflndex Lengthisreceived. The
VRtrlsisPDUFra notification includes the index to
gment identify the circuit for the PDU
and the header of the PDU,

which may help a network
manager identify the source of
the problem.

VRtrlsisFieldL en—The System ID Field length.
vRtrlsisiflndex—The I SIS interface on which the PDU was received.
VRtrlsisPDUFragment—Thefirst 64 bytes of aPDU that triggered the trap.

93 vVRtrlsisMaxAreaAddrsMismatch VRtrlsisMaxAre isis Thistrap is sent when aPDU
aAddress, with adifferent Maximum Area
VRtrlsislflndex Addressesvalueisrecieved. The
VvRtrlsisPDUFra notification includes the header
gment of the packet, which may help a

network manager identify the
source of the problem.

VRtrlsisM axAreaAddr ess—The maximum number of area addresses in the PDU.
VvRtrlsislflndex—The | SIS interface on which the PDU was received.
VRtrlsisPDUFragment—The first 64 bytes of a PDU that triggered the trap.

94  vRtrlsisOwnL SPPurge VRitrlsisifindex, isis Thistrap is sent when sent when
VRtrlsisTrapL S aPDU isreceived with the
PID system ID and zero age. This
VRtrlsisSystem notification includes the circuit
Level Index if available, which may

help a network manager identify
the source of theproblem.

VRtrlsisifindex—The I SIS interface on which the PDU was received.

VRtrlsisTrapL SPID—An Octet String that uniquely identifiesaLink State PDU.

VRtrlsisSystemL evel—Identifies the level to which the notification applies.Routing within an areais referred
to as Level-1 routing. Routing between two or more areasisreferred to as Level 2 routing. Each arearuns a
separate copy of the basic link-state routing algorithm.

95  vRtrlsisSequenceNumberSkip VRItrlsisTrapLS isis If an L SP without System ID and
PID different contentsisreceived, the
VRitrlsislflndex L SP may be reissued with a
VRtrlsisSystem higher sequence number.
Level

If two Intermediate Systems are
configured with the same System
ID, the sequence number is
increased and this notification is
sent.
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VRtrisisTrapL SPID—An Octet String that uniquely identifiesa Link State PDU.

VRtrlsisifindex—The SIS interface on which the PDU was received.

VRtrlsisSystemL evel—Identifies the level to which the notification applies.Routing within an areais referred
to as Level-1 routing. Routing between two or more areasisreferred to as Level 2 routing. Each arearuns a
separate copy of the basic link-state routing algorithm.

96 VRtrlsisAutTypeFail VRItrlsisSystem isis Thistrap is sent when a PDU
Level, with the wrong authentication
VRtrlsisPDUFra typeisreceived. The notification
gment, includesthe header of the packet,
VRtrlsislflndex which may help a network
manager identify the source of
the prablem.

VRtrlsisSystemL evel—Identifies the level to which the notification applies.Routing within an areais referred.
to as Level-1 routing. Routing between two or more areas is referred to as Level 2 routing. Each arearunsa
separate copy of the basic link-state routing algorithm.

VRtrlsisPDUFragment—Contains up to the first 64 bytes of a PDU that triggered the trap.
VRtrlsisifindex—The | SIS interface on which the PDU was received.

97 VvRtrlsisAuthFail VRItrlsisSystem isis Thistrap is sent when a PDU
Level, with incorrent authentication
VRtrlsisPDUFra information is received. The
gment, notification includes the header
VRtrlsislflndex of the packet, which may help a

network manager identify the
source of the problem.

VRtrlsisSystemL evel—Identifies the level to which the notification applies.Routing within an areais referred
to as Level-1 routing. Routing between two or more areas is referred to as Level 2 routing. Each arearunsa
separate copy of the basic link-state routing algorithm.

VRtrlsisPDUFragment—Contains up to the first 64 bytes of a PDU that triggered the trap.
VRtrlsisifindex—The I SIS interface on which the PDU was received..

98 VRtrlsisVersionSkew VRtrlsisProtocol isis Thistrap is sent when aHello
Version PDU isreceived froman IS
VRtrlsisSystem running a different version of the
Level protocol.
VRtrlsisPDUFra
gment This notification includes the
VRtrlsislfndex header of the packet, which may

help a network manager identify
the source of the problem.

VRtrlsisProtocolVersion—The PDU protocol version.

VRtrlsisSystemL evel—Identifies the level to which the notification applies.Routing within an areais referred
to as Level-1 routing. Routing between two or more areasisreferred to as Level 2 routing. Each arearuns a
separate copy of the basic link-state routing algorithm.

VRtrlsisPDUFragment—Contains up to the first 64 bytes of a PDU that triggered the trap.
VRtrlsisifindex—The I SIS interface on which the PDU was received.
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99 vRtrlsisAreaMismatch VRirlsisLSPSiz isis Thistrap is sent when aHello
e PDU from an IS that does not
VRtrlsisSystem share any area addressis
Level received.
VRtrlsislflndex
VRtrlsisPDUFra This notification includes
gment the header of the packet, which

may help a network manager
identify the source of the
confusion.

VRtrlsisL SPSize—The size of the LSP received.

VRtrlsisSystemL evel—Identifies the level to which the notification applies.Routing within an areais referred
to as Level-1 routing. Routing between two or more areasisreferred to as Level 2 routing. Each arearuns a
separate copy of the basic link-state routing algorithm.

VRtrlsislflndex—The | SIS interface on which the PDU was received.

VRtrlsisPDUFragment—Contains up to the first 64 bytes of a PDU that triggered the trap.

100 vRtrlsisRejectedAdjacency VRtrisisSystem isis Thistrap is sent when aHello
Level PDU isreceived from an IS, but
VRtrlsislflndex an adjacency is not established

dueto alack of resources.

VRtrlsisSystemL evel—Identifies the level to which the notification applies.Routing within an areais referred
to as Level-1 routing. Routing between two or more areasisreferred to as Level 2 routing. Each arearuns a
separate copy of the basic link-state routing algorithm.

vRtrlsisifindex—The I SIS interface on which the PDU was received.

101 vRtrisisL SPTool argeToPropagate VRIirlsisLSPSiz isis Thistrap issent when an LSPis
e larger than the Data Link Block
VRtrlsisSystem Sizefor acircuit.
Level
VRIrlsisTrapL S
PID

VvRtrlsislflndex

VRtrlsisL SPSize—The size of the LSP received.

VRtrlsisSystemL evel—Identifies the level to which the notification applies.Routing within an areais referred
to as Level-1 routing. Routing between two or more areasisreferred to as Level 2 routing. Each arearuns a
separate copy of the basic link-state routing algorithm.

VRtrlsisTrapL SPID—AnR Octet String that uniquely identifiesa Link State PDU.

VvRtrlsisifindex—The I SIS interface on which the LSP was received.

102 vRtrisisOrigL SPBufSizeMismatch VRtrlsisOriginat isis Thistrapissent whenalLevel 1
ingBufferSize or 2LSPisreceived that islarger
VRitrlsisSystem than the local value for the
Level originating LSP Buffer Size; or
VRtrlsisTrapLS whenalevel 1or 2LSPis
PID received containing the
VRtrlsisiflndex originating L SP Buffer Size

option but the value in the PDU
option field does not match the
local value

for the originating L SP Buffer
Size
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VRtrlsisOriginatingBuffer Size—The buffer size advertised by the peer.

VRtrlsisSystemL evel—Identifies the level to which the notification applies.Routing within an areaiis referred
to as Level-1 routing. Routing between two or more areasisreferred to as Level 2 routing. Each arearuns a
separate copy of the basic link-state routing algorithm.

VRtrlsisTrapL SPID—AnR Octet String that uniquely identifiesa Link State PDU.

VRtrlsisifindex—The I SIS interface on which the L SP was received.

103 vRtrisisProtoSuppMismatch VRitrlsisProtocol isis Thistrap is sent when anon-
sSupported pseudonode segment O LSPis
VRitrlsisSystem received that has no matching
Level protocol s supported.
VRIrlsisTrapLS
PID This may be because the system
VRtrlsislflndex does not generate the field, or
because there are no common
elements.

Thelist of protocols supported
should be included in the
notification: it may be empty if
the TLV is not supported, or if
the TLV isempty.

VRtrlsisProtocolsSuppor ted—The protocols supported by an adjacent system. This may be empty
VRtrlsisSystemL evel—Identifies the level to which the notification applies.Routing within an areais referred
to as Level-1 routing. Routing between two or more areasisreferred to as Level 2 routing. Each arearuns a
separate copy of the basic link-state routing algorithm.

VRtrlsisTrapL SPID—An Octet String that uniquely identifiesaLink State PDU.

VRtrlsislflndex—The | SIS interface on which the L SP was received.

104 vRtrisisAdjacencyChange VRtrlsisSystem isis Thistrap is sent when adjacency
Level changes state, entering or leaving
VRtrlsislflndex state up.
VRIrlsisTrapL S
PID Thefirst 6 bytes of the
isisISAd]State VRIrlsisTrapL SPID are the

Systemi D of the adjacent IS. The
isisl SAdjState is the new state of
the adjacency.

VRtrlsisSystemL evel—Identifies the level to which the notification applies.Routing within an areais referred
to as Level-1 routing. Routing between two or more areas is referred to as Level 2 routing. Each arearunsa
separate copy of the basic link-state routing algorithm.

VRtrlsisIfindex—The I SIS interface on which the trap was received.

VRtrlsisTrapL SPID—AnR Octet String that uniquely identifiesa Link State PDU.

isisl SAdj State—The state of the adjacent router.
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105 vRtrisisCircldExhausted VRitrlsisifindex isis Thistrap is sent when sent when
ISIS cannot be started on aLAN

interface because a unique circid
could not be assigned due to the
exhaustion of the Circuit ID
space. This can only happen on
broadcast interfaces.

When this happens, the interface
is marked operationally down.
When an operationally up
interface is deleted, the Circuit
ID can bereused by any interface
waiting to receive aunique

Circuit 1D.
VRtrlsislfindex—The SIS interface.
106 vRtrlsisAdjRestartStatusChange VRtrlsisSystem isis Thistrap is sent when an
Level adjancency's graceful restart
VRirlsislflndex status changes.
VRtrlsisISAdR
estartStatus

VRtrlsisSystemL evel—Identifies the level to which the notification applies.Routing within an areais referred
to as Level-1 routing. Routing between two or more areasisreferred to as Level 2 routing. Each arearuns a
separate copy of the basic link-state routing algorithm.

VRtrlsisifindex—The ISIS interface.

VRtrlsisl SAdjRestartStatus—The new graceful restart state of the adjacency.

107 aaMvrpVlanLimitReachedEvent alaMvrpMaxV!| bridge Thistrap is sent when the
anLimit number of VLANS learned
dynamicaly by MVRP reaches
the configured limit.

alaMvrpM axVlanL imit—The the maximum number of dynamic VLANSsthat can be created on the system by
MVRP. If the number of VLANS created by MV RP reaches this limit, the system will prevent MVRP from
creating additional VLANS (32 - 4094, Default = 256).

108 aaHAVIanClusterPeerMismatch alaHAVlanClus havlan Thistrap is sent when
terld parameteras configured for this
cluster ID (Level 1 check) does
not match accross the MCLAG

peers.
alaHAVlanCluster| d—The Cluster ID Number.
109 aaHAVIanMCPeerMismatch alaHAVIanClus havlan Thistrap is sent when the cluster
terld parameters are matching on the
alaHAVIanMult peers, but MCLAG is not
iChassisld configured or clusters are not in
aaHAVlanClus operational state.

terPortlfIndex

alaHAVIanCluster| d—The Cluster ID Number.

alaHAVIanMultiChassisld—The Multi Chassis ID identifying the Multi Chassis Peer.

alaHAVlanCluster Portl flndex—The ifindex identifying the cluster port. Anifindex of 1 shall be used for al
ports.
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110 aaHAVIanDynamicMAC alaHAVIanClus havlan Thetrap is sent when the
terld dynamic MAC islearned on non-
alaHAVlanClus server cluster port
terlnetAddres
S
alaHAVlanClus
terMacAddre
ss
alaHAVIanClus
terPortlflndex

alaHAVlanCluster| d—The Cluster ID Number.

alaHAVlanCluster | netAddress—The type of |P address associated with the L3 cluster (e.g., ipv4).
alaHAVlanCluster M acAddress—The type of ARP resolution used in L3 cluster (static, dynamic, invalid).
alaHAVIanCluster Portl flndex—The ifindex identifying the cluster port. An ifindex of 1 shall be used for all
ports.

111 unpMcLagMaclgnored alabaUnpMacA da-unp Thistrap is sent when aMAC/
ddr User is dropped because the
alaDaUnpSourc VLAN does not exist or UNPis
elpAddr not enabled on the MCLAG..
alaDaUnpNativ
eVlan
alabalUnpVlan
alabaUnpMCL
AGId

alaDaUnpM acAddr—The MAC that failed to get configured on peer chassis.

alaDaUnpSour cel pAddr—The IP address of the MAC that failed to get configured on peer chassis.
alaDaUnpNativeVlan—The native VLAN of MCLAG on which the MAC ingressed.
alaDaUnpVlan—The VLAN on which the MAC was classified on the local chassis.

alaDaUnpM CLAGId—TheLink Agg Id for MCLAG..

112 unpMcLagConfiglnconsistency alabaUnpCom  da-unp Thistrap is sent when a
mandType configuration becomes “ Out of
aaDaUnpName Sync".
alabaUnpMacA
ddrl
alabaUnpMacA
ddr2
alaDaUnplpAd
dr
aaDaUnplpMa
sk
alabaUnpVlan
Tag
alabaunpMCL
AGId
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alaDaUnpCommandType—Indicates which configuration command is out-of-sync: unpConfigCmd (1),
macRuleConfigCmd (2), macRangeRuleConfigCmd (3), ipRuleConfigCmd (4), vlanTagRuleConfigCmd (5),
authServerUnpConfigCmd (6), authServerTimerConfigCmd (7), dynamicVIanConfigCmd (8), lagConfigCmd
(9), dynamicProfileConfigCmd (10).

alaDaUnpName—Indicates which UNP Profile is out-of-sync. If there is no UNP Profile associated, a zero
length string is sent.

alaDaUnpM acAddr 1—The MAC for MAC rule or the lower limit of MAC Range Rule.

alaDaUnpM acAddr2—The upper limit of MAC Range Rule.

alaDaUnpl pAddr—The IP addressin the IP Rule.

alaDaUnpl pMask—The IP Mask of the IP addressin the IP Rule.

alaDaUnpVlanTag—The VLAN VLAN Tag Rule. A zero value meansit is not applicable.

alaDaUnpM CLAGId—TheLink Agg ID for MCLAG..

113 multiChassisGroupConsisFailure multiChassisTra mcm Thistrap is sent when thereisan
pFailure inconsistency between local and
peer chassis group.

multiChassisTrapFailure—Indicate multi-chassis failure.

114 multiChassisTypeConsisFailure mcm Thistrap is sent when thereis an
inconsistency between local and
peer chassis type.

115 aaPimNonBidirHello pimNeighborAd pim Thistrap is sent when a bidir-
ressType, capable router hasreceived a
pimNeighboAd PIM hello from anon-bidir-
dress capable router. It is generated
whenever the counter
alaPimsmNon-

BidirHelloMsgsRevd is
incremented, subject to the rate
limit specified by
alaPimsmNonBidirHelloNotifica
tionPeriod.

pimNeighbor AdressType—The address type of the PIM neighbor.
pimNeighbor Address—The primary | P address of the PIM neighbor. The InetAddressTypeis given by the
pimNeighborAddressType object.

116 dotlagCfmFaultAlarm dotlagCfmMep 802.1AG  Thistrapissent when aMEP has
HighestPrDef apersistent defect condition. A
ect notification (fault alarm) is sent

to the management entity with
the OID of the MEP that has
detected the fault.

dotlagCfmM epHighestPr Defect—The highest priority defect that has been present since the MEPs Fault
Notification Generator State Machine was last in the FNG_RESET state.
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117 aaSaal PiterationCompleteTrap alaSaaCtrlOwne saa Thistrapissent when an IP SAA
rindex iteration is completed.
alaSaaCtrl Testl
ndex
alaSaal pResults
TestRunIndex
alaSaaCtrlLastR
unResult
alaSaaCtrlLastR
unTime

alaSaaCtrlOwner I ndex—The Owner name to identify entriesin the table. Thisis currently not supported and
its value will always be the string 'USER'.

alaSaaCtrITestlndex—A Unique name to identify the entries in the table. The name is unique across various
SNMP users.

alaSaal pResultsT estRunlndex—The row entry that reportsresultsfor asingle OAM test run. The value of this
object starts at 1 and can go upto a maximum of alaSaaCtrlMaxHistoryRows.

alaSaaCtrlL astRunResult—The result of the latest SAA test iteration (Undetermined/Success/Failed/
Aborted).

alaSaaCtrlL astRunTime—The time the last iteration of the SAA was run.

118 aaSaakthlterationCompleteTrap aaSaaCtrlOwne saa Thistrap is sent when when an

rindex eth-LB or Eth-DMM SAA

alaSaaCtrl Testl iteration is compl eted.
ndex

alaSaaEthoamR
esultsTestRun
Inde,

alaSaaCtrlLastR
unResult

alaSaaCtrlLastR
unTime

alaSaaCtrlOwner | ndex—The Owner name to identify entriesin the table. Thisis currently not supported and
its value will always be the string 'USER'.

alaSaaCtrITestlndex—A Unique name to identify the entries in the table. The name is unique across various
SNMP users.

alaSaaEthoamResultsT estRunlndex—The row entry that reports results for a single Eth-LB/DMM test run.

The value of this object starts from 1 and can go upto a maximum of alaSaaCtrlMaxHistoryRows.

alaSaaCtrlL astRunResult—The result of the latest SAA test iteration (Undetermined/Success/Failed/

Aborted).
alaSaaCtrlLastRunTime—The timethe last iteration of the SAA was run.
119 aaSaaMaclterationCompleteTrap saa Thistrap is sent whenaMAC
iteration is complete.
ala—The?
120 virtua ChassisStatusChange virtualChassisO virtual Thistrap is sent when avirtual
perChasld, chassis chassis status change is detected.
virtual ChassisSt
atus

virtualChassisOper Chasl d—The operationa Virtual ChassisID.
virtualChassisStatus—The Virtual Chassis status.

121 virtual ChassisRoleChange virtualChassisO virtual Thistrap is sent when avirtual
perChasld, chassis chassisrole change is detected.
virtualChassisR
ole
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virtualChassisOper Chasl d—The operational Virtual ChassisID.
virtualChassisRole—The Virtual Chassisrole:
unassigned(0): Initial chassisrole and election not complete.
master (1): Chassisisin master role after election.
slave(2): Chasisisin daverole after election.
inconsistent(3): Chassisis not consistent after election.

Description

122 virtual ChassisVflStatusChange virtualChassisO virtual
perChasld, chassis
virtual ChassisV
flIfIndex,
virtual ChassisV
flOperStatus

virtualChassisOper Chasl d—The operational Virtual Chassis ID.
virtualChassisVfllflIndex—The Virtual Fabric Link ID.

Thistrapissent whenaVFL link
status change is detected.

virtualChassisVflOper Status—The Virtual Fabric Link Operational Status (Up/Down/Disabled).

123 virtualChassisVflMemberPortStatusC  virtualChassisO virtual
h perChasld, chassis

virtual ChassisvV
flIfIndex,

virtualChassisV
fIMemberPort
Ifindex,

virtual ChassisvV
fIMemberPort
OperStatus

virtualChassisOper Chasl d—The operational Virtual ChassisID.
virtualChassisVfllflndex—The Virtual Fabric Link ID

Thistrapissent when aVFL link
member port has a change of
status.

virtualChassisVfIMember Portlfindex—The Virtual Fabric Link Member Port ifIndex.
virtualChassisVfIM ember PortOper Status—Virtual Fabric Link Member Port operational status (Up, Down,

Disabled).

124 virtualChassisVfIMemberPortJoinFail virtualChassisO virtual
perChasld, chassis
virtual ChassisV
flIfindex,
virtual ChassisvV
fIMemberPort
Ifindex,
virtual ChassisD
iagnostic
virtualChassisOper Chasl d—The operational Virtual ChassisID.
virtualChassisVfllflndex—The Virtual Fabric Link ID

Thistrap is sent when a port
configured as virtual-fabric
member is unable to join the
virtual-fabric link.

virtual ChassisVfIM ember Portl findex—The Virtual Fabric Link Member Port iflndex.
virtualChassisDiagnostic—Indicates why a port configured as virtual-fabric member is unable to join the

virtual-fabric link (Duplex Mode, Speed).

OmniSwitch AOS Release 8 Switch Management Guide  July 2020

page B-30



SNMP Traps Table

No. Trap Name Objects Family
125 lldpRemTablesChange

Description

[ldpStatsRem  lIidp Thistrap is sent when the value

Tableslnserts, of lldpStatsRemTablelastChange
[IdpStatsRem Time changes. It can be utilized

TablesDeletes by an NMSto trigger LLDP

, remote systems table
[[dpStatsRem maintenance polls.

TablesDrops,
[IdpStatsRem

TablesAgeout

s

IIdpStatsRemT ablesl nserts—The number of times the complete set of information advertised by a particular
M SAP has been inserted into tables contained in [IdpRemoteSystemsData and || dpExtensions objects.
IldpStatsRemT ablesDeletes—The number of times the complete set of information advertised by a particular
MSAP has been deleted from tables contained in [ldpRemoteSystemsData and || dpExtensions objects.
IldpStatsRemT ablesDr ops—The number of times the complete set of information advertised by a particular
MSAP could not be entered into tables contained in IldpRemoteSystemsData and |IdpExtensions objects
because of insufficient resources.

IldpStatsRemT ablesA geouts—The number of times the complete set of information advertised by a particular
M SAP has been deleted from tables contained in IldpRemoteSystemsData and |IdpExtensions objects because
the information timeliness interval has expired.

126 vRtrLdplnstanceStateChange VRtrLdpGenAd Idp Thistrap is sent when the LDP
minState, modul e changes state either
VRtrLdpGenOp administratively or operationally.
erState,
VRtrLdplnstanc
eNotifyReaso
nCode

VRtrLdpGenAdminState—The desired administrative state for this LDP instance.

VRtrLdpGenOper State—The current operational state of this LDP instance.

VvRtrLdpl nstanceNotifyReasonCode—The reason for the LDP instance state change (Admin Up, Admin
Down, Oper Up, Oper Down)

127 evbFailedCdcpTIvTrap evbPortld evb Thistrap is sent when bridge
receives a CDCP packet with:

- Wrong TLYV type, or

- Wrong OUI, or

- Roleis set to Bridge, or

- Wrong default channel (scid), or

- Incorrect channel number(scid).
evbPortld—The IfIndex that uniquely identifies this port.

128 evbFailedEvbTIvTrap evbPortld, evb Thistrap is sent when bridge
ieee8021Bridge receives an EVBTLV packet
EvbVSIVianl with:
d - Wrong TLV type. or

evbPortld—The IfIndex that uniquely identifies this port.
ieeeB021BridgeEvbV Sl Vlanld—The bridge EVB VS| VLAN.

- Incorrect TLV length, or
- Wrong OUI.

evbPortld, evb

ieeeB021Bridge
EvbSbpPortN
umber

129 evbUnknownVsiManagerTrap

Thistrap is sent when bridge
receives a VDP packet with:

- Unknown Manager ID type, or
- Wrong Manager ID length.
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evbPortld—The IfIndex that uniquely identifies this port.
ieee8021BridgeEvbSbpPortNumber—The bridge EVN SBP Port.

Description

130 evbVdpAssocTIvTrap evbPortld, evb
ieeeB021Bridge
EvbSbpPortN
umber,
ieeeB021Bridge
EvbVSIID,
ieeeB021Bridge
EvbVSIIDTy
pe,
ieeeB021Bridge
EvbVSIType
Version

evbPortld—The IfIndex that uniquely identifies this port.
ieee8021BridgeEvbSbpPortNumber—The EVB port number.

Thistrap is sent when bridge
receivesan ASSOC TLV ina

V DP packet with:

- Null VID found and number of
entry fieldisnot 1, or

- Unknown filter format,

- Null VID on De-Assoc TLV
type, or

- VSl included more than Max
number of filter info entries

ieeeB021BridgeEvbV Sl 1D—The VSIID that uniquely identifiesthe VS| in the DCN.
ieee8021BridgeEvbV Sl IDType—The VSIID Type for the VSIID in the DCN:

vsiidipv4 (1)
vsiidipvé (2)
vsiidMAC (3)
vsiidLocal (4)
vsiidUUID (5)

ieee8021BridgeEvbV Sl TypeVersion—An integer identifier designating the expected/desired VTID version.
TheVTID version allows aV Sl Manager Database to contain multiple versions of a given VS Type, alowing

smooth migration to newer VSl types.
ieee8021BridgeEvbSbpPortNumber—The EVB SPB port.

131 evbCdcpLIdpExpiredTrap none evb

Thistrap is sent when an LLDP
Timer expiresin bridge. The
timer expires when LLDP does
not receive CDCP TLV within a
specified interval.

132 evbTlvExpiredTrap none evb

Thistrap is sent when an LLDP
Timer expiresin bridge. The
timer expires when LLDP does
not receive EVB TLV within a
specified interval.

133 evbVdpKeepaliveExpiredTrap none evb

Thistrap is sent when aVDP
Keep Alive Timer expiresin
bridge. The timer expires when
the bridge does not receive VDP
Keep Alive message within a
specified interval.
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134 smgrServiceError aaSvcld, service Thistrap is sent when thereisa
alaSvcType, manager failure to create/delete a service.
alaSvclsid,
aaSvcBVlan,
alaSvcMulti-

castMode

alaSvcld—The Service identifier.

alaSvcType—The servicetype (e.g., vpls, spb).

alaSvclsid—The I-Domain Service Indentifier (I-SID), which identifies the service instance in a PBB network

in aBEB switch. For a customer packet flowing to the B-Domain, the I-SID is derived from the VFI and

inserted into the packet. For a packet flowing from the B-Domain, the I-SID is used to identify the VFI for the

I-Domain processing.

alaSvcBVIan—The Backbone VLAN ID (BVLAN), which defines the B-Domain for the PBB traffic.

alaSvcM ulticastM ode— The multicast replication mode for each service:

e Head-End (1) - where a non-unicast packet entering the SAP port is replicated once for each receiver in the
B-Domain using its unicast BMAC.

* Tandem (2) - where anon-unicast packet entering the SAP port is replicated once at each node using the
multicast group address.

135 smgrServiceHwError aaSvcld, service Thistrap is sent when thereisa
alaSvcType, manager failure to alocate/de-allocate a
alaSvcVFI, hardware resource for a service,
alaSvcMclndex or to program the hardware

tables for aservice.

alaSvcld—The Service identifier.

alaSvcType—The service type (e.g., vpls, spb).

alaSvcVFI—The Virtual Forwarding Instance (VFI) allocated for a service on an LER or BEB switch. This
service instance defines the forwarding plane for the data packets among virtual port members associated with
the VFI. The VFI has one-to-one mapping relationship with the Service I Dfor this service instance.

alaSvcM cl ndex—The Multicast Index associated with a VFI, which is used to setup the multicast replication
logic for this service instance on the LER or BEB switch. The Mclndex has one-to-one mapping relationship
with the Service ID for this service instance.

136 smgrSapError alasvcld, service Thistrap is sent when thereisa
alaSapPortld, manager failure to create/delete a Service
alaSapEncapVa Access Point.

lue

alaSvcld—The Service identifier.

alaSapPortld—The ID of the access port where this SAP is defined.

alaSapEncapValue—The value of the label used to identify this SAP on the access port specified by the SAP
Port ID.

137 smgrSapHwETrror aaSvcld, service Thistrap is sent when thereisa
alaSapPortld, manager failure to alocate/de-allocate a
alaSapEncapVa hardware resource for a SAP, or

lue, to program the hardware tables
alaSvcVFI, for aSAP.
alaSapVirtualPo

rt
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alaSvcld—The Service identifier.

alaSapPortld—The ID of the access port where this SAP is defined.

alaSapEncapValue—The value of the label used to identify this SAP on the access port specified by SAP Port
ID.

alaSvcVFI—The Virtual Forwarding Instance (VFI) allocated for a service on an LER or BEB switch. This
service instance defines the forwarding plane for the data packets among virtual port members associated with
the VFI. The VFI has one-to-one mapping relationship with the Service | Dfor this service instance.
alaSapVirtualPort—The logical representation of a SAP associated with a service instance where customer
packets ingress and egress.

Objects Family Description

138 smgrSdpError alasdpld, service Thistrap is sent when thereisa
alaSdpNetwork  manager failure to create/delete a Service
Port, Distribution Point.
alaSdpBVlan,
alaSdpSystemid

alaSdpld—The Service identifier.

alaSdpNetwor k Port—The network port where SIS discovered the neighbor node information (B-VLAN and
BMAC).

alaSdpBVlan—The Backbone VLAN (B-VLAN) where SIS discovered the neighbor node information
(BVLAN and B-MAC).

alaSdpSystemld —The Backbone MAC (B-MAC) where | SIS discovered the neighbor node information (B-
VLAN and B-MAC).

139 smgrSdpHwWETrrorr aaSdpld, service Thistrap is sent when thereisa
alaSdpNetwork  manager failure to alocate/de-allocate a
Port, hardware resource for an SDP,
alaSdpBVlan, or to program the hardware
alaSdpSystemid tables for an SDP.

alaSdpld—The Service identifier.

alaSdpNetwor k Port—The network port where SIS discovered the neighbor node information (B-VLAN and

BMAC).

alaSdpBVlan—The Backbone VLAN (B-VLAN) where SIS discovered the neighbor node information

(BVLAN and B-MAC).

alaSdpSystemld —The Backbone MAC (B-MAC) where | SIS discovered the neighbor node information (B-

VLAN and B-MAC).

140 smgrSdpBindError

aaSvcld,

alaSdpBindid,

alaSdpBindNet
workPort,

alaSdpBindBVI

an

alaSdpBindSyst

emld

alaSvcld—The Service identifier.
alaSdpBindld—The SDP Binding identifier.

Thistrap is sent when thereisa
failure to create/delete an SDP
Bind.

alaSdpBindNetwor k Port—The network port associated with a service instance where MPL S-labeled or B-

Domain packets ingress and egress.

alaSdpBindBVIan—The Backbone VLAN ID (B-VLAN) associated with the SDP Bind object.
alaSdpBindSystem| d—The neighbor Backbone MAC (B-MAC) associated with the SDP Bind object.
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141 smgrSdpBindHwError alaSvcld, service Thistrap is sent when thereisa
aaSdpBindld, manager failure to alocate/de-allocate a
alaSdpBindNet hardware resource for an SDP
workPort, Bind, or to program the hardware
alaSdpBindBVI tables for an SDP Bind.
an,
alaSdpBindSyst
emid,
alaSdpBindVirt
ual Port

alaSvcld—The Service identifier.

alaSdpBindld—The SDP Binding identifier.

alaSdpBindNetwor k Port—The network port associated with a service instance where MPL S-labeled or B-
Domain packets ingress and egress.

alaSdpBindBVIan—The Backbone VLAN ID (B-VLAN) associated with the SDP Bind object.
alaSdpBindSysteml d—The neighbor Backbone MAC (B-MAC) associated with the SDP Bind object.
alaSdpBindVirtualPort—Thelogica representation of a network port associated with a service instance
where MPL S-labeled or B-Domain packets ingress and egress.

142 smgrGenera Error aaSvcld, service Thistrap is sent when thereisa
alaSvcType manager .general system failure detected
during normal system operation

alaSvcld—The Service identifier.
alaSvcType—The service type (e.g. vpls, spb).

143 smgrStatusChange alaSvcld, service Thistrap is sent when thereisa
alaSvcType, manager status change for a group of
alaSvcOperStat selected services.

us,
alaSvcNumSaps

a élSch umSdp
s

alaSvcld—The Service identifier.

alaSvcType—The service type (e.g., vpls, sph).

alaSvcOper Status—The operating state of this service. The requirements for a service to be operationally up

depend on the service type: TLS Services are 'up’ when the service is administratively up and either at least two
SAP's or spoke SDP Bind's, or one SAP or spoke SDP Bind and at least one mesh SDP Bind are operationally

up.

alaSvcNumSaps—The number of SAPs defined on this service.

alaSvcNumSdps—The number of SDPs bound to this service.

144 portViolationNotificationTrap ifIndex port Thistrap is sent when a port
violation is cleared.

iflndex—A unique value, greater than zero, for the interface.

145 multiChassisConsisFailureRecovered multiChassisCo multi- Thistrap is sent when the system
nsisFailureRe chassis has recovered from amulti-
covered chassisinconsistency between

the local and peer switches.
multiChassisConsisFailur eRecover ed—Indicates that the system has recovered from a multi-chassis failure.

OmniSwitch AOS Release 8 Switch Management Guide  July 2020 page B-35



SNMP Traps Table

No. Trap Name Objects Family Description

146 aaSaaPacketl ossTrap alaSaaCtrlOwne saa Thistrap is sent when a a packet
rindex, islost during atest.
alaSaaCtrl Testl
ndex,
alaSaaCtrlLastR
unResult,
alaSaaCtrlLastR
unTime,
alaSaaMacResu
ItsPktsSent,
alaSaaM acResu
ItsPktsRcvd

alaSaaCtrlOwner | ndex—The Owner name to identify the responsibility of the entriesin the table (Default =
User).

alaSaaCtrITestl ndex—Unique name to identify the entries in the table. The name is unique across various
SNMP users (up to 32 characters).

alaSaaCtrlL astRunResult—The result of the latest SAA test iteration (Undertermined (0), Success (1), Failed
(2), Aborted (3)).

alaSaaCtrlL astRunTime—The time the last iteration of the SAA was run.

alaSaaM acResultsPktsSent—The number of packets sent during a single MAC-Ping iteration.

alaSaaM acResultsPktsRcvd—The number of packets received during a single MAC-Ping iteration.

147 aaSaalitterThresholdY ellowTrap alaSaaCtrlOwne saa Thistrap is sent when the Jitter
rindex, Threshold crosses 90%.
alaSaaCtrl Testl
ndex,
alaSaaCtrlLastR
unResult,
alaSaaCtrlLastR
unTime,
alaSaaCtrlJitter
Threshold,
alaSaaMacResu
ItsAvgJitter

alaSaaCtrlOwner | ndex—The Owner name to identify the responsibility of the entriesin the table (Default =
User).

alaSaaCtrITestl ndex—Unigque name to identify the entries in the table. The name is unique across various
SNMP users (up to 32 characters).

alaSaaCtrlL astRunResult—The result of the latest SAA test iteration (Undertermined (0), Success (1), Failed
(2), Aborted (3)).

alaSaaCtrlL astRunTime—The time the last iteration of the SAA was run.

alaSaaCtr|Jitter Threshold—The configured Jitter Threshold (Range = 0 - 1,000,000, Default = 0)

alaSaaM acResultsAvgJitter—The average jitter value.

148 aaSaaRTTThresholdY ellowTrap alaSaaCtrlOwne saa Thistrap is sent whenthe RTT
rindex, Threshold crosses 90%.
alaSaaCtrl Testl
ndex,
aaSaaCtrlLastR
unResult,
alaSaaCtrlLastR
unTime,
alaSaaCtrIRTT
Threshold,
alaSaaM acResu
[tsAVgRTT
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alaSaaCtrlOwner I ndex—The Owner name to identify the responsibility of the entriesin the table (Default =
User).

alaSaaCtrITestl ndex—Unique name to identify the entries in the table. The name is unique across various
SNMP users (up to 32 characters).

alaSaaCtrlL astRunResult—The result of the latest SAA test iteration (Undertermined (0), Success (1), Failed
(2), Aborted (3)).

alaSaaCtrlL astRunTime—The time the last iteration of the SAA was run.

alaSaaCtrIRTTThreshold—The configured RTT Threshold, micro-seconds (Range = 0 - 1,000,000, Default
= O)

alaSaaM acResultsAvgRT T—The average Round Trip Time.

149 alaSaalitterThresholdRedTrap alaSaaCtrlOwne saa Thistrap is sent when the Jitter
rindex, threshold is crossed.
alaSaaCtrl Testl
ndex,
adaSaaCtrlLastR
unResult,
alaSaaCtriLastR
unTime,
alaSaaCtrlJitter
Threshold,
adaSaaMacResu
ItsAvgJitter

alaSaaCtrlOwner | ndex—The Owner name to identify the responsibility of the entriesin the table (Default =
User).

alaSaaCtrITestl ndex—Unique name to identify the entries in the table. The name is unique across various
SNMP users (up to 32 characters).

alaSaaCtrlL astRunResult—Theresult of the latest SAA test iteration (Undertermined (0), Success (1), Failed
(2), Aborted (3)).

alaSaaCtrlL astRunTime—The time the last iteration of the SAA was run.

alaSaaCtrlJitter Threshold—The configured Jitter Threshold (Range = 0 - 1,000,000, Default = 0)

alaSaaM acResultsAvgJitter—The average jitter value.

150 aaSaaRTT ThresholdRedTrap aaSaaCtrlOwne saa Thistrap issent whenthe RTT
rindex, threshold is crossed.
aaSaaCtrl Testl
ndex,
alaSaaCtriLastR
unResult,
aaSaaCtrlLastR
unTime,
aaSaaCtrIRTT
Threshold,
alaSaaMacResu
ItsAVgRTT

alaSaaCtrlOwner I ndex—The Owner name to identify the responsibility of the entriesin the table (Default =
User).

alaSaaCtrITestl ndex—Unique name to identify the entries in the table. The name is unique across various
SNMP users (up to 32 characters).

alaSaaCtrlL astRunResult—The result of the latest SAA test iteration (Undertermined (0), Success (1), Failed
(2), Aborted (3)).

alaSaaCtrlLastRunTime—The timethe last iteration of the SAA was run.

alaSaaCtrIRTTThreshold—The configured RTT Threshold, micro-seconds (Range = 0 - 1,000,000, Default
= O)

alaSaaM acResultsAvgRT T—The average Round Trip Time.
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151 chassisTrapsDuplicateMacClear physicallndex, chassis Thistrap is sent when the old
baseMacAddres Master Chassis has rejoined the
s Virtual Chassisasaslave. There

isno longer apossibility of
duplicate MAC addressin the
network.

physicall ndex—The physical index of the involved object.
baseM acAddress—The base MAC Address.

152 aaFipsConfigFilterResourcelimit NA fips The allowed maximum
percentage of filter resources
configured from the alocated
FIPS resourcesis exceeded.
(Range =0 - 100, Default = 80)

NA

153 virtual ChassisUpgradeCompl ete virtualChassisU virtual Critical trap indicates whether
pgradeCompl chassis the software upgrade process has
eteStatus failed after atimeout or

completed successfully. Note
that if the processfails, it may be
gtill possible for the system to
recover if the process
successfully completeslater after
the expired timeout.

virtualChassisUpgradeCompleteStatus—The Virtual Chassis upgrade completion status (Success (1),
Failure (2)).

154 appFPSignatureMatchTrap aaAppFPPort, app Thistrap is sent when atraffic
alaAppFPDbAp fingerprint  flow matches an application
pGroupName, signature.
alaAppFPDbAp
pName,
alaAppFPDbSrc
MacAddr,
alaAppFPDbVI
anld,
alaAppFPDbSrc
IpAddrType,
alaAppFPDbSrc
IpAddr,
aaAppFPDbSrc
Port

alaAppFPPort—The port on which the flow was classified

alaAppFPDbAppGroupName—The name of the application group and signature that matched the flow.
alaAppFPDbAppName—The name of the application that matched the flow.

alaAppFPDbSrcM acAddr—The source MA C addresses of the flow.

alaAppFPDbVlanld—The VLAN on which the flow was learned and forwarded.

alaAppFPDbSr cl pAddr Type—The source I P address type.

alaAppFPDbSr cl pAddr—The source I P address.

alaAppFPDbSr cPort—The source port number.
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155 virtualChassisVflSpeedTypeChange  virtualChassisO virtua- Thistrap is sent when the VFL
perChasld, chassis speed type is changed.
virtual ChassisV
flid,
virtual ChassisV
flSpeedType

virtualChassisOper Chasl d—The operational Virtual-ChassisID.
virtualChassisVflld—The Virtual Fabric Link Interface If Index.
virtualChassisVflSpeedType—The Virtual Chassis VFL speed type:

e Unassigned - VFL speed typeis unassigned.

Unknown - VFL speed is unknown.

Mismatch - This VFL has member ports operating at different speeds.
Ten GB - All member ports of this VFL are operating at 10 Gbps.
Forty GB - All member ports of this VFL are operating at 40 Gbps.

156 aaSIPSnoopingACL PreemptedBySO  physicallndex, sip Thistrap is sent when a SIP
SCall alaSIPSnooping snooping  snooping RTP/RTCP ACL entry

EndedCallp is preempted by an SOS call.
AddrA,

alaSI PSnooping
EndedCalllp
AddrB,

alaS| PSnooping
EndedCallL4
portA,

alaSI PSnooping
EndedCallL4
portB

physicall ndex—The physical index of the involved object.

alaSl PSnoopingEndedCalll pAddr A—The Ended Call |P address for direction A to B.
alaS| PSnoopingEndedCalllpAddrB—The Ended Call IP address for direction B to A.
alaS| PSnoopingEndedCallL 4portA—The Ended call L4port for call direction A to B.
alaS| PSnoopingEndedCallL 4portB—The Ended call L4port for call direction A to B.

157 aaSIPSnoopingRTCPOverThreshold  aaSIPSnooping sip Thistrap is sent when one or
ActiveCalllp snooping  more RTCP parameters exceeds
AddrA, the threshold limit.

alaS| PSnooping
ActiveCalllp
AddrB,

alaSI PSnooping
ActiveCallL4
portB,

alaS| PSnooping
ActiveCallSip
MediaType,

alaS| PSnooping
CallViolation

Type
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alaSI PSnoopingActiveCalll pAddr A—The Active Call IP address for direction A to B.
alaSI PSnoopingActiveCalllpAddrB—The Active Call IP address for direction B to A.
alaS| PSnoopingActiveCallL 4portB—The Active call L4port for call direction B to A.
alaSl PSnoopingCallViolationType—The type of the Active Call violation:

jitterViolation (1), --jitter violation:

e RTD

¢ MOS

e Rfactor

e Packet Loss

158 aaSIPSnoopingRTCPPKtsL ost physicallndex  sip Thistrap is sent when RTCP
snooping  packets are lost dueto rate

limiting.
physicall ndex—The physical index of the involved object.
159 aaSIPSnoopingSignallingL ost physicallndex  sip Thistrap is sent when SIP

snooping  signaling messages are lost due
to rate limiting.

physicall ndex—The physical index of the involved object.

160 aaSIPSnoopingCallRecordsFileMove aaSIPSnooping sip Thistrap is sent when the SIP
d ThresholdNu snooping  Snooping Ended Call Records
mberOfCalls flash fileis moved from /flash/
switch/sip_call_record.txt to/
flash/switch/

sip_call_record.txt.old. This
happenswhen the configured call
record storage limit is reached
and possibly at boot-up if /flash/
switch/sip_call_record.txt from
previous run exists at the first
check.

alaS| PSnoopingT hresholdNumber Of Calls—The number of call records that can be stored on the device
(Range = 50 - 500, Default = 200).

161 aalPv6NeighborLimitExceeded alalPv6Neighbo ipv6 Thistrap is sent when the
rLimit system-wide neighbor cache
limit is exceeded.

alal Pv6Neighbor Limit—The system-wide maximum size of the neighbor cache. A value of 0 indicates that no
limit will be enforced. The minimumvalueis 200 entries.

162 alaPv6NeighborVRFLimitExceeded aaVirtuaRoute ipv6 Thistrap is sent when aper-VRF
rName, neighbor cache limit is exceeded.
alalPv6Neighbo
rvVRFLimit

alaVirtualRouter Name—The neighbor router name.
alal Pv6Neighbor Limit—T he system-wide maximum size of the neighbor cache. A value of 0 indicates that no
limit will be enforced. The minimumvalueis 200 entries.

163 aalPv6lnterfaceNeighborLimitExceed ipv6lfindex, ipv6 Thistrap is sent when a per-
alalPv6Neighbo interface neighbor cache limit is
rVRFLimit exceeded.
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ipv6l fl ndex—The ipv6lflndex.
alal Pv6Neighbor Limit—The system-wide maximum size of the neighbor cache. A value of 0 indicates that no
limit will be enforced. The minimumvalueis 200 entries.

164 aaDyingGaspTrap alaDying- interfface  Thistrap is sent when a switch
GaspSlot, has lost all power.
alaDyingGasp-

PowerSupply Ty

pe,
alaDyingGasp-
Time

alaDyingGaspSlot—The slot number of the chassis whose NI is going down.
alaDyingGaspPower SupplyType—The type of the power supply.
alaDyingGaspTime—The time of the failure.

165 aaDhcpSrvLeaseUtilizationThreshold aaDhcpSrv- dhcpsrv Thistrap is sent when the lease

LeaseThreshold utilization on a subnet exceeds or
Status, falls below the configured

alaDhcpSrv- threshold value.

SubnetDescript

or

alaDhcpSrvL easeT hresholdStatus—The threshold status of subnet utilization.
alaDhcpSrvSubnetDescriptor—The subnet descriptor. If the subnet belongs to a shared network, this object
specifies the shared network name; otherwise, it specifies the Subnet |IP

166 alaDHCPv6SrvLeaseUtilizationThres alaDhcpv6Srv-  dhep v6 Thistrap is sent when the lease

hold LeaseThreshold utilization on asubnet exceeds or
Status, falls below the configured
aaDHCPv6Srv threshold value.
SubnetDescri
ptor

alaDhcpv6eSrvL easeT hr esholdStatus—The threshold status of subnet utilization:
¢ Crossed Below 80 Percent of Threshold (1)
® Crossed Above 80 Percent of Threshold (2)

® Reached 100 Percent of Threshold (3)
alaDHCPv6SrvSubnetDescriptor—The IPv6 address.

167 smgrServiceStatusChange aaSvcld service Thistrap is sent when thereisa
alaSvcType manager change in service operating
alaSvcOperStat status. A serviceis operationally

us up when it'sadmin-up and there's
alaSvclsid at least one active SAP or one
aaSvcBVlan active bind that is operationally
alaSvcMulticast up.

Mode
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alaSvcld—The service identifier.

alaSvcType—The servicetype (e.g., vpls, spb).

alaSvclsid—The I-Domain Service Indentifier (1-SID), which identifies the service instance in a PBB network
in aBEB switch. For a customer packet flowing to the B-Domain, the I-SID is derived from the VFI and
inserted into the packet. For a packet flowing from the B-Domain, the I-SID is used to identify the VFI for the
I-Domain processing.

alaSvcBVIan—The Backbone VLAN ID (BVLAN), which defines the B-Domain for the PBB traffic.
alaSvcM ulticastM ode— The multicast replication mode for each service:

e Head-End (1) - where a non-unicast packet entering the SAP port is replicated once for each receiver in the
B-Domain using its unicast BMAC.
* Tandem (2) - where anon-unicast packet entering the SAP port is replicated once at each node using the

multicast group address.

168 smgrSapStatusChange aaSvcld service Thistrap is sent when thereisa
alaSapPortld manager change in SAP operating status.
alaSapEncapVa A SAP isoperationally up when

lue it's admin-up and the link status
alaSapOperStat of the physical or logical port of
us the SAP is operationally up.

alaSvcl d—The service identifier.
alaSapPortld—The ID of the access port where this SAP is defined.
alaSapEncapValue—The value of the label used to identify this SAP on the access port specified by the SAP

Port ID.
alaSapOper Status—The operational state of the SAP:
* up(1)
e down (2)
® ingressQosMismatch (3)
* egressQosMismatch (4)
* portMtuTooSmall (5)
® svcAdminDown (6)
e jesifAdminDown (7)
169 smgrSdpStatusChange aaSdpld service Thistrap is sent when thereisa
alaSdpOperStat - manager change in SDP operating status.
us For SPB, the SDP isdynamically
alaSdpNetwork created or destroyed as
Port calculated by ISIS protocol when
aaSdpBVlan aunicast/multicast path to reach
alaSdpSystemid aneighbor node is determined.
alaSdpSystemN
ame
alaSdpDynamic
Type
alasdplsid
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alaSdpl d—SDP identifier.

alaSdpOper Status—The operational state of this SDP:
* up(l)

notAlive (2)

notReady (3)

invalidEgressinterface (4)

transportTunnel Down (5)

down (6)

created (7) - dynamically created for SPB

o destroyed (8) - dynamically destroyed for SPB.

alaSdpNetwor k Port—The network port where SIS discovered the neighbor node information (B-VLAN and
BMAC).

alaSdpBVIlan—The Backbone VLAN (B-VLAN) where SIS discovered the neighbor node information
(BVLAN and B-MAC).

alaSdpSystemld —The Backbone MAC (B-MAC) where SIS discovered the neighbor node information (B-
VLAN and B-MAC).

alaSdpSystemName—The name of the neighbor associated with the SDP.

alaSdpDynamicType—The SDP type allocated for Unicast or Multicast Path according to the tunnel type.
alaSdplsid—The I-Domain Service Identifier (1-SID) for the Group MAC assigned to this Multicast SDP.

170 smgrSdpBindStatusChange alaSvcld service Thistrap is sent when thereisa
aasdpBindld  manager change in SDP Bind operating
alaSdpBindOpe status. For SPB, the SDP Bind is

rStatus dynamically created or destroyed
aaSdpBindFar as detected by SIS when the
EndipAddres same ISID is configured in the
S neighbor node.
alaSdpBindVni
d

alaSvcld—The Service identifier.

alaSdpBindld—The SDP Binding identifier.

alaSdpBindOper Status—The operational status of this Service-SDP binding:

* up(l)

noEgressL abel (2)

nolngressLabel (3)

nolL abels (4)

down (5)

svcMtuMismatch (6)

sdpPathMtuTooSmall (7)

sdpNotReady (8)

sdpDown (9)

sapDown (10)

created (11) - dynamically created for SPB

e destroyed (12) - dynamically destroyed for SPB.

alaSdpBindFar EndlpAddress—The Unicast |P address or the Multicast Group Address of the SDP.
alaSdpBindVnid—The virtual network identifier (VNID). A 24-bit value used to designate the individual
VXLAN overlay network on which the communicating VMs are situated. VMsin different VXLAN overlay
networks cannot communicate with each other. Value 0 and Oxfffffff are currently reserved.

171 aaPethPwrSupplyConflictTrap pethPsePortGro inline Thistrap is sent when thereisa
uplndex power power supply conflict.

pethPsePortl ndex—The port number.

172 pethPwrSupplyNotSupportedTrap pethPsePortGro inline Thistrap is sent when a power
uplndex power supply is not supported.
pethPsePortinde
X
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pethPsePortl ndex—The port of the involved object.

Family

Description

173 chasTrapsBPSL essAllocSysPwr physicalIndex

chastrapsNi-
RgstdBpsSys
Power

chasTrapsNiGra
ntdBpsSysPo

wer

physicall ndex—The physical index of the involved object.

chastrapsNi- RqstdBpsSysPower —Requested system power from os-bps.
chasTrapsNiGrantdBpsSysPower—Granted system power from os-bps.

chassis

Thistrap is sent when there is
insufficient system power being
provided by the BPS.

174 chasTrapsBPSStateChange chasTrapBPSSh
efld

chasTrapsBPSP
owerSupply

chasTrapsBPSE

ventAlert
chasTrapBPSShelfld—The BPS shelf ID.

chassis

Thistrap is sent when a BPS
power supply isinserted or
removed.

chasT rapsBPSPower Supply—The BPS power supply involved in the state change trap.

chasTrapsBPSEventAlert—The event alert.

175 chasTrapsNiBPSFET StateChange chasTrapBPSSh
elfld

chasTrapsBPSF
wType

chasTrapsBPSF
wVersion

chasTrapBPSShelfld—The BPS shelf ID.
chasTrapsBPSFwType—The FET state.
chasTrapsBPSFwVer sion—The BPS firmware version.

chassis

Thistrap is sent when thereisa
BPS FET state change.

176 aaDhcpBindingDuplicateEntry dhcpSnoopingB
indingMacAd
dress

dhcpSnoopingB
indingVlan

dhcpSnoopingB
indinglflndex

udp relay

Thistrap is sent when there is
MAC Movement in DHCP-
Binding Table.

dhcpSnoopingBindingM acAddress—The MAC address from which the DHCP request originated.

dhcpSnoopingBindingVlan—The DHCP client VLAN.

dhcpSnoopingBindingl flndex—The interface from which the DHCP request originated.

177 aaVCSPProtectionTrap
ChassisID

alaVCSPT ableChassisl D—The chassis ID number.

alavCSPTable vcsp

Thistrap is sent when avirtual
chassis enters the split protection
State.

178 aaVvVCSPRecoveryTrap
ChassisID

alaVCSPT ableChassisl D—The chassis |D number.

aavCSPTable vcsp

Thistrap is sent when a split
virtual chassis enters the active
state.
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179 pethPsePortOnOffNotification pethPsePortGro inline Indicatesif power inline port is
uplndex power or isnot delivering power tothea
power inline device.
pethPsePortGroupl ndex—The slot of the involved object.
180 pethMainPowerUsageOnNotification none inline Indicates that the power inline
power usage is above the threshold.
N/A
181 pethMainPowerUsageOffNotification none inline Indicates that the power inline
power usage is below the threshold.
N/A
182 chasTrapsBPSFwUpgradeAlert chasTrapBPSSh chassis Thistrap is sent when aBPS
dfld firmware upgrade is required.
chasTrapsBPSF
wType
chasTrapsBPSF
wVersion

chasTrapBPSShelfld—The BPS shelf ID.

chasTrapsBPSFwType—The FET state.
chasTrapsBPSFwVer sion—The BPS firmware version that requires an upgrade.

183 aaAppMonAppRecordFileCreated NA application Thistrap is sent after the
monitoring  application records monitored in
the past hour are written to the
flash file.
NA
184 aaAppMonFlowRecordFileCreated NA application Thistrap is sent after the pre-
monitoring  configured number of application
monitoring flow records are
written to the flash file.
NA
185 aabDPIFlowRecordFileCreated NA deeppacket Thistrap is sent after the pre-
inspection  configured number of deep
packet inspection flow records
are written to the flash file.
NA
186 aal bdStateChangeT oShutdown aal_bdPortlfInd load Thistrap is sent when aport is
ex balancing  shut down.
aalLbdPrevious
State
aaLbdCurrentS
tate

alal bdPortl flndex—The ifindex on which the load balancing trap was raised.
alal bdPreviousState—The previous state of the port on which load balancing was running.
alal bdCurrentState—The current state of the port on which load balancing was running.
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187 aal bdStateChangeForClearViolation
All

load
alalLbdPortlfl
ndex
aalbdPrevious
StateClearVio
lationAll,
aaLbdCurrentS
tateClearViol
ationAll

balancing

Thistrap is sent when the port
state changes from shutdown due
to “clear-violation-all”.

alal bdPortlflndex—The ifiIndex on which the load balancing trap was raised.
alal bdPreviousState—The state of the port where LBD was running before clear-violation-all applied.
alal bdCurrentState—The state of the port where LBD was running after clear-violation-all applied.

188 alal bdStateChangeForAutoRecovery

dalLbdPortlfind load

ex balancing

aal bdPrevious
StateAutoRec
overy

aaLbdCurrentS
tateAutoReco
very

Thistrap is sent when a port state
changes from shutdown due to
the auto-recovery mechanism.

alal bdPortlflndex—The ifiIndex on which the load balancing trap was raised.
alal bdPreviousStateAutoRecover y—The state of the port where LBD was running before auto-recovery.
alal bdCurrentStateAutoRecover y—The state of the port where LBD was running after auto-recovery.

189 aaAutoConfigAutoFabricEnableTrap NA

NA

This object specifiesthe
threshold status of subnet
utilization?

190 aavMSnoopingVMLearntAlert

adavMSnoopin  vm
gLearnedMac snooping
Address

alav M Snoopin
gLearnedVxl
anUdpPort

alavMSnoopin
gLearnedVvxl
anVvni

Thistrap is sent when anew
Virtual Machineislearned by the
system.

alaVM SnoopingL ear nedM acAddress—The MAC address of the virtual machine.
alaVM SnoopingL ear nedVxlanUdpPort—The port on which the virtual machine was learned.
alaVM SnoopingL ear nedVxlanVni—The virtual machine network identifier.

191 aaVvMSnoopingV MRemovedAlert

adavMSnoopin  vm
gLearnedMac snooping
Address

Thistrap is sent when virtual
machine entry ages out or is
removed from the database.

alaVM SnoopingL ear nedM acAddress—The MAC address of the virtual machine.
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192 aaVM SnoopingReservedHwResource alavVMSnoopin - vm
Limit gChassisid snooping

alav M Snoopin
gNiSlot

alavV M Snoopin
gHwResource
Total

alavMSnoopin
gHwResource
Used

Thistrap is sent when the
reserved hardware resource
reaches a cutoff limit.

alaVM SnoopingChassisl d—The Chassis ID.

alaVM SnoopingNiSlot—The VM Snooping slot number.

alaVM SnoopingHwResour ceT otal—The total number of reserved hardware resources.
alavVM SnoopingHwResour ceUsed—T he total number of used hardware resources.

193 aaDistArpltfChange alaDistArpltfIfl ip Thistrap is sent when an
ndex interface is re-assigned to anew
alaDistArpNiCh designated NI.
assis
alaDistArpNiS|
ot,
alaDistArpNiDe
vice
alaDistArpltflflndex—The IP ifindex of the interface for the ARP statistics.
alaDistArpNiChassis—The chassis number of the NI.

alaDistArpNiSlot—The slot number of the NI.
alaDistArpNiDevice—The device number of the NI.

194 aaDistArpNiThreshold

alaDistArpNiCh ip
assis
alaDistArpNiSl
ot
alaDistArpNiDe
vice

Thistrap is sent when the
number of ARPsin hardware has
reached the reassignment
threshold.

aalaDistArpNiChassis—The chassis number of the NI.
alaDistArpNiSlot—The slot number of the NI.
alaDistArpNiDevice—The device number of the NI.

195 smgrVxlanSdpBindStatusChange alaSvcld service Thistrap is sent when thereis an
alaSdpBindld  manager change in SDP Bind operating
aaSdpBindOpe status. An SDP Bind is

rStatus dynamically created when a
alaSdpBindFar VTEPisdiscovered, or destroyed
EndIpAddres when the reachability to the
S VTEP isgone.
alaSdpBindV ni
d
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alaSvcld—The Service identifier.

alaSdpBindld—The SDP Binding identifier.

alaSdpBindOper Status—The operational status of this Service-SDP binding:

* up(1)

noEgressL abel (2)

nolngressLabel (3)

nolL abels (4)

down (5)

svcMtuMismatch (6)

sdpPathMtuTooSmall (7)

sdpNotReady (8)

sdpDown (9)

sapDown (10)

created (11) - dynamically created for SPB

e destroyed (12) - dynamically destroyed for SPB.

alaSdpBindFar EndlpAddress—The Unicast |P address or the Multicast Group Address of the SDP.
alaSdpBindVnid—The virtual network identifier (VNID). A 24-bit value used to designate the individual
VXLAN overlay network on which the communicating VMs are situated. VMsin different VXLAN overlay

networks cannot communicate with each other. Value 0 and Oxfffffff are currently reserved.

196 aaAutoFabricSTPModeChangeAlert  aaAutoFabricS fips
TPMode

alaAutoFabricSTPM ode—The STP mode.

Thistrap is sent when auto-fabric
changes STP mode.

197 aaDaKerberosReqTimeoutTrap alaDaKerberosl da-unp
pAddress,
alaDaK erberos

UserMac

alaDaK erberosl pAddress - The IP address of the Kerberos server.
alaDaK erberosUser M ac - MAC address of the user.

Thistrap shall be raised when the
KERBEROS server does hot
reply in time.

198 aabDaKerberoslnactivity TimerExpiryT alaDaKerberos da-unp
ra UserName,
alaDaK erberos
UserMac,
alaDaK erberos
UserDomain

alaDaK er ber osUser Name - Name of the user.
alaDaK erber osUser M ac - MAC address of the user.
alaDaK er ber osUser Domain - Domain of the user.

The trap shall be raised when the
KERBEROS lease timer is
expired for the user.

199 aabDaKerberosRatel imitExceed dlaDaKerberos
RateLimitStri

ng
alaDaK erber osRateL imitString - Failure string for the rate limit trap.

da-unp

Thistrap shall beraised when the
kerberos packets exceed the
limit.

200 pethMainPowerUsageNiFailNotificati pethMainPseCo module
0 nsumptionPo
wer

This Notification indicates PSE
Failed due to power
unavailability.

pethM ainPseConsumptionPower - Measured usage power expressed in watts.

201 systemSwlogSizeTrap systemSwlogNa system

me

Thefile specified file may get
lost if not backed up , since
swlog file reached 90%

of its size, please back up swlog
before getting overwritten.

systemSwlogName - SWLOG file name that might get overwritten since swlog file reached (90%) of size.

OmniSwitch AOS Release 8 Switch Management Guide  July 2020

page B-48



SNMP Traps Table

No. Trap Name Objects Family Description

202 esmStormThresholdViolationStatus ~ esmStormViolat interfface This object notifies management
ionThreshold station if User-Port ports getsthe
NotificationT ingress traffic inflow above the
ype, configured value.

esmStormViolat

ionThreshold
TrafficType

esmStormViolationThresholdNotificationType - This type defines the trap generated by storm control
feature for high or low threshold.

esmStormViolationThresholdTrafficType - This type defines the traffic for which the trap generated by
storm control feature for high or low threshold.

203 aaSTPLoopGuardError vStpPortConfig  stp Thistrapissent by abridgewhen
IfIndex, aport enters the Loop
vStplnsNumber inconsistent state (ERR state).

vStpPortConfiglflndex - Theifindex of the port for which this entry contains Spanning Tree Protocol.
vStplnsNumber - The Spanning Tree number identifying thisinstance. In 1x1 mode the accepted rangeis 1-
4095 and corresponds to the VLAN. In Flat mode the range is 0-4095 and corresponds to the Spanning tree

instance.
204 adaSTPLoopGuardRecovery vStpPortConfig  stp Thistrapissent by abridge when
IfIndex, aport leaves the Loop
vStplnsNumber inconsistent state (ERR state).

vStpPortConfiglflndex - Theifindex of the port for which this entry contains Spanning Tree Protocol.
vStplnsNumber - The Spanning Tree number identifying thisinstance. In 1x1 mode the accepted rangeis 1-
4095 and corresponds to the VLAN. In Flat mode the range is 0-4095 and corresponds to the Spanning tree

instance.
205 dalldpTrustViolation aalLLDPTrustP ap Port configured to LLDP trust
ortlflndex, agent have violated.
alaLLDPTrustV
iolationReaso
n

alaL L DPTrustPortlflndex - Interface index of the port used for sending the trap.
alaL LDPTrustViolationReason - Reason for the violation.

206 aalicenseManagerDemoDayAlert adalicenseTime licensing  Thisistrapissent with the
Remaining number of daysremaining for the
demo license.

alaL icenseTimeRemaining—Generate trap for license manager.

207 aaAaaUserCreation alaAaaUserNoti asa The trap shall be raised when a
ficationlnfo user is added to the Network
Device.

alaAaaUser Notificationl nfo-AAA User Information Notification.

208 alaAaaUserDeletion alaAaaUserNoti  aaa The trap shall be raised when a
ficationlnfo new user is deleted from the
Network Device.

alaAaaUser Notificationl nfo-AAA User Information Notification.

209 aaAaaUserModification alaAaaUserNoti asa Thetrap shall be raised when a
ficationinfo user is modified on the Network
Device.

alaAaaUser Notificationl nfo-AAA User Information Notification.
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210 systemSwlogFailureTraps systemSwlogFa system
ilure

When swlog failsto store log
message to /flash/swlog_chassis
file, then thistrap is sent to the
Management Entity with the
message which was failed to
persist. Thistrap will also be
raised during failure of sending
the swlog to external syslog
server.

systemSwlogFailure-SWLOG to /flash/swlog_chassis file may fail due to the switch running out of file
descriptor or space. Thistrap will also be raised during failure of sending the swlog to external syslog server.

211 pethPseMainTemperatureUpAlert pethPsePortGro  module

Temperature Up Threshold Alert,

uplndex Power budget reduced.
pethPsePortGroupl ndex-A port associated with atemperature alert.
212 pethPseMainTemperatureDownAlert  pethPsePortGro module Temperature Down Threshold
uplndex Alert, Power budget
reconfigured.

pethPsePortGroupl ndex-A port associated with atemperature alert.

213 systemRebootSwlogFailureTrap systemRebootR  system

eason

When swlog failsto send log
message to remote server or log
serviceisnot running, the system
need to be rebooted. Thistrap is
sent to the management entity to
indicate the reboot reason.

systemRebootReason-This object indicates the system reboot reason. If this object value is swlogFailure(1)
that means system reboot due to remote logging failure. If this object value is loggingServiceNotRunning(2)

that means system reboot because syslogd/swlogd is not running.

214 ospfv3RestartStatusChange ospfv3Routerld  ospfv3

ospfv3RestartSt

atus

ospfv3Restartin
terval

ospfv3RestartE
xitReason

ospfv3Router | d- The originator of the notification.

ospfv3RestartStatus - The current status of OSPF graceful restart capability.
ospfv3RestartInterval - Configured OSPF graceful restart timeout interval.

An ospfv3RestartStatusChange
notification signifies that there
has been a change in the graceful
restart state for the router. This
notification should be generated
when the router restart status
changes.

ospfv3Restar tExitReason-Describes the outcome of the last attempt at a graceful restart.

215 ospfv3NbrRestartHel perStatusChange  ospfv3Routerld  ospfv3

ospfv3NbrResta

rtHel
S

perStatu

ospfv3NbrResta

rtHel

perAge

ospfv3NbrResta

rtHel

perExitR

eason

An

ospfv3NbrRestartHel perStatusC
hange notification signifies that
there has been achange in the
graceful restart helper state for
the neighbor. This notification
should be generated when the
neighbor restart helper status
transitions for a neighbor.
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ospfv3Router I d- The originator of the notification.

ospfv3RestartNbr Helper Status - Indicates whether the router is acting as a graceful restart helper for the
neighbor.

ospfv3RestartNbrHelper Age - Remaining time in current OSPF graceful restart interval, if the router is acting
as arestart helper for the neighbor.

ospfv3RestartNbrHel per ExitReason-Describes the outcome of the last attempt at acting as a graceful restart

helper for the neighbor.
216 ospfv3VirtNbrRestartHelperStatusCha ospfv3Routerld  ospfv3 An
nge ospfv3VirtNbrR ospfv3VirtNbrRestartHel perStat

estartHelperS usChange notification signifies
tatus that there has been achangein

ospfv3VirtNbrR the graceful restart helper state
estartHelperA for the virtual neighbor. This
ge notification should be generated

ospfv3VirtNbrR when the virtual neighbor restart
estartHelperE helper status transitions for a
XitReason virtual neighbor.

ospfv3Router I d- The originator of the notification.

ospfv3VirtRestartNbrHelper Status - Indicates whether the router is acting as a graceful restart helper for the
neighbor.

ospfv3VirtRestartNbrHelper Age - Remaining time in current OSPF graceful restart interval, if the router is
acting as arestart helper for the neighbor.

ospfv3VirtRestartNbrHelper ExitReason-Describes the outcome of the last attempt at acting as a graceful
restart helper for the neighbor.

217 smgrL2greSdpBindStatusChange alaSvcld svemgr A changein SDP Bind operating
alaSdpBindid status. A SDPBindis
alaSdpBindOpe dynamically created as layer 2
rStatus GRE tunnel.
alaSdpBindFar
EndipAddres
s

alaSvcld-The value of the object alaSvcld specifies the Service identifier. This value should be unigue within
the service domain.

alaSdpBindId-SDP Binding identifier.

alaSdpBindOper Status-The value of alaSdpBindOperStatusindicates the operating status of this Service-SDP
binding. 'up' The Service-SDP binding is operational. 'noEgressLabel’ The ingress label is available but the
egress oneismissing. 'nolngressLabel' The egresslabel is available but the ingress oneis not. 'noL abels Both
the ingress and the egress |abel s are missing. ‘down’ The binding is administratively down. ‘'svcMtuMismatch'
Both labels are avail able, but a service MTU mismatch was detected between the local and the far-end
devices. 'sdpPathMtuTooSmall' The operating path MTU of the corresponding SDP is smaller than the
service MTU. 'sdpNotReady' The SDP's signaling session is down. 'sdpDown’ The SDP is not operationally
up. 'sapDown’ The SAP associated with the service is down.

alaSdpBindFar Endl pAddress-This object specifies the Unicast | P address or the Multicast Group Address of
the SDP.
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218 dot30amThresholdEvent

dot30amEvent  bridge A dot30amThreshol dEvent

LogTimestam notification is sent when alocal
p or remote threshold crossing
dot30amEvent event is detected. A local
LogOui threshold crossing event is
dot30amEvent detected by the local entity,
LogType while aremote threshold
dot30amEvent crossing event is detected by the
LogL ocation reception of an Ethernet OAM
dot30amEvent Event Notification OAMPDU
LogWindow that indicates a threshold event.
Hi This notification should not be
dot30amEvent sent more than once per second.
LogWindowL The OAM entity can be derived
0 from extracting the ifIndex from
dot30amEvent the variable bindings. The
LogThreshold objectsin the notification
Hi correspond to the valuesin arow
dot30amEvent instance in the
LogThreshold dot30amEventLogTable. The
Lo management entity should
dot30amEvent periodically check
LogValue dot30amEventLogTable to
dot30amEvent detect any missed events.

LogRunningT
otal

dot30amEvent
LogEventTot
a
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dot30amEventL ogTimestamp-The value of sysUpTime at the time of the logged event. For locally generated events, the
time of the event can be accurately retrieved from sysUpTime. For remotely generated events, the time of the event is
indicated by the reception of the Event Notification OAMPDU indicating that the event occurred on the peer. A system
may attempt to adjust the timestamp value to more accurately reflect the time of the event at the peer OAM entity by
using other information, such as that found in the timestamp found of the Event Notification TLV's, which provides an
indication of the relative time between events at the peer entity.
dot30amEventL ogOui-The OUI of the entity defining the object type. All IEEE 802.3 defined events (as appearing in
[802.3ah] except for the Organizationally Unique Event TLV's) use the IEEE 802.3 OUI of 0x0180C2. Organizations
defining their own Event Notification TLVsinclude their OUI in the Event Notification TLV that gets reflected here.
dot30amEventL ogType-Thetype of event that generated this entry in the event log. When the OUI isthe IEEE 802.3 OUI
of 0x0180C2, the following event types are defined:
erroredSymbol Event(1),erroredFramePeriodEvent(2),erroredFrameEvent(3),
erroredFrameSecondsEvent(4),linkFault(256),dyingGaspEvent(257),critical LinkEvent(258). Thefirst four are
considered threshold crossing events, as they are generated when a metric exceeds a given value within a specified
window. The other three are not threshold crossing events. When the OUI is not 71874 (0x0180C2 in hex), then some
other organization has defined the event space. If event subtyping
isknown to the implementation, it may be reflected here. Otherwise, this value should return al F's (232 - 1).
dot30amEventL ogL ocation-Whether this event occurred locally (local(1)), or was received from the OAM peer via
Ethernet OAM (remote(2)).
dot30amEventL ogWindowHi-If the event represents a threshold crossing event, the two objects
dot30amEventWindowHi and dot30amEventWindowL o, form an unsigned 64-bit integer yielding the window over
which the value was measured for the threshold crossing event (for example, 5, when 11 occurrences happened in 5
seconds while the threshold was 10). The two objects are combined as:
dot30amEventLogWindow = ((232) * dot30amEventL ogWindowHi) + dot30amEventL ogWindowL o Otherwise,
thisvalueisreturned asall F's (2"32 - 1) and adds no useful information.
dot30amEventL ogWindowL o-If the event represents a threshold crossing event, the two objects
dot30amEventWindowHi and dot30amEventWindowL o form an unsigned 64-bit integer yielding the window over
which the value was measured for the threshold crossing event (for example, 5, when 11 occurrences happened in 5
seconds while the threshold was 10). The two objects are combined as:
dot30amEventLogWindow = ((232) * dot30amEventL ogWindowHi) + dot30amEventL ogWindowL o. Otherwise,
thisvalueisreturned asall F's (2"32 - 1) and adds no useful information.
dot30amEventL ogT hresholdHi-If the event represents a threshold crossing event, the two objects
dot30amEventT hresholdHi and dot30amEventThresholdL o form an unsigned 64-bit integer yielding the value that was
crossed for the threshold crossing event (for example, 10, when 11 occurrences happened in 5 seconds while the threshold
was 10). The two objects are combined as:
dot30amEventLogThreshold = ((2/32) * dot30amEventLogThresholdHi) + dot30amEventL ogThresholdLo.
Otherwise, thisvalueisreturned asall F's (2*32 -1) and adds no useful information.
dot30amEventL ogT hresholdL o-If the event represents a threshold crossing event, the two objects
dot30amEventT hresholdHi and dot30amEventThresholdL o form an unsigned 64-bit integer yielding the value that was
crossed for the threshold crossing event (for example, 10, when 11 occurrences happened in 5 seconds while the threshold
was 10). The two objects are combined as:
dot30amEventLogThreshold = ((2/32) * dot30amEventLogThresholdHi) + dot30amEventL ogThresholdLo.
Otherwise, thisvalueisreturned as all F's (232 - 1) and adds no useful information.
dot30amEventL ogValue-If the event represents a threshold crossing event, this value indicates the value of the parameter
within the given window that generated this event (for example, 11, when 11 occurrences happened in 5 seconds while
the threshold was 10). Otherwise, thisvalueisreturned asall F's (2764 - 1) and adds no useful information.
dot30amEventL ogRunningT otal-Each Event Notification TLV contains a running total of the
number of times an event has occurred, as well as the number of times an Event Notification for the event has been
transmitted. For non-threshold crossing events, the number of events (dot30amL ogRunningTotal) and the number of
resultant Event Notifications dot30amL ogEventTotal) should be identical. For threshold crossing events, since multiple
occurrences may be required to cross the threshold, these values are likely different. This value represents the total
number of times this event has happened since the last reset (for example, 3253, when 3253 symbol errors have occurred
since the last reset, which has resulted in 51 symbol error threshold crossing events since the last reset).
dot30amEventL ogEventTotal-Each Event Notification TLV contains arunning total of the number of times an event has
occurred, as well as the number of times an Event Notification for the event has been transmitted. For non-threshold
crossing events, the number of events (dot30amLogRunningTotal) and the number of resultant
Event Notifications (dot30amLogEventTotal) should be identical. For threshold crossing events, since multiple
occurrences may be required to cross the threshold, these values are likely different. This value represents the total
number of times one or more of these occurrences have resulted in an Event Notification (for example, 51 when 3253
symbol errors have occurred since the last reset, which has resulted in 51 symbol error threshold crossing events since the
last reset).
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219 dot30amNonT hresholdEvent dot30amEvent  bridge A dot30amNonT hreshol dEvent
LogTimestam notification is sent when alocal
p or remote non-threshold crossing
dot30amEvent event is detected. A local
LogOui event is detected by the local
dot30amEvent entity, while aremote event is
LogType detected by the reception of an
dot30amEvent Ethernet OAM Event
LogL ocation Notification OAMPDU that
dot30amEvent indicates a non-threshold
LogEventTot crossing event. This notification
a should not be sent more than

once per second. The OAM
entity can be derived from
extracting the ifIndex from the
variable bindings. The objectsin
the notification correspond to the
valuesin arow instance of the
dot30amEventLogTable. The
management entity should
periodically check
dot30amEventLogTable to
detect any missed events.

dot30amEventL ogTimestamp-The value of sysUpTime at the time of the logged event. For locally generated events, the
time of the event can be accurately retrieved from sysUpTime. For remotely generated events, the time of the event is
indicated by the reception of the Event Notification OAMPDU indicating that the event occurred on the peer. A system
may attempt to adjust the timestamp value to more accurately reflect the time of the event at the peer OAM entity by
using other information, such as that found in the timestamp found of the Event Notification TLV's, which provides an
indication of the relative time between events at the peer entity.

dot30amEventL ogOui-The OUI of the entity defining the object type. All IEEE 802.3 defined events (as appearing in
[802.3ah] except for the Organizationally Unique Event TLV's) use the IEEE 802.3 OUI of 0x0180C2. Organizations
defining their own Event Notification TLVsinclude their OUI in the Event Notification TLV that gets reflected here.

dot30amEventL ogType-Thetype of event that generated this entry in the event log. When the OUI isthe IEEE 802.3 OUI
of 0x0180C2, the following event types are defined:
erroredSymbol Event(1),erroredFramePeriodEvent(2),erroredFrameEvent(3),
erroredFrameSecondsEvent(4),linkFault(256),dyingGaspEvent(257),critical LinkEvent(258). Thefirst four are
considered threshold crossing events, as they are generated when a metric exceeds a given value within a specified
window. The other three are not threshold crossing events. When the OUI is not 71874 (0x0180C2 in hex), then some
other organization has defined the event space. If event subtyping is known to the implementation, it may be reflected
here. Otherwise, this value should return all F's (2°32 - 1).

dot30amEventL ogL ocation-Whether this event occurred locally (local(1)), or was received from the OAM peer via
Ethernet OAM (remote(2)).

dot30amEventL ogEventT otal-Each Event Notification TLV contains arunning total of the number of times an event has
occurred, as well as the number of times an Event Notification for the event has been transmitted. For non-threshold
crossing events, the number of events (dot30amLogRunningTotal) and the number of resultant

Event Notifications (dot30amLogEventTotal) should be identical. For threshold crossing events, since multiple

occurrences may be required to cross the threshold, these values are likely different. This value represents the total
number of times one or more of these occurrences have resulted in an Event Notification (for example, 51 when 3253
symbol errors have occurred since the last reset, which has resulted in 51 symbol error threshold crossing events since the
last reset).
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220 aabot30amThresholdEventClear dot30amEvent svemgr An
LogTimestam aaDot30amT hresholdEventClea
p r notification is sent when alocal
dot30amEvent or remote threshold crossing
LogOui event isrecovered. The OAM
dot30amEvent entity can be derived from
LogType extracting the ifindex from the
dot30amEvent variable bindings. The objectsin
LogL ocation the notification correspond to the
dot30amEvent valuesin arow instance in the
LogEventTot dot30amEventLogTable.
a
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dot30amEventL ogTimestamp-The value of sysUpTime at the time of the logged event. For locally generated events, the
time of the event can be accurately retrieved from sysUpTime. For remotely generated events, the time of the event is
indicated by the reception of the Event Notification OAMPDU indicating that the event occurred on the peer. A system
may attempt to adjust the timestamp value to more accurately reflect the time of the event at the peer OAM entity by
using other information, such as that found in the timestamp found of the Event Notification TLV's, which provides an
indication of the relative time between events at the peer entity.
dot30amEventL ogOui-The OUI of the entity defining the object type. All IEEE 802.3 defined events (as appearing in
[802.3ah] except for the Organizationally Unique Event TLV's) use the IEEE 802.3 OUI of 0x0180C2. Organizations
defining their own Event Notification TLVsinclude their OUI in the Event Notification TLV that gets reflected here.
dot30amEventL ogType-Thetype of event that generated this entry in the event log. When the OUI isthe IEEE 802.3 OUI
of 0x0180C2, the following event types are defined:
erroredSymbol Event(1),erroredFramePeriodEvent(2),erroredFrameEvent(3),
erroredFrameSecondsEvent(4),linkFault(256),dyingGaspEvent(257),critical LinkEvent(258). Thefirst four are
considered threshold crossing events, as they are generated when a metric exceeds a given value within a specified
window. The other three are not threshold crossing events. When the OUI is not 71874 (0x0180C2 in hex), then some
other organization has defined the event space. If event subtyping
isknown to the implementation, it may be reflected here. Otherwise, this value should return al F's (232 - 1).
dot30amEventL ogL ocation-Whether this event occurred locally (local(1)), or was received from the OAM peer via
Ethernet OAM (remote(2)).
dot30amEventL ogWindowHi-If the event represents a threshold crossing event, the two objects
dot30amEventWindowHi and dot30amEventWindowL o, form an unsigned 64-bit integer yielding the window over
which the value was measured for the threshold crossing event (for example, 5, when 11 occurrences happened in 5
seconds while the threshold was 10). The two objects are combined as:
dot30amEventLogWindow = ((232) * dot30amEventL ogWindowHi) + dot30amEventL ogWindowL o Otherwise,
thisvalueisreturned asall F's (2"32 - 1) and adds no useful information.
dot30amEventL ogWindowL o-If the event represents a threshold crossing event, the two objects
dot30amEventWindowHi and dot30amEventWindowL o form an unsigned 64-bit integer yielding the window over
which the value was measured for the threshold crossing event (for example, 5, when 11 occurrences happened in 5
seconds while the threshold was 10). The two objects are combined as:
dot30amEventLogWindow = ((232) * dot30amEventL ogWindowHi) + dot30amEventL ogWindowL o. Otherwise,
thisvalueisreturned asall F's (2"32 - 1) and adds no useful information.
dot30amEventL ogT hresholdHi-If the event represents a threshold crossing event, the two objects
dot30amEventT hresholdHi and dot30amEventThresholdL o form an unsigned 64-bit integer yielding the value that was
crossed for the threshold crossing event (for example, 10, when 11 occurrences happened in 5 seconds while the threshold
was 10). The two objects are combined as:
dot30amEventLogThreshold = ((2/32) * dot30amEventLogThresholdHi) + dot30amEventL ogThresholdLo.
Otherwise, thisvalueisreturned asall F's (2*32 -1) and adds no useful information.
dot30amEventL ogT hresholdL o-If the event represents a threshold crossing event, the two objects
dot30amEventT hresholdHi and dot30amEventThresholdL o form an unsigned 64-bit integer yielding the value that was
crossed for the threshold crossing event (for example, 10, when 11 occurrences happened in 5 seconds while the threshold
was 10). The two objects are combined as:
dot30amEventLogThreshold = ((2/32) * dot30amEventLogThresholdHi) + dot30amEventL ogThresholdLo.
Otherwise, thisvalueisreturned as all F's (232 - 1) and adds no useful information.
dot30amEventL ogValue-If the event represents a threshold crossing event, this value indicates the value of the parameter
within the given window that generated this event (for example, 11, when 11 occurrences happened in 5 seconds while
the threshold was 10). Otherwise, thisvalueisreturned asall F's (2764 - 1) and adds no useful information.
dot30amEventL ogRunningT otal-Each Event Notification TLV contains a running total of the
number of times an event has occurred, as well as the number of times an Event Notification for the event has been
transmitted. For non-threshold crossing events, the number of events (dot30amL ogRunningTotal) and the number of
resultant Event Notifications dot30amL ogEventTotal) should be identical. For threshold crossing events, since multiple
occurrences may be required to cross the threshold, these values are likely different. This value represents the total
number of times this event has happened since the last reset (for example, 3253, when 3253 symbol errors have occurred
since the last reset, which has resulted in 51 symbol error threshold crossing events since the last reset).
dot30amEventL ogEventTotal-Each Event Notification TLV contains arunning total of the number of times an event has
occurred, as well as the number of times an Event Notification for the event has been transmitted. For non-threshold
crossing events, the number of events (dot30amLogRunningTotal) and the number of resultant
Event Notifications (dot30amLogEventTotal) should be identical. For threshold crossing events, since multiple
occurrences may be required to cross the threshold, these values are likely different. This value represents the total
number of times one or more of these occurrences have resulted in an Event Notification (for example, 51 when 3253
symbol errors have occurred since the last reset, which has resulted in 51 symbol error threshold crossing events since the
last reset).
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221 alabot30amNonThresholdEventClear dot30OamEvent bridge A
LogTimestam alaDot30amNonThreshol dEvent
p Clear notification is sent when a
dot30amEvent local or remote non-threshold
LogOui crossing event is recovered.
dot30amEvent The OAM entity can be derived
LogType from extracting the ifIndex from
dot30amEvent the variable bindings. The
LogL ocation objects in the notification
dot30amEvent correspond to the valuesin arow
LogEventTot instance of the
al dot30amEventLogTable.

dot30amEventL ogTimestamp-The value of sysUpTime at the time of the logged event. For locally generated events, the
time of the event can be accurately retrieved from sysUpTime. For remotely generated events, the time of the event is
indicated by the reception of the Event Notification OAMPDU indicating that the event occurred on the peer. A system
may attempt to adjust the timestamp value to more accurately reflect the time of the event at the peer OAM entity by
using other information, such as that found in the timestamp found of the Event Notification TLV's, which provides an
indication of the relative time between events at the peer entity.

dot30amEventL ogOui-The OUI of the entity defining the object type. All |EEE 802.3 defined events (as appearing in
[802.3ah] except for the Organizationally Unique Event TLV's) use the IEEE 802.3 OUI of 0x0180C2. Organizations
defining their own Event Notification TLVsinclude their OUI in the Event Notification TLV that gets reflected here.

dot30amEventL ogType-The type of event that generated this entry in the event log. When the OUI isthe | EEE 802.3 OUI
of 0x0180C2, the following event types are defined:
erroredSymbol Event(1),erroredFramePeriodEvent(2),erroredFrameEvent(3),
erroredFrameSecondsEvent(4),linkFault(256),dyingGaspEvent(257),critical LinkEvent(258). The first four are
considered threshold crossing events, asthey are generated when a metric exceeds a given value within a specified
window. The other three are not threshold crossing events. When the OUI is not 71874 (0x0180C2 in hex), then some
other organization has defined the event space. If event subtyping is known to the implementation, it may be reflected
here. Otherwise, thisvalue should return all F's (2*32 - 1).

dot30amEventL ogL ocation-Whether this event occurred locally (local(1)), or was received from the OAM peer via
Ethernet OAM (remote(2)).

dot30amEventL ogEventT otal-Each Event Notification TLV contains arunning total of the number of times an event has
occurred, as well as the number of times an Event Notification for the event has been transmitted. For non-threshold
crossing events, the number of events (dot30amL ogRunningTotal) and the number of resultant

Event Notifications (dot30amL ogEventTotal) should beidentical. For threshold crossing events, since multiple

occurrences may be required to cross the threshold, these values are likely different. This value represents the total
number of times one or more of these occurrences have resulted in an Event Notification (for example, 51 when 3253
symbol errors have occurred since the last reset, which has resulted in 51 symbol error threshold crossing events since the

|ast reset).

222 daAlarmReplayAlarmlnputEvent alaAlarminputC unknown  Thetrap shall be raised when
onfigNamel nf devicereceivesanew alarm
o] input and

aaAlarminputConfigTrapAction
Enableis enabled.

alaAlar ml nputConfigNamel nfo-Alarm Management Information Notification.

223 alaHWRoutingCapacityExceeded dalpTrapinfoC ip The number of ASIC routing
hassisid entries has been exceeded.

alal pTraplnfoChassisld-The ChassisID.

224 vrrpv3NewMaster vrrpv3Operatio  vrrp The new Master notification
nsMasterlpA indicates that the sending agent
ddr, has transitioned to master state.

vrrpv3Statistics
NewMasterR
€ason
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vrrpv3Oper ationsM aster | pAddr -The master router's real | P address. The master router would set this
address to vrrpv30perationsPrimaryl pAddr while transitioning to master state. For backup routers, thisisthe
IP address listed as the source in the VRRP advertisement last received by this virtual router

vrrpv3StatisticsNewM aster Reason -This indicates the reason for the virtual router to transition to master
state. If the virtual router never transitioned to master state, the value of this object is notMaster(0).
Otherwise, this indicates the reason this virtual router transitioned to master state the last time. Used by
vrrpv3NewMaster notification.

225 vrrpv3ProtoError vrrpv3Statistics  vrrp Thenotification indicatesthat the
ProtoErrReas sending agent has encountered
on the protocol error indicated by

vrrpv3Stati sticsProtoErrReason.
vrrpv3StatisticsProtoErr Reason - Conformance group for objects contained in VRRPv3 notifications.

226 adabDhcpBindingTcamFail alaDhcpTcamF  ip-helper Binding entry creation fail dueto
alMsg TCAM resource failure.

alaDhcpTcamFailM sg -This object specifies binding entry creation fail due to TCAM resource failure.

227 systemStoragel ockTrap systemStoragel.  storage- When system storageislocked or
ockStatus locking unlocked, thistrap is sent to
management entity to indicate
the storage lock status.

systemStoragel ock Status - This object indicates the system storage lock status.

228 aabDhcplsfDrop adaDhcplsfDrop ip-helper  Trap to notify DHCP ISF drop.
Info

alaDhcpl sfDroplnfo -This object specifies drop information including starting time, ending time, number of
dropped packets, chassis, slot and VLAN (optional).

229 adabDaRouterAuthUserPassedAuthThre sysName, da-unp Thistrap will be generated when
sh systemServices the number of 1P addresses that
Date, passed authentication reachesthe
systemServices threshold (default 16).
Time,

sysName - An administratively-assigned name for this managed node. By convention, thisis the node's fully
qualified domain name. If the name is unknown, the value is the zero-length string.

systemServicesDate - This object contains the current System Date in the following format: MM/DD/YYYY.

systemServicesTime - This object contains the current System Time in the following format: HH:MM:SS.
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230 aabaRouterAuthUserMaxRetryFailed sysName, da-unp Thistrap will be generated for
systemServices every |P address whose number

Date, of authentication failure exceeds
systemServices maximum attempts (default is 3
Time, times.
alaDaRouterAut
hUserSourcel
pAddressTyp
€
adaDaRouterAut
hUserSourcel
pAddress,
alaDaRouterAut
hUserDestina
tionlpAddress
Type,
aaDaRouterAut
hUserDestina
tionlpAddress
alaDaRouterAut
hUserName,
adaDaRouterAut
hUserAttempt
S

sysName - An administratively-assigned name for this managed node. By convention, thisis the node's fully
qualified domain name. If the name is unknown, the value is the zero-length string.

systemServicesDate - This object contains the current System Date in the following format: MM/DD/YYYY.

systemServicesTime - This object contains the current System Time in the following format: HH:MM:SS.

alaDaRouter AuthUser Sour cel pAddressType - The type of the source | P address of the user.

alaDaRouter AuthUser Sour cel pAddress - Source | P address of the user.

alaDaRouter AuthUser Destinationl pAddr essType - The type of destination |P in the packet.

alaDaRouter AuthUser Destinationl pAddress - Destination I P in the packet.

alaDaRouter AuthUser Name - User name.

alaDaRouter AuthUser Attempts -Number of attempts by the user.

231 adabDaRouterAuthUserFailedAuthThre sysName, da-unp Thistrap will be generated if the
sh systemServices number of | P addresses that
Date, failed to authenticate reaches the
systemServices threshold (default 16).
Time,

sysName - An administratively-assigned name for this managed node. By convention, thisisthe node's fully
qualified domain name. If the name is unknown, the value is the zero-length string.

systemServicesDate - This object contains the current System Date in the following format: MM/DD/YYYY.

systemServicesTime - This object contains the current System Time in the following format: HH:MM:SS.

232 aabDaRouterAuthConfigThresholdExc sysName, da-unp Thistrap will be generated if
eeded systemServices more than 50 percent of dice or
Date, the reserved block is used up for
systemServices programming the trap rule. It
Time, indicates that no more source or
laDaRouterAut destination subnets can be added.
hNumberOfC
onfigUsed
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sysName - An administratively-assigned name for this managed node. By convention, thisis the node's fully
qualified domain name. If the name is unknown, the value is the zero-length string.

systemServicesDate - This object contains the current System Date in the following format: MM/DD/YYYY.

systemServicesTime - This object contains the current System Time in the following format: HH:MM:SS.

alaDaRouter AuthNumber OfConfigUsed -Total number of Router Auth Config used on the system.

233 aabaRouterAuthMaxCapacityReache sysName, da-unp Thistrap will be generated when
d systemServices the total slice capacity of 256 is

Date, reached.

systemServices
Time,

alaDaRouterAut
hNumberOfA
uthenticatedU
sers

sysName - An administratively-assigned name for this managed node. By convention, thisisthe node's fully
qualified domain name. If the name is unknown, the value is the zero-length string.

systemServicesDate - This object contains the current System Date in the following format: MM/DD/YYYY.

systemServicesTime - This object contains the current System Time in the following format: HH:MM:SS.

alaDaRouter AuthNumber Of AuthenticatedUser s -Total number of router authenticated users on the system.

234 daTestOamTxDoneTrap aaTestOamCon bridge Thistrap shal be sent to NMS

figTestld, from Generator device, once the

alaTestOamCon test-duration has expired on it.
figSourceEnd Once the test-duration has
point, expired the Generator device

alaTestOamCon shall send thistrap after some
figTestldStat timeinterval to NMS (around 5
us to 10 sec).

alaTestOamConfigTestld - Unique name to identify the entriesin the table.

alaT estOamConfigSour ceEndpoint - This object is to identify the local or transmitting device. For
bidirectional test, this also identifies the analyzer device.

alaTestOamConfigT estldStatus - The test status.

235 daTestOamRxReadyTrap alaTestOamCon bridge Thistrap shall be sent to NMS
figTestld, once the device with Analyzer or
alaTestOamCon Loopback Roleisready to
figDestinatio receive the test traffic. Once this
nEndpoint, trap isreceived on NMSthe
alaTestOamCon Generator shall be activated for
figTestldStat generating the test traffic.
us

alaTestOamConfigTestld - Unique name to identify the entriesin the table.
alaTestOamConfigDestinationEndpoint - This object isto identify the remote device. For unidirectional,
thisidentifies the analyzer device. For bidirectiona test, thisidentifies the device that needsto activate the
loopback function.
alaTestOamConfigTestl dStatus - The test status.

236 daTestOamTestAbortTrap aaTestOamCon bridge Thistrap shal be send to NMS
figTestld from the device, if thetest is
aborted during takeover or if any
of the NI goes down.

alaTestOamConfigTestld - Unique name to identify the entriesin the table.
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237 adaTestOamGroupTxDoneTrap alaTestOamCon bridge Thistrap shall be send to NMS
figGroupld, from Generator device once the
alaTestOamGro test-duration for the Test OAM
upConfigSour Group has expired on it. Once
ceEndpoint, the test-duration has expired the
alaTestOamGro Generator device shall send this
upConfigStat trap after sometimeinterval to
us NMS (around 5 to 10 sec).

alaTestOamConfigGroupld - Unique Name to Identify the Test OAM Group entriesin the table.

alaTestOamGroupConfigSour ceEndpoint - This Object isto identify the local or transmitting device. For
bidirectional test, this also identifies the analyzer device.

alaTestOamGroupConfigStatus -Test OAM Group Status.

238 aaTestOamGroupRxReadyTrap alaTestOamCon bridge Thistrap shall be send to NMS
figGroupld, once the device with Analyzer or
alaTestOamGro Loopback Roleisready to
upConfigDest receive the test traffic. Oncethis
i nationEndpoi trap isreceived on NMSthe
nt, Generator shall be activated for
alaTestOamGro generating the test traffic for the
upConfigStat Test OAM Group.
us

alaTestOamConfigGroupld - Unique Name to Identify the Test OAM Group entriesin the table.

alaTestOamGroupConfigdestinationEndpoint - This object is to identify the remote device for test group.
For unidirectional, this identifies the analyzer device. For bidirectional test, this identifies the device that
needs to activate the loopback function.

alaTestOamGroupConfigStatus -Test OAM Group Status.

239 aaTestOamGroupAbortTrap alaTestOamCon bridge Thistrap shall be send to NMS
figGroupld from the device, if the Test is
aborted for Test OAM Group
during takeover or if any of the
NI goes down.

alaTestOamConfigGroupld - Unique Nameto Identify the Test OAM Group entriesin the table.

240 aaTestOamStatsWriteDoneTrap alaTestOamStat  bridge Thistrap shall be sent to NMS
sWriteDoneT from the device if the maximum
rapStr number of stats records (64) have

been written to the testoam stats
file maintained in /flash.

alaTestOamStatsWriteDoneTrapStr -The string mentioning that the maximum of records have been written
on flash file.

241 aaDhcpv6lsfTcamFail alaDhcpv6IsfTc ip Binding entry creation fail dueto
amFailMsg TCAM resource failure.

alaDhcpv6l sfTcamFailM sg - This object specifies binding entry creation fail due to TCAM resource failure.
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242 adaHWArpCapacityExceeded alalpTrapinfoC ip An aaHwA rpCapacityExceeded
hassisid trap indicates that there has been
alaHWArpMax a change in the maximum HW
Threshol dStat ARP utilization on this system.
e When HW ARP utilization
alaHWRouting reachesHIGH threshold, thistrap
CapacityExce is generated with the
ededGroup aaHwWArpMaxThresholdState

alalpTraplnfoChassisid - The ChassisID.

alaHWArpMaxT hresholdState - Resource above/below threshold limits.

set to 'reached'. Threshold levels
are configured are as system
level capability values. When
HW ARRP utilization transitions
back to below LOW threshold
utilization, thistrap is

generated again with the
alaHwWArpMaxT hreshol dState
set to 'cleared'.

alaHWRoutingCapacityExceededGroup - A collection of objects to support number of ASIC routing entries

has been exceeded.
243 alaHWMacCapacityExceeded alaHWMacMax capability The
Threshol dStat alaHWM acCapacityExceeded
e trap indicates that there has been

achange in the maximum HW
MAC utilization on this system.
When HW MAC utilization
reaches 95%, thistrapis
generated with the
alaHWMacMaxThreshol dState
set to reached. When HW MAC
utilization transitions back to
below 90% utilization, this trap
is generated again with the
alaHWMacMaxThreshol dState
set to cleared.

alaHWM acM axThresholdState - Reached: Thistrap valueindicates if the MAC table had exceeded the
configured MAC high threshold limit. Cleared: This trap value indicates if the MAC table had fallen below

the configured MAC low threshold limit.

244  adabaUnpMaxUserExceeded sysName, da-unp
systemServices
Date,
systemServices
Time,
alabalUnpMax
UserSupporte

a aIf)aU npMax
UserCurrentN
umberOfUser
S

Thistrap will be generated when
max UNP user exceeded in
system.
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sysName - An administratively-assigned name for this managed node. By convention, thisis the node's fully
qualified domain name. If the name is unknown, the value is the zero-length string.

systemServicesDate - This object contains the current System Date in the following format: MM/DD/YYYY.

systemServicesTime - This object contains the current System Time in the following format: HH:MM:SS.

alaDaUnpM axUser Supported - Maximum number of users supported on the system.

alaDaUnpM axUser CurrentNumber OfUser s - Maximum current number of users.

245 aabaUnpHWResourceExhaust sysName, da-unp Thistrap will be generated when
systemServices the TTI resourceson aNI slot are
Date, exhausted (chassig/siot).
systemServices
Time,
alabaUnpHWR
esourceChass
isld,
alaDaUnpHWR
esourceSlot
alabaUnpHWR
esourceTtiAll
ocated

sysName - An administratively-assigned name for this managed node. By convention, thisis the node's fully
qualified domain name. If the name is unknown, the value is the zero-length string.

systemServicesDate - This object contains the current System Date in the following format: MM/DD/YYYY.

systemServicesTime - This object contains the current System Time in the following format: HH:MM:SS.

alaDaUnpHW Resour ceChassisld - The chassis ID of the switch.

alaDaUnpHWResourceSlot - The slot number of the chassis.

alaDaUnpHWResour ceTtiAllocate - The number of TTI resources has been allocated.

246 aabDhcpV soBrokerl pAddress alaDhcpVsoBro ip-dhcp Thistrap is sent after receiving
kerlpType, the DHCP option 43 from DHCP
alaDhcpVsoB server.
rokerlp,
alaDhcpVsoL
4Port,
alaDhcpVsoB
rokerData,
aaDhcpVsol
d

alaDhcpVsoBroker I pType - Broker | P address type.
alaDhcpVsoBroker | p - Broker |P address.
alaDhcpVsoL 4Port - Broker L4 port.
alaDhcpVsoBroker Data - Broker data.
alaDhcpVsold - VSO ID.
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chassisTrapsAlertNumber

The following provides descriptions on the possible values for chassisTrapsAlertNumber included in the
chassisTrapsAlert Trap.

(2) runningWorking - The working version is used.

(2) runningCertified - The certified version is used.

(3) certifyStarted - CERTIFY process started.

(4) certifyFlashSyncStarted - CERTIFY w/FLASH SYNCHRO process started.

(5) certifyCompleted - CERTIFY process completed successfully.

(6) certifyFailed - CERTIFY process failed.

(7) synchroStarted - Flash Synchronization process started.

(8) synchroCompleted - Flash Synchronization completed successfully.

(9) synchroFailed - Flash Synchronization failed.

(10) restoreStarted - RESTORE process started.

(11) restoreCompleted - RESTORE process completed successfully.

(12) restoreFailed - RESTORE process failed.

(13) takeoverStarted - CMM take-over being processed.

(14) takeoverDeferred - CMM take-over deferred.

(15) takeoverCompleted - CMM take-over completed.

(16) macAllocFailed - CMSMAC allocation failed.

(17) macRangeFailed - CMS MAC range addition failed.

(18) fanFailed - One or more of the fansisinoperable.

(19) fanOk - Fanis operable.

(20) fansOk - All fans are operable.

(21) tempOverThreshold - CMM temperature over the threshold.

(22) tempUnderThreshold - CMM temperature under the threshold.

(23) tempOverDangerThreshold - CMM temperature over danger threshold.
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(24) powerMissing - Not enough power available.

(25) psNotOperational - Power Supply is not operational .

(26) psOperational - Power supply is operational.

(27) psAllOperational - All power supplies are operationa.l

(28) redundancyNotSupported - Hello protocol disabled, Redundancy not supported.

(29) redundancyDisabledCertifyNeeded - Hello protocol disabled, Certify needed.

(30) cmmStartingAsPrimary - CMM started as primary.

(31) cmmStartingAsSecondary - CMM started as secondary.

(32) cmmStartupCompleted - end of CMM start up.

(33) cmmAPlugged - cmm a plugged.

(34) cmmBPlugged - cmm b plugged.

(35) cmmAUNPlugged - cmm a unplugged.

(36) cnmBUnNPIugged - cmm b unplugged.

(37) lowNvramBattery - NV RAM battery is low.

(38) notEnoughFabricsOperational - Not enough Fabric boards operational.

(38) simplexNoSynchro - Only simplex CMM no flash synchro done.

(40) secAutoActivate - secondary CMM autoactivating.

(41) secAutoCertifyStarted - secondary CMM autocertifying.

(42) secAutoCertifyCompleted - secondary CMM autocertify end.

(43) seclnactiveReset - cmm b unplugged.

(44) activateScheduled - ACTIVATE process schedul ed.

(45) activateStarted - secondary CMM reset because of inactivity.

(46) getAfileCompleted - Get A file process completed.

(47) getAfileFailed - Failed to get afile from other CMM/Stack.

(48) sysUpdateStart - sysUpdate starts.

(49) sysUpdatelnProgress - sysUpdate in progress.
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(50) sysUpdateError - sysUpdate error.

(51) sysUpdateEnd - sysUpdate ends.

(52) reloadinProgress - the system is aready in reload workign process.

(53) c20UpgradeOk - the c20 license upgrade ok.

(54) c20UpgradeFailed - the c20 license upgrade failed.

(55) c20RestoreOk - the c20 license restore ok.

(56) c20Restorefailed - the c20 license restore failed.

(57) c20NiFailed - the c20 ni board reportsfailure.

(58) airflowReverse - ps and fan have opposit air flow direction.

(59) tempSWHigh - the cmm/ni temperature is over SW high level.

(60) tempHWHigh - the cmm/ni temperature is over HW high level.

(61) tempDanger - the cmm/ni temperature is over HW danger set level.

(62) imageFileChecksumChanged - the image file MD5 checksum has changed.

(63) cnmDown - A CMM went down.

(64) niDown - an NI went down.

(65) cfmDown - A fabric board went down.
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Thefollowing isalist of the supported MIBs.

ALCATEL-IND1-AAA-MIB.mib
ALCATEL-IND1-ALARM-MGR-MIB.mib
ALCATEL-IND1-ALSRV-MIB.mib
ALCATEL-IND1-APP-FINGERPRINT-MIB.mib
ALCATEL-IND1-APP-MON-MIB.mib
ALCATEL-IND1-AUTO-CONFIG-MIB.mib
ALCATEL-IND1-AUTO-FABRIC-MIB.mib
ALCATEL-IND1-BASE.mib
ALCATEL-IND1-BFD-MIB.mib
ALCATEL-IND1-BGP-MIB.mib
ALCATEL-IND1-CAPMAN-MIB.mib
ALCATEL-IND1-CHASSIS-MIB.mib
ALCATEL-IND1-CONFIG-MGR-MIB.mib
ALCATEL-IND1-DA-MIB.mib
ALCATEL-IND1-DCBX-MIB.mib
ALCATEL-IND1-DEVICES.mib
ALCATEL-IND1-DHCPSRV-MIB.mib
ALCATEL-IND1-DHCPV6-MIB.mib
ALCATEL-IND1-DHL-MIB.mib
ALCATEL-IND1-DOT3-OAM-MIB.mib
ALCATEL-IND1-DP-MIB.mib
ALCATEL-IND1-DPI-MIB.mib
ALCATEL-IND1-DVMRP-MIB.mib
ALCATEL-IND1-E-SERVICE-MIB.mib
ALCATEL-IND1-EOAM.mib
ALCATEL-IND1-ERP-MIB.mib
ALCATEL-IND1-EVB-MIB.mib
ALCATEL-IND1-EVENT-SCRIPTING-MIB.mib
ALCATEL-IND1-FIPS-MIB.mib
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e ALCATEL-IND1-GLOBALROUTETABLE-MIB.mib
e ALCATEL-IND1-GVRP-MIB.mib

e ALCATEL-IND1-HA-VLAN-MIB.mib

e ALCATEL-IND1-HEALTH-MIB.mib

e ALCATEL-IND1-INLINE-POWER-MIB.mib
e ALCATEL-IND1-INTERSWITCH-PROTOCOL-MIB.mib
e ALCATEL-IND1-IP-MIB.mib

e ALCATEL-IND1-IPMRM-MIB.mib

e ALCATEL-IND1-IPMS-MIB.mib

e ALCATEL-IND1-IPRM-MIB.mib

e ALCATEL-IND1-IPRMV6-MIB.mib

e ALCATEL-IND1-IPSEC-MIB.mib

e ALCATEL-IND1-IPV6-MIB.mib

e ALCATEL-IND1-I1SIS-MIB.mib

e ALCATEL-IND1-1SIS-SPB-MIB.mib

e ALCATEL-IND1-KEY-MANAGEMENT-MIB.mib
e ALCATEL-IND1-LAG-MIB.mib

e ALCATEL-IND1-LBD-MIB.mib

e ALCATEL-IND1-LLDP-MED-MIB.mib

e ALCATEL-IND1-LLDP-TRUST-MIB.mib

e ALCATEL-IND1-LPS-MIB.mib

e ALCATEL-IND1-MAC-ADDRESS-MIB.mib
e ALCATEL-IND1-MAC-SERVER-MIB.mib

e ALCATEL-IND1-MSGSRV-MIB.mib

e ALCATEL-IND1-MULTI-CHASSIS-MIB.mib
e ALCATEL-IND1-MVRP-MIB.mib

e ALCATEL-IND1-NETSEC-MIB.mib

e ALCATEL-IND1-NTP-MIB.mib

e ALCATEL-IND1-OPENFLOW-MIB.mib

e ALCATEL-IND1-OSPF-MIB.mib

e ALCATEL-IND1-OSPF3-MIB.mib

e ALCATEL-IND1-PIM-MIB.mib
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e ALCATEL-IND1-POLICY-MIB.mib

e ALCATEL-IND1-PORT-MAPPING.mib

e ALCATEL-IND1-PORT-MIB.mib

e ALCATEL-IND1-PORT-MIRRORING-MONITORING-MIB.mib
e ALCATEL-IND1-PPPOE-IA-MIB.mib

e ALCATEL-IND1-PRIVATE-VLAN-MIB.mib

e ALCATEL-IND1-QCN-MIB.mib

e ALCATEL-IND1-QOS-MIB.mib

e ALCATEL-IND1-RDP-MIB.mib

e ALCATEL-IND1-RIP-MIB.mib

e ALCATEL-IND1-RIPNG-MIB.mib

e ALCATEL-IND1-ROUTEMAP-MIB.mib

e ALCATEL-IND1-SAA-MIB.mib

e ALCATEL-IND1-SECY.mib

e ALCATEL-IND1-SERVICE-MGR-MIB.mib

e ALCATEL-IND1-SESSION-MGR-MIB.mib

¢ ALCATEL-IND1-SIP-SNOOPING-MIB.mib

e ALCATEL-IND1-SLB-MIB.mib

e ALCATEL-IND1-SNMP-AGENT-MIB.mib

e ALCATEL-IND1-STATIC-FRR-MIB.mib

e ALCATEL-IND1-SYSTEM-MIB.mib

e ALCATEL-IND1-TCAM-MIB.mib

o ALCATEL-IND1-TEST-OAM-MIB.mib

e ALCATEL-IND1-TIMETRA-CHASSIS-MIB.mib
e ALCATEL-IND1-TIMETRA-FILTER-MIB.mib
e ALCATEL-IND1-TIMETRA-GLOBAL-MIB.mib
e ALCATEL-IND1-TIMETRA-LDP-MIB.mib

e ALCATEL-IND1-TIMETRA-MPLS-MIB.mib

e ALCATEL-IND1-TIMETRA-OAM-TEST-MIB.mib
e ALCATEL-IND1-TIMETRA-PORT-MIB.mib

e ALCATEL-IND1-TIMETRA-QOS-MIB.mib

e ALCATEL-IND1-TIMETRA-SAP-MIB.mib
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e ALCATEL-IND1-TIMETRA-SDP-MIB.mib

e ALCATEL-IND1-TIMETRA-SERV-MIB.mib

e ALCATEL-IND1-TIMETRA-TC-MIB.mib

e ALCATEL-IND1-TIMETRA-VRTR-MIB.mib

e ALCATEL-IND1-TRAP-MGR-MIB.mib

e ALCATEL-IND1-UDLD-MIB.mib

e ALCATEL-IND1-UDP-RELAY-MIB.mib

e ALCATEL-IND1-VC-SPLIT-PROTECTION-MIB.mib
e ALCATEL-IND1-VIRTUAL-CHASSIS-MIB.mib
e ALCATEL-IND1-VIRTUAL-FLOW-CONTROL-MIB.mib
e ALCATEL-IND1-VIRTUALROUTER-MIB.mib
e ALCATEL-IND1-VLAN-MGR-MIB.mib

e ALCATEL-IND1-VLAN-STP-MIB.mib

e ALCATEL-IND1-VM-SNOOPING-MIB.mib

e ALCATEL-IND1-VRRP-MIB.mib

e ALCATEL-IND1-VRRP3-MIB.mib

e ALCATEL-IND1-WEBMGT-MIB.mib

e ALCATEL-IND1-ZEROCONF-MIB.mib

e ATM-TC-MIB.mib

e BGP4-MIB.mib

¢ BRIDGE-MIB.mib

e DOT3-OAM-MIB.mib

¢ DVMRP-STD-MIB.mib

e ENERGY-OBJECT-MIB.mib

e ENTITY-MIB.mib

e EtherLike-MIB.mib

¢ HCNUM-TC.mib

¢ |ANA-ADDRESS-FAMILY-NUMBERS-MIB.mib
¢ |ANA-RTPROTO-MIB.mib

e |ANAIifType-MIB.mib

e |EEE8021-BRIDGE-MIB.mib

e |EEE8021-CFM-MIB.mib
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e |EEE8021-CN-MIB.mib

e |EEE8021-EVBB-MIB.mib

e |EEE8021-PAE-MIB.mib

e |EEE8021-PFC-MIB.mib

e |EEE8021-SECY-MIB.mib

e |EEE8021-SPB-MIB.mib

e |EEE8021-TC-MIB.mib

e |EEE8023-LAG-MIB.mib

¢ |F-MIB.mib

¢ |IGMP-STD-MIB.mib

¢ INET-ADDRESS-MIB.mib

¢ |P-FORWARD-MIB.mib

e |P-MIB.mib

¢ |IPMCAST-MIB.mib

¢ |PV6-FLOW-LABEL-MIB.mib
¢ |IPV6-ICMP-MIB.mib

e |IPV6-MIB.mib

e |IPV6-MLD-MIB.mib

e |PV6-TC.mib

¢ |SISMIB.mib

* LANGTAG-TC-MIB.mib

e LLDP-EXT-DOT1-EVB-EXTENSIONS-MIB.mib
e LLDP-EXT-DOT1-MIB.mib

e LLDP-EXT-DOT1-V2-MIB.mib
e LLDP-EXT-DOT3-MIB.mib

e LLDP-EXT-DOT3-V2-MIB.mib
e LLDP-EXT-MED-MIB.mib

e LLDP-MIB.mib

e LLDP-V2-MIB.mib

e LLDP-V2-TC-MIB.mib

¢ MAU-MIB.mib

¢ MPLS-LDP-MIB.mib
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¢ MPLS-LSR-MIB.mib

¢ MPLS-TE-MIB.mib

e OSPF-MIB.mib

e OSPF-TRAP-MIB.mib

e OSPFV3-MIB.mib

¢ P-BRIDGE-MIB.mib

¢ PIM-BSR-MIB.mib

e PIM-STD-MIB.mib

¢ POWER-ETHERNET-MIB.mib

¢ Q-BRIDGE-MIB.mib

e RIPv2-MIB.mib

¢ RMON-MIB.mib

¢ RS-232-MIB.mib

¢ SFLOW-MIB.mib

¢ SNMP-COMMUNITY-MIB.mib
¢ SNMP-FRAMEWORK-MIB.mib
¢ SNMP-MPD-MIB.mib

¢ SNMP-NOTIFICATION-MIB.mib
¢ SNMP-PROXY-MIB.mib

¢ SNMP-TARGET-MIB.mib

¢ SNMP-USER-BASED-SM-MIB.mib
¢ SNMP-USM-AES-MIB.mib

¢ SNMP-VIEW-BASED-ACM-MIB.mib
¢ SNMPv2-MIB.mib

e TCP-MIB.mib

¢ TOPSEC-ENT1-DEVICES.mib

e TUNNEL-MIB.mib

e UDP-MIB.mib

¢ VRRP-MIB.mib

¢ VRRPV3-MIB.mib
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System Events

The following table provides information about important system events and trap events on the switch in
user-friendly and customer readable format. Unlike AOS syslog, Readable Customer Event only provides
important events which are listed in the below tables.

Note. For information on configuring and viewing customer event logs, see Chapter 37, “Using Switch
Logging” in OmniSwitch AOS Release 8 Network Configuration Guide.

System Events

No. System Events Application User Readable L og Description
System Ready Chassis Supervision System Ready
VC take-over Chassis Supervision/VCM [Sen]dl ng VC Takeover to NIs and applications
L6
3 Reboot Chassis Supervision System Reboot
TRAP Events

No Trap Name Family User Readable L og Description

1 coldStart chassis The switch was restarted by a power cycle or
due to some type of failure

2 warmStart chassis The switch was restarted by the user

3 linkDown interface  Link c¢/s/p operationally down

4 linkUp interface  Link c¢/s/p operationally up

5 authenticationFailure snmp SNMP message authentication failed

6 chassisTrapsAlert chassis (The chassistrap alert)

7  chassisTrapsStateChange chassis (The state change)

8 chassisTrapsMacOverlap module  MAC Range overlap found in backplane
EEPROM

9 heathMonModuleTrap health NI c/srising above or falling below cpu/
memory threshold (depending on rising/
falling)

10 healthMonPortTrap health Port c/s/p rising above or falling below
threshold (depending on rising/falling)

11 hedthMonCmmTrap health CMM chassis-id (plus cmmA or cmmB, if

chassis) rising above or falling below cpu/
memory threshold (depending on rising/
falling)
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No Trap Name Family User Readable L og Description

12 esmDrvTrapDropsLink interface  Link ¢/s/p dropped due to excessive errors

13 portViolationTrap interface  Port c/g/p in violation - source <info> reason
<info>

14 risingAlarm rmon Alarm entry <info> crossing rising threshold

15 falingAlarm rmon Alarm entry <info> crossing falling threshold

16 stpNewRoot stp STP instance <value> : Bridge has become
new Root

17 stpRootPortChange stp STP instance <value> : Root port change
detected

18 sessionAuthenticationTrap session Authentication failure detected: user <info>

19 aaDoSTrap ip Denial of Service attack detected: <info>

20 InkaggAggUp linkaggre Link Aggregation <value> operationally up

gation
21 InkaggAggDown linkaggre Link Aggregation <value> operationally down
gation

22 chassisTrapsPossibleDuplicateMac chassis The old Master chassis cannot be detected in
the virtual chassis. Thereis a possiblity of
duplicate MAC address in the network.

23 aaErpRingStateChanged bridge ERP Ring <value>: State changed from Idleto
Protection

24  aaErpRingMultipleRpl bridge ERP Ring<value>: Multiple Ring Protection
Links detected

25 aaErpRingRemoved bridge ERP Ring <value>: Ring dynamically
removed

26 aaDhcpClientAddressAddTrap ip-helper DHCP Client : New |P address <value>
assigned

27 aaDhcpClientAddressExpiry ip-helper DHCP Client: IP address <value> |lease

Trap expired
28 aaDhcpClientAddressModify ip-helper DHCP Client: Unable to obtain IP address
Trap <value> - assigned new |P address <value>

29 dotlagCfmFaultAlarm bridge OAM: CFM Fault Alarm <info> detected

30 virtualChassisStatusChange vem Virtual Chassis: Chassis chassis-id Status
changed to <info>

31 virtualChassisRoleChange vem Virtual Chassis: Chassis chassis-id Role
changed to <info>

32 virtualChassisVflStatusChange vcm Virtual Chassis: VFL Link c/s/p Status
changed to <info>

33 virtualChassisVfIMemberPortJoinFaill  vcm Virtual Chassis: Member Port ¢/s/p unable to
join VFL Link

34 portViolationNotificationTrap interface  Port ¢/s/p violation cleared - reason <info>
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No Trap Name Family User Readable L og Description

35 chassisTrapsDuplicateMacCleared chassis The old Master chassis has rejoined the virtual
chassisasaslave. Thereisno longer a
possiblity of duplicate MAC addressin the
network.

36 virtualChassisUpgradeComplete vem Virtual Chassis. Software Upgrade Complete -
status timeout/successful

37 virtualChassisVflSpeedTypeChange vem Virtual Chassis: VFL Link c/s/p Speed type
changed to <info>

38 aalPv6NeighborLimitExceeded ip IPv6 global neighbor cache limit <value>
exceeded

39 aalPv6NeighborVRFLimitExceeded ip IPv6 VRF <value> neighbor cache limit
<info> exceeded

40 aalPv6InterfaceNeighborLimitExceed ip IPv6 interface <value> neighbor cache limit
<value> exceeded

41 aaPethPwrSupplyConflictTrap module  Power Supply Type <info> conflict detected

42 aaPethPwrSupplyNotSupported module  Power Supply Type <info> not supported

Trap

43 chasTrapsBPSLessAllocSysPwr chassis Insufficient system power given by backup
power supply <info>

44 chasTrapsBPSStateChange chassis Backup power supply <info> insertion/
removal detected

45 chasTrapsNiBPSFET StateChange chassis Backup power supply <info> FET state
changed to <info>

46 adaVvCSPProtectionTrap vcm Virtual Chassis: Chassisid <c> entering Split
VC Protection state

47 adaVvCSPRecoveryTrap vcm Virtual Chassis: Chassisid <c> entering Split
VC Active state

48 pethPsePortOnOffNotification module  PSE port ¢/s/pis (not) delivering power

49 pethMainPowerUsageOnNotification module  PSE Power Usage Threshold indication ison

50 pethMainPowerUsageOffNotification ~ module  PSE Power Usage Threshold indication is off

51 chasTrapsBPSFwUpgradeAlert chassis Alert - Backup power supply firmware
upgrade isrequired

52 pethMainPowerUsageNiFailNotification module NI c/s cannot be powered

53 esmStormThresholdViolationStatus interface  Port ¢/s/p Storm Threshold violation - ingress
traffic exceeds configured value <value>

54 aaSTPLoopGuardError stp STP Port ¢/s/p entering Loop inconsi stent error
State

55 aaSTPLoopGuardRecovery stp STP Port ¢/s/p exiting Loop inconsistent error
State

56 aalldpTrustViolation aip Port c/s/p LLDP Trust violation detected

57 dalicenseManagerDemoDayAlert licensing Demo License will expire on date: mm/dd/

yyyy
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No Trap Name Family User Readable L og Description

58 daAaaUserCreation asa New user <info> has been created

59 aaAaaUserDeletion aaa User <info> has been deleted

60 aaAaaUserModification aaa User <info> has been modified

61 systemSwlogFailureTraps system SWLOG failed to store log messageson flash ;
SWLOG failed to send log messages to
external syslog server

62 pethPseMainTemperatureUpAlert module  Temperature Up Threshold Alert Power
budget reduced

63 pethPseMainTemperatureDownAlert module  Temperature Up Threshold Alert Power
budget re-configured

64 systemRebootSwlogFailureTrap system System will reboot due to SWLOG failure to

send log messages to remote server, reason
<info>
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Symbols

I'command 5-6

A
aaa authentication command 8-7, 8-8, 8-9, 9-4
aaaradius-server command 8-7
accounting
for Authenticated Switch Access  8-11
application example
Ethernet OAM
application examples
applying configuration files  6-3
Authenticated Switch Access  8-7
CMM  4-3
configuration file
Emergency Restore  4-22, 4-24
file management  3-15
logging into the switch  2-3
network administrator user accounts
NTP 16-3
Server Load Balancing
SNMP  10-3
Trap Filters 10-4
WebView 9-4
applying configuration files
application examples  6-3
ASA
see Authenticated Switch Access
ASA Configuration
verify information about  8-20
Authenticated Switch Access  8-4
accounting  8-11
application examples  8-7
management interfaces  8-9
authentication

11-3

6-2

7-5

11-8, 12-29

MD5 10-10
SHA  10-10
traps 10-15

Automatic Remote Configuration  14-5
Bootup Configuration File  14-11
Debug Configuration File  14-11

Firmware upgrade Files  14-11
Instruction File  14-11
Script File  14-11
Troubleshooting  14-20
Automatic Remote Configuration network components
TFTPFile Server  14-6

14-6

B
banner
login  2-15
pre-login text
boot.cfgfile 4-2

2-16

C

cd command  3-7
certified directory ~ 4-2
copying to working directory ~ 4-17
Chassis Management Module
see CMM
chmod command  3-9
CLI 51,121
domains and families  7-14
logging commands ~ 5-7-5-8
CLI usage
verify information about
CMM 41
application examples  4-3
boot.cfgfile 4-2
cancelling areboot  4-11, 4-13, 4-16
certified directory ~ 4-2
checking reboot status
configuration files  4-2
copying
certified directory to working directory ~ 4-17
running configuration to working directory ~ 4-12
displaying current configuration ~ 4-15, 4-19
displaying switch files  4-15
imagefiles 4-2
managing  4-10
rebooting  4-10, 4-16
rebooting from the working directory ~ 4-13, 4-17
running configuration  4-2
scheduling areboot  4-11, 4-16
swapping primary for secondary  4-18
synchronizing primary and secondary ~ 4-17
working directory  4-2
CMM Conditions

5-10

4-11

verify information about  4-24
CMM scenarios  4-3
lost running configuration  4-3

rollback to previous software  4-6
running configuration saved to working directory ~ 4-5
working directory saved to certified directory  4-5
Command Line Interface
see CLI
commands
domains and families  8-15
community strings  10-9
configuration apply command 6-2, 6-3
for aspecific timeperiod 6-4
configuration cancel command  6-6
configuration error-file limit command 6-6
configuration file
application examples  6-2
configuration files  4-2,5-2
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errors  6-6

configuration snapshot all command  6-9

configuration syntax check 6-6
consoleport 2-4
copy flash-synchro command  4-17

copy working certified flash-synchro command  4-17

D

date 3-17,6-3

Daylight Savings Time
see DST

defaults

dynamic link aggregation  13-3, 15-3

login  2-2

NTP 16-1
SNMP  10-2
startup  7-3
switch security  8-2
user accounts  7-2
WebView 9-2
deletecommand 3-9
DESencryption  10-10
directories

certified 4-2
flash 3-6
managing 4-10
working  4-2
DNSresolver 2-18
Domain Name Server
see DNS resolver
DST 3-18
dynamic link aggregation
defaults  13-3, 15-3

E

editor

vi  6-7

Emergency Restore
application examples  4-22, 4-24
encryption

DES 10-10

errors  6-6

Ethernet OAM

application example  11-3
exitcommand 3-14

F

File Configuration

verify information about  6-11
file management

application examples  3-15
files

attributes  3-9

boot.cfg 4-2

configuration  4-2

image 4-2

names 6-8

permissions  3-9

snapshots  6-8
filters

traps 10-4
freespace command 3-10
fsck command 3-10
FTPclient 3-13
ftp command 3-13
FTPserver 3-12

H
help 55
HTTP

web browser  2-5
http port command 9-3
http ss command 9-3
https port command  9-3

|

imagefiles 4-2

ip domain-lookup command 2-18
ip domain-name command 2-18
ip name-server command  2-18

K
keywords 5-4,5-5

L

lacp linkagg sizecommand  13-19, 13-20, 15-26, 15-27

LDAP accounting servers

Authenticated Switch Access  8-11

LDAP servers
for switch security  8-4
logging into the switch
application examples  2-3

login

defaults 2-2
login banner  2-15
login settings

verify information about  2-20
Iscommand 3-5,5-5

M

Management Information Bases
see MIBs
MD5
authentication  10-10
memory  3-10
mkdir command  3-7

network administrator user accounts
application examples  7-5
Network Management Station
see NMS
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Network Time Protocol
seeNTP
NMS  10-7
NTP 16-1
application examples  16-3
configuring  16-9
client 16-9
defaults 16-1
overview 16-5
stratum  16-6
using in anetwork  16-6
ntp broadcast command  16-9
ntp broadcast-delay command  16-9
NTP client
broadcast delay  16-9
broadcast mode  16-9
ntp client command 16-3, 16-9
NTP Configuration
verify information about  16-13
ntp key command 16-12
ntp key load command 16-12
NTP server
designating  16-10
minimum poll time  16-10
preferred server  16-11
version number  16-10
ntp server command  16-3, 16-10

o
OSPF
specifications  2-19

P

partition management  10-14
password command  7-7
passwords
expiration 7-10
global settings  7-6
user-configured  7-7
pre_banner.txt file 2-16
Prefix Recognition  5-6
primary CMM
swapping with the secondary ~ 4-18
synchronizing with secondary ~ 4-17
prompt 59
pwd command 3-6

R
RADIUS accounting servers
Authenticated Switch Access  8-11
RADIUS servers
for switch security  8-4
RAM  4-2
reboot
cancelling 4-11, 4-13, 4-16
checking status  4-11
primary  4-10, 4-16

scheduling  4-11, 4-16

secondary  4-16

working directory  4-13, 4-17
reload cancel command  4-13
reload command 4-10, 4-11, 4-16
reload secondary command  4-16
reload working command  4-13
rmdir command 3-8
running configuration  4-2

copying to working directory  4-12

S
screen
display 59
prompt 5-9
secondary CMM

swapping with theprimary ~ 4-18

synchronizing with primary ~ 4-17
Secure Shell  2-4, 2-10

algorithms  2-12

key exchange 2-12

security
SNMP 109
Server Load Balancing

application examples  11-8, 12-29
session banner command  2-15
session login-attempt command  2-17
session login-timeout command  2-17
session prompt command  5-9
session timeout command  2-17
sftp command  3-14
SHA

authentication  10-10
show command-log command 5-8
show command-log status command  5-8
show configuration status command  6-2, 6-6
show history command 5-6
show ip helper command  6-2
show microcode command 4-15, 5-6
show ntp client command 16-4
show ntp client server-list command  16-3
show ntp server status command 16-3
show reload command  4-11
show running-directory command  4-15, 4-19
show snmp community map command  10-9
show snmp mib family command 10-16
show snmp station command  10-3
show snmp trap replay command  10-15
show user command 7-5, 10-4, 10-10
show vlan svlan command 13-38, 15-29
show vlan svlan port-config command 13-38
snapshots  6-8, 6-11

SNMP
access for user accounts  7-16
agent 10-6
application examples  10-3
defaults  10-2

management station  10-7
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manager 10-6
security  10-9, 10-12
trapstable B-2, B-62, B-65
versions  10-7
snmp community map mode command  7-15
SNMP configuration
verify information about  10-17
snmp security command  7-15, 10-12
snmp trap filter command 10-5
software rollback
configuration scenarios  4-3
specifications
OSPF 2-19
switch security  8-2
sshcommand 2-14
SSL
see Secure Socket Layer
startup
defaults  7-3
switch
rebooting  4-10, 4-16
switch security
defaults  8-2
specifications  8-2
syntax  5-3, 12-15, 12-20, 12-25
syntax checking 5-6
System Clock  3-17
system date command  3-17, 3-22
system time command  3-17
system timezone command  3-17

T
takeover command 4-18
Telnet 2-4,2-9
telnet command 2-9
time 3-17,6-3
timezone 3-17
timed sessions  6-3
cancelling 6-6
futuretimed session  6-4
Trap Filters
application examples  10-4
Traps 10-14
traps
authentication  10-15
families 10-14
filters 10-14
management  10-15
tty command 5-9

U

user accounts
defaults  7-2
for switch access  7-3
saving settings  7-6
SNMP access  7-16

user command 7-11, 8-7, 10-4
creatingauser 7-7

user configuration

verify information about ~ 7-17
user database

switch management  8-5
user password-expiration command 7-10
user password-size min command  7-9
users

See user accounts
UTC 16-1

v

verbose mode  6-7
vi command 3-8

W

WebView 9-1,11-1
application examples  9-4
browser setup  9-2

CLI commands 9-3

defaults 9-2
disabling 9-3
enabling 9-3

Secure Socket Layer  9-3
who command  7-17
whoami command 7-18
working directory ~ 4-2
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